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Appendix C

BEA Systems and Technology

Enterprise Services

Enterprise services are software building blocks that are accessible through higher-level business functions. Enterprise service interfaces are documented and well defined (see definitions below). Enterprise services consist of the following:

· Enterprise System Management Service (Provides end-to-end GIG performance monitoring, configuration management, and problem detection and resolution as well as enterprise IT resource accounting and addressing)
· Messaging Service (This service provides the ability to exchange information among GIG users or applications)
· Application Hosting Service (Infrastructure to host and organize distributed on-line processing capabilities
· )

· Collaboration Service (The collaboration service allows users to work together and jointly use selected capabilities on the network.  These services tend to fall into two broad categories: synchronous an asynchronous)
· Mediation Service (The Mediation service helps broker, translate, aggregate, fuse or integrate data/metadata)
· User Assistant Service (The User Assistant service automates “helper” capabilities that reduce the effort required to perform manpower intensive tasks)
· Security Service (The Security Service provides the capability to address vulnerabilities in networks, services, or systems 
· )

· Storage Service (The storage service provides physical and virtual places to host data on the network with varying degrees of persistence
· )

· Discovery/Metadata Registry Service (The Discovery/Metadata Registry provides the capability to find and manage information content and services)
· Accessibility Service (Accessibility provides capabilities for individuals that have varying degrees and types of physical impairments)
Table C-1 Enterprise Services

	Enterprise Services

	Level 5 (Optimized)
	Policies and standards: These enable timely visibility, execution, and accountability of DoD Enterprise Services.
Requirements and planning: Requirements, planning, and resource allocation processes of DoD Enterprise Services are fully integrated, facilitating early identification of IT resource issues and decision alternatives.
Management and organizational alignment: Enterprise Services are fully integrated across the DoD enterprise.
Systems and technology: Enterprise Services are standard, integrated, reliable, and accurate and provide the warfighter and business mangers with timely and secure functionality.
Performance measurement: Metrics and measurement processes completely support enterprise interoperability.

	Level 4 (Structured)
	Policies and standards: Policies and standards are based on a fully implemented BEA. 

Requirements and planning: Performance-based budgeting is extended to requirements generation and planning, providing enterprise services operations and related warfighter mission performance metrics.
Management and organizational alignment: Enterprise Services are characterized by fully integrated Information Technology infrastructures.
Systems and technology: Enterprise Services are characterized by accurate, reliable, and timely functionality.  Enterprise Services are secure. All DoD systems fully utilize Enterprise Services. 
Performance measurement: Metrics and measurement processes align Enterprise Services and mission performance levels.  

	Level 3 (Limited)
	Policies and standards: Integrated DoD Enterprise Services and related warfighter mission tasks are provided.
Requirements and planning: Business plans and performance standards document how Enterprise Services are to be executed.
Management and organizational alignment: Business Process Reengineering initiatives utilize integrated Enterprise Services. 
Systems and technology: Only standardized information systems that support Enterprise Services are migrated, improving economies of scale.
Performance measurement:  Integrated DoD metrics establish relationships between Enterprise Services resource levels and program risk.  

	Level 2 (Minimal)
	Policies and standards: Emphasize emerging enterprise objectives with defense-wide Enterprise Services integration in support of warfighter operations. 
Requirements and planning: Enterprise Services initiatives standardize project cost, integration and management reporting.
Management and organizational alignment:  Enterprise Services management is integrated. 
Systems and technology: Legacy, migration and replacement systems are identified, and made compatible with DoD Enterprise Services.
Performance measurement: Metrics and measurement processes favor Enterprise Services interoperability.

	Level 1 

(Ad Hoc)
	Policies and standards:  Component-centric policies and standards impede DoD ability to leverage Enterprise Services. 
Requirements and planning: Requirements and Information Technology resource allocation processes are not integrated and initiatives not coordinated.
Management and organizational alignment:  Processes align with organizations and business lines but not with DoD Enterprise Services. 
Systems and technology: Disparate systems inhibit standardization, interoperability and integration.
Performance measurement: Metrics and measurement processes favor component-specific vice Enterprise Services outcomes.


Information Assurance

Information Assurance infrastructure safeguards are defined in terms of seven key functional capabilities: public key infrastructure, access control, identification and authentication, detection and response, perimeter protection, security management, and interoperability within and across security levels. Information Assurance also considers risk management and mitigation, contingency planning, and threat prevention and recovery plans and procedures.

Table C‑2 Information Assurance
	Information Assurance

	Level 5 (Optimized)
	Policies and standards:  Enable timely visibility of and accountability to DoD Information Assurance policies and standards.
Requirements and planning:  Requirements, planning, and resource allocation processes of DoD Information Assurance are fully integrated, facilitating early identification of information assurance issues and decision alternatives.
Management and organizational alignment:  Information Assurance is fully integrated across the DoD enterprise. 
Systems and technology:  Information Assurance is standardized, integrated, and provides reliable, accurate, and timely functionality and interoperability.
Performance measurement:  Information Assurance metrics and measurement processes completely support enterprise interoperability and continuous process improvement.

	Level 4 (Structured)
	Policies and standards:  Information Assurance policies, procedures, and guidance are implemented based on a fully compliant DoD Enterprise Architecture. 

Requirements and planning: Performance-based budgeting is extended to requirements generation and planning, providing Information Assurance operations and related warfighter mission performance metrics.
Management and organizational alignment: Information Assurance is characterized by fully integrated Information Technology infrastructures.
Systems and technology: Information Assurance provides accurate, reliable, and timely functionality.  A “Multi-dimensional” infrastructure topology may be used to improve interoperability through establishment of a secure peer-to-peer connection using Point-to-Point Tunneling Protocol (PPTP) within the broader global network or to set up a virtual LAN between users on four different continents to collaborate on a mission.  Another feature of a multi-dimensional topology is the ability to support multiple security levels and access controls on the WAN. This could include portions at different classification levels with appropriately configured guards or gateways controlling information exchange. There are some basic examples of this in use today. This aspect of a multi-dimensional topology has been one of the most difficult to reach, especially when different classification levels are considered.

Performance measurement: Metrics and measurement processes align Information Assurance and mission performance levels.  

	Level 3 (Limited)
	Policies and standards: Integrated Information Assurance and related warfighter mission tasks provide the performance-base. 
Requirements and planning: Annual business plans and performance standards document how Information Assurance is to be executed. 
Management and organizational alignment: Business Process Reengineering initiatives utilize integrated Information Assurance. 
Systems and technology: Only standardized information systems that support Information Assurance are migrated, improving economies of scale.  The combination of unique global identifiers for each entity and the routing and switching functions of Level 3 allow support for more robust security models. The infrastructure can be configured to allow or deny access to particular areas. Simple firewalls are the most prevalent example today of this feature.
Performance measurement:  Integrated DoD metrics establish relationships between Information Assurance resource levels and program risk.  

	Level 2 (Minimal)
	Policies and standards: Security profiles are implemented to support Information Assurance integration, emphasizing emerging Information Assurance objectives with defense-wide Information Assurance integration in support of warfighter operations.
Requirements and planning: Information Assurance initiatives standardize project cost, integration and management reporting.
Management and organizational alignment:  Information Assurance management and organization are integrated to some extent. 
Systems and technology: Legacy, migration and replacement systems are identified, and made compatible with DoD Information Assurance.
Performance measurement: Metrics and measurement processes support improving Information Assurance interoperability.

	Level 1 

(Ad Hoc)
	Policies and standards:  Component-centric policies and standards impede DoD ability to leverage Information Assurance. Interoperability non-existent or limited to access controls.  
Requirements and planning: Requirements and Information Assurance resource allocation processes are not integrated and initiatives are not coordinated.
Management and organizational alignment:  Processes align with organizations and business lines but not with DoD Information Assurance. 
Systems and technology:  Disparate systems inhibit standardization, interoperability and integration of Information Assurance.
Performance measurement:  Information Assurance metrics and measurement processes are component-specific.


Network

The network component encompasses the connectivity that links BEA users and information sources.  This capability area consists of: breadth of reach to tactical users, support for all traffic types, quality and reliability of service, bandwidth capacity, network topologies, scalability, transport media capabilities, and network elements (e.g., routers, switches, hubs, multiplexers, gateways, COMSEC encryption devices).  The network component also consists of resistance to information warfare, and other electronic and physical threats.

Table C‑3 Network
	Network

	Level 5 (Optimized)
	Connectivity: Extension of enterprise interoperability to other enterprises is available. 
Adaptability: Network/server precedence capabilities are fully implemented; agility is provided to meet cross-domain users’ needs on demand.
Reliability/QOS: COTS solutions, robust network management, and service level agreements provide users assurance & contingency surge capabilities.
Security: Global network resistance to information warfare and other risks is accomplished.

Architecture: Architecture is extended to advanced network features.

	Level 4 (Structured)
	Connectivity: Scalable and interoperable services are available. 
Adaptability: Emerging network precedence capabilities, available bandwidth-on-demand, and BEA enterprise operations are supported by use of common protocols.
Reliability/QOS: Acceptable cell-loss ratios, latency levels, and error rates provide BEA-wide reliability; all traffic types & services are supported.
Security: COMSEC options accommodate wide range of user needs
Architecture: Network management is extended to advanced enterprise wide capabilities in critical mission and threat environments.

	Level 3 (Limited)
	Connectivity: Consistent BEA user addressing, and standards-compliant protocols are implemented.
Adaptability: Dynamic configuration of “networks of networks;” ATM core technology and gigabit Ethernet plus radio/other transport technologies are available.
Reliability/QOS: Virtual network options provide increased levels of service; prevalent usage of BEA-wide compatible network management tools

Security: Network filtering operations reduce risk to cyber attack exposure.

Architecture: Common protocols and standards are planned across the BEA Community and its mission customers.

	Level 2 (Minimal)
	Connectivity: BEA-wide multimedia, with fiber backbone (CONUS, some O’CONUS) is available for BEA community.
Adaptability: Sufficient capacity for most fixed users is provided.
Reliability/QOS: Dependence on austere mechanisms to allocate capacity, and commercial-grade dedicated and networked services are available.
Security: Tunneling to allow mixed security levels across shared networks are provided.
Architecture: Multiple delivery options and reach to tactical users are accomplished.

	Level 1 

(Ad Hoc)
	Connectivity: Multiple TCP/IP networks with limited interconnections are available.
Adaptability: Policy barriers (e.g., source ID protection) often inhibit the adaptability.
Reliability/QOS: Sporadic & disparate network services are the norm (e.g., multiple circuit usage, marginal ability to merge voice, data, and video).
Security: Security is characterized by link-level encryption (with some NES devices).
Architecture: The architecture is limited to program and/or agency level.  


Data Management

Data management focuses on system applications.  Data may be exchanged between multiple applications.

Table C‑4 Data Management
	Data Management

	Level 5 (Optimized)
	Data Storage: Data is stored to support the information requirements of the Federal Government.
Data Sharing: Data is seamlessly, and timely shared across the enterprise using the Federal Conceptual Business Model.
Meta Data: The enterprise develops, enforces, and seamlessly disseminates Federal business and technical metadata that is used within subject-area processes and systems.
Data Redundancy: Data is maintained at the source of record and is available for reuse across the Federal enterprise.
Conceptual Business Model: The Enterprise Conceptual Business Model is fully integrated with the Federal Enterprise Data Model.
Data Availability/Usability: Data is readily available in forms relevant to the information requestors at multiple levels of summarization, using flexible distribution mechanisms, and customizable presentations. 
Stewardship: The enterprise views and manages data as a valuable business asset.

	Level 4 (Structured)
	Data Storage: Transaction data storage is fully integrated across the Department.  Data to meet Departmental information requirements is stored in federated operational data stores, data warehouses, and data marts with summarized data.
Data Sharing: Data is seamlessly shared across the Department.  Data sharing is done in both batch and synchronous using the Departmental Conceptual Business Model.
Meta Data: The enterprise develops, enforces, and seamlessly disseminates Departmental business and technical metadata that is used within subject-area processes and systems.
Data Redundancy: Data is maintained at the source of record and available for reuse across the Department.
Conceptual Business Model: The enterprise has a mature Conceptual Business Model including all subject areas to support information production and data sharing.
Data Availability/Usability: Transaction data is fully integrated.  Data for reporting and analytical purposes is available using operational data stores, data warehouses, and data marts. 
Stewardship: Data Management initiatives are fully supported by the functional community and supported fully by the IT organization.

	Level 3 (Limited)
	Data Storage: Transaction data storage is integrated.  Data to meet Departmental information requirements is sometimes available in operational data stores and data warehouses with some source of record issues.
Data Sharing: Cross-functional data is available using batched data sharing enabled by the initial Conceptual Business Model.
Meta Data: The enterprise has developed and enforced business metadata and has partially developed and enforced technical metadata.
Data Redundancy: The Department has expanded enterprise data sharing with resulting reductions in cross-functional data storage redundancy. 
Conceptual Business Model: The enterprise has implemented data sharing using a Conceptual Business Model subject areas for initial subject areas.
Data Availability/Usability: Transaction data is available using operational data stores and data warehouses.
Stewardship: Responsibility for Data Management initiatives is shared equally between the functional and the information technology organization.

	Level 2 (Minimal)
	Data Storage: Transaction storage is integrated.  Data can be made available to meet Departmental reporting requirements.
Data Sharing: Data sharing is enabled in functional stovepipes where enterprise data standards are enforced and data is mapped across functional stovepipes.
Meta Data: The enterprise has partially developed and enforced integrated enterprise metadata and business rules.
Data Redundancy: Data redundancy is minimized in stovepipes where data standardization exists.
Conceptual Business Model: The enterprise has implemented an initial Conceptual Business Model development for some subject areas.
Data Availability/Usability: When available, data reuse is enabled by partial data standardization and integration.
Stewardship: The functional business community recognizes and supports the need for data management. The primary steward for data management is the information technology organization.

	Level 1 

(Ad Hoc)
	Data Storage: Data is stored to support transaction processing and is not stored to support enterprise information accessibility.
Data Sharing: Data is not shared across the organization in a timely manner.
Meta Data: Enterprise has multiple independent initiatives and efforts to establish and manage metadata and business rules. 
Data Redundancy: The same data is stored in many locations with minimal reuse.
Conceptual Business Model: The enterprise has no common view of enterprise information.
Data Availability/Usability: Data is not available where needed in a usable format.
Stewardship: The enterprise abrogates the responsibility for data management to the technical community.


Interoperability

The condition achieved among communications-electronic systems or items of communications-electronic equipment when information and services can be exchanged directly and satisfactorily between them and/or their users.
  

Table C‑5 Interoperability

	Interoperability

	Level 5 (Optimized)
	Procedures: Level 5 of the procedures attribute is characterized by how well a system conforms to enterprise doctrine and missions.  The systems that are considered Level 5 are not designed or limited to providing Service- or Agency-unique functions.  Rather, they provide cross-domain functions that contribute to the entire enterprise.
Applications: Level 5 of the application attribute focuses on elimination of duplicative functions and redundant applications. Systems serve the primary functions across Service and Agency boundaries using component-based architectures such as CORBA, Java, and Distributed Component Object Model (DCOM) on a multi-platform infrastructure.
Infrastructure: “Multi-dimensional” is the key descriptor of a Level 5 infrastructure.  This multi-dimensionality can exist in geography, security, virtual configuration, or numerous other forms.  One characteristic is that it allows the user to set up the infrastructure to duplicate features of lower levels within the WAN context. It could be used to set up a virtual LAN between users on four different continents to collaborate on a mission.  It supports features such as protocol wrapping and has mechanisms to control quality of service.
Data: An enterprise-wide model that is comprised of universally accepted data models, dictionaries, and standard data elements characterizes Level 5 of the data attribute.  The fully integrated enterprise information space is based on shared data servers and shared database; adheres to a common enterprise data model, standard data elements, shared data server, and data architecture; and supports full data conversion capability when required outside of the defined enterprise.

	Level 4 (Structured)
	Procedures: Level 4 of the procedures attribute is characterized by how well a system conforms to domain doctrine and missions. Doctrine represents the broadest form of system guidance by a Service or Agency.  By definition, it should provide the greatest influence on overall system development for successfully conducting Joint operations.
Applications: Level 4 of the applications attribute is focused on integration either across organizational boundaries or across discipline-based applications.  Transition toward object-oriented programming languages increases software reusability and supports increasing levels of interoperability. 
Infrastructure: A Level 4 infrastructure represents the transition from a local network to a wider area network.  This is broadly referred to in the infrastructure area as WAN.  The distinction at Level 4 is an ability to connect to other users that are not connected to the same-shared local media.  This gives a Level 4 infrastructure the ability to work between LANs to make up a broader domain.  The need to cross between different media of multiple LANs dictates the need for switching or routing at Level 4.  One result of this consideration is the need for protocols that support this form of networking.  These protocols often assign a particular address to each system on the WAN.  This address is globally known and used to address the system at Level 4.
Data: A domain model that allows direct database exchanges characterizes Level 4 of the data attribute.  This level is comprised of domain data models, dictionaries, and standard data elements.

	Level 3 (Limited)
	Procedures: Program types of procedures characterize Level 3 of the procedures attribute.  These procedures include such things as training, staffing, and planning in a program environment so that other systems within the same program environment will have similar procedures in place.  In addition, other procedures are based on adherence to a common operating environment.
Applications: Level 3 systems are identified by their increasing level of sophistication and complexity and by their ability to provide a heterogeneous understanding of the data being exchanged.  E-mail at this level includes the successful exchange of attachments.  Office automation is associated with this level, and is characterized by software products such as word processing applications, spreadsheet applications, desktop data base applications, presentation graphics applications, and image and map viewers.  Web browsers and their associated "helper" applications complete Level 3.
Infrastructure: The primary change in infrastructure capabilities from Level 2 to Level 3 is the transition from a peer-to-peer connection to a many-to-many connection, as represented by LANs.  This need to work with multiple systems is driven by application functions such as e-mail.  This form of collaboration requires connections to more that one system before it is truly effective.  The ability to establish connections to multiple systems without reconfiguring hardware or the infrastructure is a major characteristic of this level.  Support for protocols that can be used to establish even larger networks also comes into play.  The TCP/IP protocol is used to exchange information on a LAN through such functions as a web browser. 
Data: Level 3 of the data attribute is characterized by a program data model and consists of sub-domain or program-wide, generally independent, duplicate databases that contain heterogeneous information, use conversion protocols as required, and are based on the following program-wide tools: data dictionary, encyclopedia, logical and physical data models, existing data architecture, and data servers. The program databases are not generally cleanly separated from applications.

	Level 2 (Minimal)
	Procedures: The procedures attribute of Level-2 interoperability is characterized by local and site-level procedures.  These include conformance and compliance to standards and the existence of a security profile. For a given implementation, there may be additional procedures at the local or site level, such as ensuring that system names and addresses are not duplicated on a LAN and that appropriate servers are present at the site.
Applications: Level 2 of the applications attribute commonly relates to the simple exchange of homogeneous information electronically.  Examples include file transfer software and simple interaction software such as e-mail without attachments and text chatter.  Other functionality characterized here includes applications that process voice (transmit/receive), process telemetry, and provide remote-access capability.
Infrastructure: The infrastructure supporting a Level-2 interoperability is concerned with establishing an electronic connection between systems.  This connection could be a one-way broadcast at the lowest level.  This gives only limited interoperability due to the inability to respond back.  There are interoperability-related issues that must be considered for a one-way connection, but they do not facilitate a higher level of sophistication in system-to-system interaction.  The two-way connection is important to conduct the type of interactions that are embodied in improving the level of interoperability.
Data: Local data models characterize the data attribute at Level 2.  Information exchange is generally restricted to simple homogeneous data product formats.  Level 2 includes individual, independent databases with some data dictionaries and models, standard data elements, and data architectures; but Level 2 can only handle simple forms and styles of homogeneous data.

	Level 1 

(Ad Hoc)
	Procedures: The important procedural items at Level 1 are access controls.  Procedures must exist to enable a human to interact with the systems so that information can be passed from a system to a human and on to another system.  These procedures include physical security, login procedures, and other such security issues.
Applications: The application attribute does not come into play at this level.  While there may be some software applications that must interact with data transferred by removable media, these items are not considered here.
Infrastructure: The infrastructure capabilities that Level-1 systems exhibit are largely independent.  Since two systems are unable to connect physically, only the infrastructure items that allow information sharing by other means are important.  This primarily involves hardware-based interactions, usually by removable media.
Data: Private data models characterize the data attribute at Level 1.  Information exchange is limited to magnetic media exchange.  Data are organized independently with unknown commonalties.  Interaction or pseudo interoperability, if possible, is accomplished through disk, tape, or similar media that can be used to transfer data manually between systems.  























� Department of Defense, C4ISR Architecture Working Group, Levels of Information Systems Interoperability (LISI), March 30, 1998.  Although LISI used levels 0 to 4, we adapted this model for consistency to levels 1 to 5, based on the DoD AF version 1.0 (Draft) as well as the CMMI model.
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