
Use of Government Resources

I. References.

A. 10 U.S.C. §§ 974; 2012; 2541-2553; 2632; 2637.

B. 31 U.S.C. § 1301; 1344; 1349.

C. Exec. Order No. 12674 (Apr. 12, 1989) as amended by Exec. Order No. 12731, Principles of Ethical Conduct for Government Officers and Employees (Oct. 17, 1990).

D. DoD 5500.7-R, Joint Ethics Regulation, with Change 4, dated 6 August 1998.

E. 41 C.F.R. Subpart 101-20.4, Occasional Use of Public Buildings (1997).

F. 41 C.F.R. Subpart 101-35.2, Authorized Use of Long Distance Telephone Services (1997).

II. Introduction.

A. Methodology for Determining Permissible Uses of Government Resources.

1. The Standards of Ethical Conduct for Employees of the Executive Branch, 5 C.F.R. Part 2635, acknowledge that “there may be circumstances when an employee may properly use Government property or official time for activities other than the performance of the official duties of the employee’s position.”  Office of Government Ethics (OGE) Letter to General Counsel, Office of Personnel Management, dated March 21, 1997.

2. Under 5 C.F.R. 2635.704, an employee must protect and conserve government property and refrain from using or allowing its use for purposes other than those for which it is made available to the public or those authorized in accordance with law or regulation.  This section was intended to make it clear that “authorized purposes” may be purposes that do not strictly relate to the performance of official duties.

3. Thus, by definition, employees who use government property in accordance with applicable laws and regulations do not violate the standards. OGE Informal Advisory Letter 95 X 13, 1995 WL 855438 (Dec. 1, 1995).

4. Authority to Regulate the Use of Government Property.

a. General Services Administration (GSA) and the Office of Personnel Management (OPM) are authorized to promulgate executive branch-wide regulations governing the use of government resources. 

b. Except as limited by statute or regulation, federal agencies possess the discretion to promulgate departmental regulations governing the use of government resources. OGE Informal Advisory Letter 93 X 6, 1993 WL 721226, Mar. 10, 1993.

5. The Office of Government Ethics (OGE) does not have the authority to promulgate any expansion or limitation of other regulations governing the use of government property.  OGE Informal Advisory Letter 95 X 13, 1995 WL 855438, Dec. 1, 1995.

III.   By Way of Background - Fiscal Underpinnings.
A. Appropriated funds are available only for the objects for which the appropriations were made.  31 U.S.C. § 1301(a) (the "Purpose Statute"). 

B. Congress cannot specify every item of expenditure in agency appropriation acts.  Thus, under the "necessary expense rule," appropriations made for particular objects, by implication, confer authority to incur expenses that are reasonably necessary or incident to the proper execution of those objects.  See 71 Comp. Gen. 527 (1992).

1. Application of the "necessary expense rule" is a matter of agency discretion.

2. In reviewing the propriety of an expenditure, the Comptroller General considers whether, under the circumstances, the relationship between the authorized function and the expenditure is so attenuated as to take it beyond the agency's legitimate range of discretion.  See Ms. Comp. Gen. B-257488 (Nov. 6, 1995).

3. The Comptroller General of the United States retains authority under 31 U.S.C. 3529 to issue decisions to disbursing or certifying officers and heads of agencies on matters involving the use of appropriated funds that do not specifically involve settling a claim or other functions transferred to the Director of the Office of Management and Budget by section 211 of the Legislative Branch Appropriations Act, 1996, Pub. L. No. 104-53, 109 Stat. 514, 535 (1995).  Ms. Comp. Gen. B-275605 (Mar. 17, 1997).

IV.   General Restriction.  Employees must protect and conserve Government property and use it (or allow its use) only for authorized purposes. 5 C.F.R. § 2635.704(a).  

A. This restriction is based on the general principle set forth at 5 C.F.R. § 2635.101(b)(9) and Exec. Order No. 12674, April 12, 1989, as amended by Exec. Order No. 12731, October 19, 1990, Part I(i) ("Employees shall protect and conserve Federal property and shall not use it for other than authorized activities.")

B. "Government property" includes real or personal property in which the government has any property interest and any right or other intangible interest (including contractor services) purchased with government funds.  5 C.F.R. § 2635.704(b)(1).  Also, any benefit resulting from expenditure of appropriated funds belongs to the government, and may not be accepted for personal use.   5 C.F.R. § 2635.204(c)(3).

C. "Authorized purposes" are purposes for which government property is made available to the public, or purposes authorized under law or regulation.  5 C.F.R. § 2635.704(b)(2).

D. Duty to protect and conserve government property and to use it only for authorized purposes is attended by an obligation to disclose waste, fraud, abuse, and corruption to appropriate authorities.  See 5 C.F.R. § 2635.101(b)(11).

E.
Types of Uses of Government Resources

1. Official Uses.

a. Essential to completion of the mission

b. Formally recognized by regulation or statute                                                                                                                                 

2. Prohibited Uses. 

a. Crimes (theft, child porn, wire fraud, copyright violations)

b. Commercial activities or personal financial gain 

c. Violation of the Establishment of Religion

d. Political activities

e. Interference with the mission

f. Reflects adversely on DoD (EEO violations, extremist organizations, sexist activity, harassment)

3. Authorized Uses.  

a. Not official, but not prohibited.

b. Personal uses that may be authorized by an agency designee (supervisor who is a commissioned officer or GS-11 or above).  JER, para. 2-301b.

c. Supervisor must ensure personal uses meet this test:

(1) Does not adversely affect the performance of official duties.

(2) Is of reasonable duration and frequency and done on employee’s own time.

(3) Serves a legitimate public interest.

(4) Does not reflect adversely on DoD.

(5) Creates no significant additional cost to DoD.   JER, para. 2-301b(1).

d. “Supervisor” approval for limited personal use of government resources may come in many forms, including agency regulation, command instruction, office policy, or case-by-case authorization.

V. Restrictions on Use of Particular Types of Government Resources.

A. Official Time.  Employees must use official time in an honest effort to perform official duties, unless authorized under law or regulation to use official time for other purpose.  5 C.F.R. § 2635.705(a).

B. Official Authority.  "An employee shall not use his public office for his own private gain, for the endorsement of any product, service or enterprise, or for the private gain of friends, relatives, or persons with whom the employee is affiliated in a nongovernmental capacity, including nonprofit organizations of which the employee is an officer or member, and persons with whom the employee has or seeks employment or business relations."  5 C.F.R. § 2635.702.  "Official authority" (i.e., position, title or any authority associated with public office) may not be used to:

1. Coerce or induce any person to provide any benefit to the employee or any person with whom the employee is affiliated in nongovernmental capacity.  5 C.F.R. § 2635.702(a).

2. Imply official endorsement of personal activities.  5 C.F.R. § 2635.702(b).

3. Endorse any product, service or enterprise except as statutorily authorized, or pursuant to agency programs that recognize accomplishments or compliance with agency standards.

C. Nonpublic Information.  Information gained through federal employment that the employee knows or should know has not been made publicly available may not be used in financial transactions, or to further private interests.  5 C.F.R. § 2635.703.

D. Subordinates.  

1. "An employee shall not encourage, direct, coerce, or request a subordinate to use official time to perform activities other than those required in the performance of official duties or authorized in accordance with law or regulation."  5 C.F.R. 2635.705(b).

2. DoD employees, such as secretaries, clerks, and military aides, may not be used to support the unofficial activity of another DoD employee in support of non-federal entities, nor for any other non-federal purposes, except as provided in subsections 3-211 and 3-300.b of the JER.  Section 3-305b, JER.

3. Enlisted aides. AR 614-200.  See Army Info Paper on Do’s and Don’ts, and regulation extract in the Appendix.



E. Communication Systems.   Federal government communication systems and equipment (including government owned telephones, facsimile machines, electronic mail, Internet systems, and commercial systems when the federal government pays for use) shall be for official use and authorized purposes only.  Section 2-301, JER.  (See 41 C.F.R. Subpart 201-21.6 re:  use of government telephone systems.) 

1. "Official use" includes emergency communications; communications deemed necessary in the interest of the government; and "morale and welfare" communications by DoD employees on extended deployments.  Section 2-301a(1), JER.

2. "Authorized purposes" include:

a. Brief calls home while TDY to notify family of official transportation or schedule changes.

b. Personal communications from the work place that are most reasonably made while at the work place when the Agency Designee determines that such communications:

(1) Do not adversely affect official duty performance;

(2) Are of reasonable duration and frequency, and made during personal time whenever possible;

(3) Serve a legitimate public interest (such as keeping employees at their desks, enhancing professional skills of the employees; job searching in response to downsizing.

(4) Do not reflect adversely on DoD; and

(5) Do not overburden the communication system and create no significant additional cost to DoD (including long distance telephone charges).

c. Other examples include checking with spouse or minor children, scheduling doctor and auto or home repair appointments, brief Internet searches, e-mailing directions to visiting relatives.

3. Government telephones in personal residences.  Permitted when necessary for national defense purposes.  31 U.S.C. 1348.  DoD Instruction 5335.1.  

4. Civilian Employees’ Use of Online Tax Preparation. 

a. The standard corporate discount is offered to civilians who choose to use the service, which is free to military.

b. Supervisors on a non-interference basis may approve use of government computer to file.

F. Use of E-Mail and Internet.

1. Limitations

a. “Army e-mail …will not be used in a way that would interfere with official duties, undermine readiness, reflect adversely on DoD or the Army (such as chain letters; unofficial advertising, soliciting or selling via e-mail; and other uses that are incompatible with public service), or further any unlawful activity or personal commercial purposes.”  SAIS message on Inappropriate Use of Electronic Mail, dated 151106Z Apr 98.  See also AR 25-1, Army Information Management.

b. Interfering uses include:

(1) Sending e-mail chain letters;

(2) “Spam” – exploiting listservers or other group broadcast systems for purposes beyond their intended scope to provide widespread distribution of unsolicited e-mail;

(3) Broadcast unnecessary advertisements of Army services;

(4) “Letter-bomb” – send same e-mail repeatedly to interfere with recipient’s use of e-mail.  See 9 Jan 99 Washington Post article, “Defense Worker Gets Jail for E-Mail.”

(5) Broadcast e-mail messages of daily quotations, jokes, or other similar transmissions.  (Beware of jokes in general; you never know who may be offended.)  See Washington Post article, “E-Mail Humor: Punch Lines Carry Price.

(6) Broadcast unsubstantiated virus warnings;

(7) Direct messages to large audiences and sending repeated messages as “reminders.”

c. Other potential practices that may create unacceptable strain on the automation systems include the attachment of large video files to personal messages and live video and audio links.  Certain screen saver programs, such as “Pointcast,” and other files linked to the Internet may create security breaches.  “Pointcast” is specifically prohibited in DoD.  See 27 Jan 00 Inside the Pentagon article, “DoD May Limit Use of Communications Networks for Routine Tasks.”

d. Official website links to private websites. 

(1) Include a disclaimer.  See sample from the Defense Finance and Accounting Agency in the Appendix.

(2) Don’t imply official DoD endorsement.

(3) Don’t play favorites - include links to similar organizations.

e. Use of government systems indicates consent to monitoring. Be aware of developing privacy interests in this area.  18 U.S.C. 2510 (The Electronic Communications Privacy Act); 50 U.S.C. 1809; 18 U.S.C. 1030 (Computer Fraud and Abuse Act)(The Hacker Statute); O’Connor v. Ortega, 480 U.S. 709 (1987)(ad hoc approach to reasonableness); Army Reg. 380-19 (Information Systems Security), Appendix G, para. G-1.b; Army Reg. 380-53 (Information System Security Monitoring), para. 2-1.b.

f. May use official e-mail to notify DoD personnel of events of common interest sponsored by non-federal entities.  JER para. 3-208.

g. Use of government computer and e-mail account by spouses of senior officials may be authorized if the use is in support of appropriated fund command support functions.  AR 25-1, Army Information Management.

h. Air Force personnel can find detailed guidance on the use of E-mail and Internet resources in AFI 33-119, E-Mail Management and Use, and AFI 33-129, Transmission of Information Via the Internet.
i. Navy guidance is provided in an August 99 message on internet policy and a February 1997 memorandum on Internet web browsing, both found in the Appendix.
2. Business Cards.  See DoD and DA memos on Printing of Business Cards in the Appendix.

a. DoD Policy:  In-house printing of business cards using existing software and commercially purchased card stock is permitted.  Contracting with Seattle Lighthouse of the Blind is also permissible if costs do not exceed those of in-house printing.

b. Limitations:

(1) Cards should contain only the necessary business information.

(2) Color or customized cards must be purchased at the employee’s expense.

3. Holiday Cards.  Are not considered official.  Use of government resources to produce holiday greeting cards is not permitted.  See DA OGC Memo, Christmas Cards, in the Appendix.

4. Use of Appropriated Funds for Postage on Congratulatory Notes. AR 25-51, para. 2-22
a. Congratulatory notes to individuals within the technical responsibility or chain of command who have been selected for promotion or advanced schooling serve an official morale and esprit de corps function appropriated fund postage is authorized. 
b. Similar notes to friends, former subordinates or colleagues, or those not within the sender’s technical responsibility or chain of command are personal in nature.  Appropriated fund postage may not be used.
c. This issue is also addressed in two other publications:  DoD 4525.8-M, DoD Official Mail Manual, July 1987, Chapter 3, para. P8, and Opinion of The Judge Advocate General of the Air Force (OpJAGAF) 1995/103,"Appropriated Fund Postage," 28 Nov 95.
5. Coins.  See article by MAJ Kathryn Sommerkamp in October 1997 Army Lawyer, “Commanders’ Coins: Worth Their Weight in Gold?” DA PAM 27-50-300.  For Air Force personnel, guidance on the use of appropriated funds for commander's coins can be found in Opinion of The Judge Advocate General of the Air Force (OpJAGAF) 1999/23, "Commander's Coins," 1 Apr 99.
VI.   Personal Use of Government Resources (other than communications systems).  

A. Section 2-301b, JER authorizes limited personal use of government resources (equipment and property such as typewriters, calculators, and libraries), if the agency designee determines that such use meets the following criteria.  See sample use guidelines from DoD OGC, Guidelines For the Use of Laptop Computers, in the Appendix.

1. Does not adversely affect official duty performance;

2. Is of reasonable duration and frequency and occurs only during the employee's personal time;

3. Serves a legitimate public purpose (such as supporting local charities or volunteer services to the community, developing professional skills, job searching in response to downsizing);

4. Does not reflect adversely on DoD; and

5. Creates no significant additional cost to DoD.

B. Use of official time and government equipment for Guard or Reserve duty purposes may be authorized.  5 C.F.R. § 251.202.  See DoD OGC letter to the Office of Personnel Management in the Appendix.  See also Comp. Gen. Letter, B-277678, January 4, 1999.
C. Remember - the use always requires supervisor approval

VII. Enforcement.

A. Military members.  Penalties for violating the rules republished in, and prescribed by, the JER include the full range of applicable criminal, civil and administrative sanctions for current DoD employees, including punishment under the UCMJ for military members. Section 10-100, JER.  

1. The regulations at 5 C.F.R. 2635 in subsection 2-100 of the JER apply to enlisted members pursuant to section 1-300.b, JER and DoD Directive 5500.7, Standards of Conduct, para. B.1a (Aug. 30, 1993).

2. The prohibitions and requirements printed in bold italics in the JER are general orders and apply to all military members without further implementation.  DoD Directive 5500.7, Standards of Conduct, para. B.2a (Aug. 30, 1993).  See 20 December 1999 Army Times article, “Couple gets Article 15 for e-mail ‘joke.’”
B. Civilian employees.

1. The Merit Systems Protection Board regards misuse of government resources as a serious charge.  The Board has upheld suspensions of 30 days or more for sustained charges of misuse of government resources.  Barcia v. Department of the Army, 47 M.S.P.R. 423 (1991) (30-day suspension was reasonable for appellant’s use of government computer to maintain private business records and contact computer firms by modem).

2. The agency is not required to prove intent to sustain a charge of misuse of government property.  Sternberg v. Department of Defense, Dependents Schools, 52 M.S.P.R. 547 (1992).

3. Charge of misusing government property can be sustained regardless of whether the employee paid for such usage.  Wenzel v. Department of the Interior, 33 M.S.P.R. 344 (1987).

VIII. Conclusion

DAJA-SC  (600-50a)






           8 January 1997

MEMORANDUM FOR OFFICE OF THE JUDGE ADVOCATE GENERAL 




         PERSONNEL

SUBJECT:  Permissible Use of Federal Government Communications Resources

1.  Reference:  Department of Defense (DOD) 5500.7-R, Joint Ethics Regulation (JER), 30 August 1993 (w/ch2).  

2.  Use of Federal communication resources (including Government owned and leased telephones, facsimile machines, electronic mail (e-mail) and other access to the internet) “shall be for official use and authorized purposes only.” (JER 2-301).   “Authorized purposes” may include personal use as permitted by  “Agency Designees” within specified parameters. 

3.  I hereby establish the following policy for personal use of Federal Government communications resources by Office of The Judge Advocate General personnel.  Supervisors may issue more restrictive guidance.  

4.  The following personal communications are permitted:

Those communications that are most reasonably made from your normal work place, such as checking in with spouse or children, making medical, home and automobile repair and similar appointments; or making a bank or other financial transaction.

5.  In order to ensure that such use does not adversely affect the performance of official duties and serves a legitimate public interest, this permission is subject to the following:


a.  Whenever possible, do it before or after your work hours or during lunch or other authorized breaks;


b.  If made during your normal work hours, keep the communications infrequent and short;


c.  You may not incur any long distance tolls or other usage fees chargeable to the Government; you must use toll-free numbers or charge the communications or access or other fees to your personal credit card;


d.  This permission does not extend to personal communications to solicit business, advertise, or engage in other selling activities in support of private business enterprises; fundraising activities (other than those permitted by JER 3-210); or any other use that would reflect adversely on the Army or which is incompatible with public service.


e.  You may not send group electronic mailings to offer items for sale or other personal purposes (e.g., selling an automobile or renting a private residence).  You may not send group electronic mailings to announce events sponsored by a non-Federal entity without the prior approval of your supervisor.

6.  In addition, the internet provides a tremendous resource of information interchange and other communication through such vehicles as mail list servers, databases, files, and web sites.  Subject to the restrictions in subparagraph 5c through e, above:


a.  You have permission to use your computers to access and use these internet resources for professional development purposes, subject to ensuring that your primary duties and mission are accomplished;


b.  You also have permission to use your computers to access and use these internet resources for any other personal reason, such as routine e-mail correspondence with your children away at college, reading a business magazine website or checking stock quotes; but you may do this only before and after work hours, or during your lunch period or other authorized break during the work day.

7.  In appropriate cases, your supervisor may also authorize you to use e-mail and other internet access in support of your personal and private participation in non-Federal and not-for-profit professional organizations (see JER 3-305), subject to the limitations in paragraph 5, above.

8.  You should be aware that any use of Government communications resources is with the understanding that such use is generally not secure, not anonymous, and serves as consent to monitoring.







MICHAEL J. NARDOTTI, JR.







Major General, US Army







The Judge Advocate General

FACT SHEET

ATZR-JA

CPT Phillips/ 2-2388

7 December 1998

SUBJECT:  Purchase and Mailing of Greeting Cards

PURPOSE:  To inform Commanders of Restrictions on the Purchase and Mailing of Greeting Cards/Christmas Cards

FACTS:

1.  The use of government funds to purchase greeting cards (including Christmas cards) is not authorized. 


a.  Army Regulation 37-47 prohibits the use of official representation funds for the purchase and mailing of greeting cards;


b.  AR 215-1 prohibits the use of non-appropriated funds for the purchase of greeting cards;


c.  The Comptroller General has stated that the cost of greeting cards is “a personal expense to be borne by the officer who ordered and sent them, and may not be charged to public funds.”  This also includes greetings in the form of a letter, rather than a card.


d.  The Comptroller General has also held that it is immaterial that the card is sent by an organization, and not by an individual; the expenditure is still improper.

2.  In accordance with the above-stated restrictions, all purchases must be made with personal funds, with no reimbursement by the government.  Additionally, under the Joint Ethics Regulation, government resources may not be used to deliver personal mail.

3.   As the Office of the General Counsel for the Government Accounting Office stated, “While sending greetings may be a nice gesture, it is not the sort of thing that should be charged to the taxpayers.”





      December 7, 1998

MEMORANDUM FOR STANDARDS OF CONDUCT OFFICE, DEPARTMENT 




         OF THE ARMY

SUBJECT:  Christmas Cards


You asked whether appropriated funds could be used to purchase holiday greeting cards.  Your question has arisen in response to a recent Comptroller General opinion that overturned a series of prior Comptroller General opinions, and found that obtaining business cards for government employees who regularly deal with the public could be a "necessary expense" for purposes of using government operations and maintenance appropriations.  B-280759 (November 5, 1998).  Several commanders have asked your office whether this opinion could be read to permit the purchase of holiday greeting cards.  The answer to your question is that appropriated funds may not be used to purchase holiday greeting cards.  

The recent Comptroller General opinion, and the Office of Legal Counsel opinion on which it is based, rest upon the recognition that business cards are used in the modern world to provide telephone numbers, office addresses, e-mail addresses, and other information useful in maintaining business communications.  Business cards are no longer used primarily as calling cards, a personal social formality.  The Comptroller General has repeatedly refused to permit the use of appropriated funds for holiday greeting cards, based on the premise that holiday greeting cards are primarily individual good will gestures and not part of a general effort to improve the work environment or accomplish agency business.  B-2475634 (December 11, 1996); 67 Comp.Gen 87 (November 17, 1987); 64 Comp.Gen 382 (March 20, 1985).  We are aware of no social changes that would cause us to believe that Comptroller General might change his position on holiday greeting cards.

/s/

Matt Reres

Deputy General Counsel

(Ethics & Fiscal)

R 241350Z AUG 99

FM: CINCLANTFLT NORFOLK VA//N01//

Subject: INTERNET POLICY//                                           

UNCLAS  //N02300//

ALLANTFLT 026/99

MSGID/GENADMIN/CINCLANTFLT//

SUBJ/INTERNET POLICY//

REF/A/DOC/DOD/30AUG93//

AMPN/REF A DOD DIRECTIVE 5500.7-R, JOINT ETHICS REGULATIONS, SECTION 2-301.//

RMKS/1.  GOVERNMENT INFORMATION SYSTEMS NOW PERMIT THE OPPORTUNITY TO REENGINEER THE FUNDAMENTAL PROCESS TO CREATE, MANAGE, AND RETRIEVE INFORMATION.  TO THAT END, CINCLANTFLT PROMULGATES THE FOLLOWING POLICY ON INTERNET ACCESS AND USE OF GOVERNMENT INFORMATION SYSTEMS.  THIS POLICY CAN BE SUMMARIZED AS FOLLOWS:  PROMOTE THE WIDEST PERMISSIBLE USE OF GOVERNMENT INFORMATION SYSTEMS TO ACCESS AND EXCHANGE INFORMATION IN AN AUTOMATED ENVIRONMENT.  THIS INCLUDES, BUT IS NOT LIMITED TO, ACCESSING THE INTERNET, BROWSING THE WORLD WIDE WEB, AND COMMUNICATING VIA ELECTRONIC MAIL.

2.  CONSISTENT WITH THE LEGAL AND SECURITY RULES DESCRIBED BELOW, FLEET PERSONNEL, MILITARY AND CIVILIAN, ARE ENCOURAGED TO USE THEIR GOVERNMENT COMPUTERS TO ACCESS THE INTERNET AND DEVELOP THEIR INFORMATION SKILLS PROVIDED THAT USE IS OF A REASONABLE DURATION AND FREQUENCY, AND WHENEVER POSSIBLE, MADE DURING PERSONAL TIME.  REF A SUPPORTS THIS APPROACH AND RECOGNIZES THAT OFFICIAL USES OF INFORMATION SYSTEMS INCLUDE USES THAT PREVIOUSLY MAY HAVE BEEN INTERPRETED AS PERSONAL USES.  CONSISTENT WITH REF A, ANY PERMISSIBLE USE OF THE INTERNET ENHANCES THE USERS' PROFESSIONAL SKILLS.

3.  PERMISSIBLE USES ARE DEFINED TO INCLUDE ALL USES NOT PROHIBITED BY LAW, REGULATION, INSTRUCTION OR COMMAND POLICY.  PROHIBITED USES INCLUDE (NOT AN ALL INCLUSIVE LIST):

    A.  INTRODUCING CLASSIFIED INFORMATION INTO AN UNCLASSIFIED SYSTEM OR ENVIRONMENT.

    B.  ACCESSING, STORING, PROCESSING, DISPLAYING, DISTRIBUTING, TRANSMITTING OR VIEWING MATERIAL THAT IS PORNOGRAPHIC, RACIST, PROMOTIVE OF HATE CRIMES, OR SUBVERSIVE IN NATURE.

    C.  ACCESSING, STORING, PROCESSING OR DISTRIBUTING CLASSIFIED, PROPRIETARY, SENSITIVE, FOR OFFICIAL USE ONLY (FOUO) OR PRIVACY ACT PROTECTED INFORMATION IN VIOLATION OF ESTABLISHED SECURITY AND INFORMATION RELEASE POLICIES.

    D.  OBTAINING, INSTALLING, COPYING, PASTING, TRANSFERRING OR USING SOFTWARE OR OTHER MATERIALS OBTAINED IN VIOLATION OF THE     APPROPRIATE VENDOR'S PATENT, COPYRIGHT, TRADE SECRET OR LICENSE AGREEMENT.

    E.  KNOWINGLY WRITING, CODING, COMPILING, STORING, TRANSMITTING OR TRANSFERRING MALICIOUS SOFTWARE CODE, TO INCLUDE VIRUSES, LOGIC BOMBS, WORMS AND MACRO VIRUSES.

    F.  PROMOTING PARTISAN POLITICAL ACTIVITY.

    G.  DISSEMINATING RELIGIOUS MATERIALS OUTSIDE AN ESTABLISHED COMMAND RELIGIOUS PROGRAM.

    H.  USING THE SYSTEM FOR PERSONAL FINANCIAL GAIN, SUCH AS ADVERTISING OR SOLICITATION OF SERVICES OR SALE OF PERSONAL PROPERTY WITH THE EXCEPTION OF UTILIZING A COMMAND APPROVED MECHANISM SUCH AS A WELFARE AND RECREATION ELECTRONIC BULLETIN BOARD FOR ADVERTISING PERSONAL ITEMS FOR SALE.

     I.  FUND RAISING ACTIVITIES, EITHER FOR PROFIT OR NON-PROFIT, UNLESS THE ACTIVITY IS SPECIFICALLY APPROVED BY THE COMMAND (E.G., MORALE WELFARE AND RECREATION CAR WASHES).

     J.  GAMBLING, WAGERING OR PLACING OF ANY BETS.

     K.  WRITING, FORWARDING OR PARTICIPATING IN CHAIN LETTERS.

     L.  POSTING PERSONAL HOME PAGES.

4.  ALL USERS ARE REMINDED THAT THEY HAVE NO EXPECTATION OF PRIVACY IN THEIR USE OF GOVERNMENT INFORMATION SYSTEMS.  USE OF GOVERNMENT INFORMATION SYSTEMS, INCLUDING USE OF THE INTERNET AND E-MAIL, IS SUBJECT TO MONITORING, INTERCEPTION, ACCESSING AND RECORDING, AND MAY BE PASSED TO LAW ENFORCEMENT.  ANY VIOLATION OF PARAGRAPHS 2, 3 OR 5 CAN RESULT IN DISCIPLINARY OR ADMINISTRATIVE ACTION.

5.  COMMANDERS AND COMMANDING OFFICERS HAVE THE AUTHORITY TO CONTROL OR LIMIT THE USE OF GOVERNMENT INFORMATION SYSTEMS FOR PURPOSES OF SECURITY, MORALE, GOOD ORDER AND DISCIPLINE AND TO PROMOTE THE EFFICIENCIES OF THEIR COMMAND.  TO ACHIEVE THIS, THE COMMANDING OFFICER COULD AUTHORIZE A SYSTEM ADMINISTRATOR TO BLOCK ACCESS TO SPECIFIC SITES, LIMIT INTERNET ACCESS DUE TO RESOURCE CONSTRAINTS OR REVOKE AN INDIVIDUAL'S ACCESS AND USE OF GOVERNMENT RESOURCES ALTOGETHER.  SIMILARLY, A COMMANDER COULD PLACE LIMITS ON THE SIZE AND TYPE OF ELECTRONIC FILES THAT COULD BE DOWNLOADED, SO AS TO PREVENT THE SYSTEM FROM BEING OVERBURDENED.

6.  THE FOREGOING POLICY WILL DIRECTLY IMPROVE THE PROFESSIONAL SKILLS OF OUR PERSONNEL, ENHANCE PRODUCTIVITY AND, MOST IMPORTANTLY, SUPPORT OUR MISSION BY ENSURING TIMELY ACCESS TO AVAILABLE INFORMATION.//

BT

[image: image1.png]DEPARTMENT OF THE NAVY
OFFICE OF THE UNDER SECRETARY
1000 MAVY PENTAGON
WASHINGTON DC 20350-1000

5 February 1997
MEMORANDUM FCOR DISTRIBUTION

Subj: GUIDELINES FOR INTERNET WEB BROWSING WITHIN THE DEPARTMENT OF
THE NAVY HEADQUARTERS NETWORK (DNHN)

The advancement of computer technology has progressed to the point where users of both the
classified and unclassified DNHN local area networks have mote capabilities then ever before.
Included within these capabilities is access to the commercial INTERNET including browsing
and electronic mail functions. The Department of the Navy is formulating an overall policy for
accessing information contained on the INTERNET. Users of the DNHN are reminded that the
INTERNET capabilities should not be abused. To this extent the following minimum guidelines
are provided for use of the DNHN systems.

a. Users will not access INTERNET WEB sites whose contents might be considered
pornographic. Users are prohibited from downloading and/or displaying any materials that are
considered pornographic or offensive in nature. This includes all materials audio and visual.

b. Users will not access INTERNET WEB sites whose content can or will promote racism,
bigotry or anti-semitism. Users are prohibited from downloading and /or displaying any
materials that promote racism, bigotry or anti-semitism.

c. Users will not conduct or promote private business enterpris m-Headquarters systems.

d. Any materials downloaded T musybe immediately scanned for
computer viruses.

. L. Carter
Assistant for Administration
Designated Approving Authority, DNHN
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