RUNNING AN EFFECTIVE AND EFFICIENT ETHICS PROGRAM
Prepared by Steve Epstein, Deputy Director Standards of Conduct Office

DoD General Counsel

I. INTRODUCTION.

A. You may be the smartest ethics counselor in the world, but if you can't get correct and understandable advice to your client, in a timely manner, or if your client won't accept your advice, what good are you?
II. WHO IS YOUR CLIENT?

A. Your agency. (Not your agency head, supervisor, or particular employee.)

B. Ramifications:
1. Remembering who your client is helps resolve apparent conflicts of interest and conflicts of loyalty.  (e.g.:  your boss asks you to destroy records sought by the IG.)

2. In ethics issues, there is no attorney-client relationship with employees, including your agency head.   (5 C.F.R. 2635.107(b))

3. Duty to report all violations of Title 18.  (28 U.S.C. 535)

4. Immunize employees from disciplinary action when they rely in good faith on ethics official.  (5 C.F.R. 2635.107(b))

III. HOW TO GET THE ANSWER RIGHT THE FIRST TIME.

A. Crucial Concept:  Almost all ethics questions you receive have already been answered in the past by someone in authority.  The correct answer is already out there!

B. Build your own reference library:

1. Organize and tailor frequently-used materials to your own style. 

2. Loose-leaf deskbook.

3. Files or folders -- Hard copy or electronic bound material. 

4. CD.  (Yes, we can tailor our own.)

C. Read the regulation!!! (Yes, we know this is heresy.)  (Also keep and read the preamble to proposed and final rules from the Federal Register.  

1. http://www.gpo.gov/su_docs/aces/aces140.html or  http://www.legal.gsa.gov)

D. Consult with ethics officials within your agency.  (Especially at a higher echelons.)

E. OGE resources:   (Check with superiors before discussing agency issues outside your agency.)

1. OGE desk officer  (202-208-8000)

2. Attorneys 

3. Written letters and opinions  (On web, CD, or hard copy)

4. OGE CD

5. Ethics Information Center  (202-208-8000 ext. 1229, 1233)

6. Website  (http:\\www.usoge.gov)

F. Ethics resources on the web (See Ethics Resources on the Web Index)

G. Get a sanity check.  (Two-lawyer rule)

IV. HOW TO BECOME AN EFFECTIVE ADVISOR (AND GET YOUR CLIENT TO LISTEN TO AND BELIEVE YOU).

(Remember your role is usually that of advisor -- not decision-maker.)

A. Advice is best before decisions are made and action taken.

B. Be an Insider!  Become part of planning apparatus.  Become an essential part of planning meetings, strategy sessions, and brainstorming meetings.  Remember that you offer a unique competence that others don't have.  You are needed to spot legal/ethical issues which managers and other specialists may not see.

1. Ensure your presence adds value to the meeting.

C. Gain confidence and respect of aide, executive assistant, secretary, public affairs officer, protocol chief, senior enlisted advisor, etc.  Show them how you can make their job easier -- Provide guidelines, checklists, training that is tailored to their duties.

D. Know and practice those traits that are critical to your role:

1. Candor

a. Disclose all sides of the argument, not just your position.

b. Disclose all applicable authority.

2. Accessibility

3. Responsiveness

4. Confidentiality

E. Assist your boss to accomplish your agency's mission.  (Be a problem-solver rather than a nay-sayer):

1. Use your unique expertise, experience, training, and perspective to facilitate accomplishment of the agency's mission.  

a. Remember, you're the most qualified to spot issues.

2. Be a team player.

3. Consider more than just the strictly legal issues at stake  (for example: don’t ignore decisions that may cause others to challenge your boss's or your agency's judgment; Hotline complaints; IG investigations; adverse media attention; Congressional intervention, adverse impact on reputation and integrity of boss and agency).

a. However, in your advice identify the legal factors as separate from matters of prudence.

4. Explain your advice in terms of cost-benefit to the agency:  benefits of following advice and the costs of not following it.

F. Get into the mainstream of agency business.  Know what is happening.

1. Be included in meetings and planning sessions.

2. Be a team player, not a source of frustration.

3. Ensure you are included on routing of agency documents, schedules of meetings for agency leadership, correspondence, daily reports from public affairs, close of business reports, etc.

4. Get out of your office and rub elbows.

a. Join agency bowling, golf, and softball teams.

b. Walk the halls.

5. Schedule a meeting with all new personnel in leadership positions.

a. Meet your ethics counselor.   First meeting should be helpful not adversarial, and tension-filled.  Opportunity to build a relationship.

b. Opportunity to show how your assistance will help the agency and maybe save his/her butt.

c. Opportunity to informally identify ethical threats facing the client.

d. Opportunity to convey views of the commanding officer or organization head on ethics matters.

6. Drag in the Dead Bodies -- real examples from media, prosecutions, or (better yet) within your agency.  Include examples in training, mini-briefings, employee newsletters, agency intranet.

a. Key concept to convey to personnel:  You don't have to be evil to screw up.  Many regulations and statutes are not well known, and counter-intuitive, and have been done in the past.  People violate them unintentionally and unwittingly.  (e.g.: 18 U.S.C. 205, 18 U.S.C. 207(a)(2)).

7. Provide opinion in writing.

a. Puts decision-maker on notice that you're serious.  (No wiggle-room, no plausible deniability, no "He didn't tell me" defense.  

b. Important enough that ethics counselor took time to write the opinion mean this is serious and that the ethics officer is building a record to cover him/herself.)

8. What do you do when the decision-maker, who knows your opinion, avoids asking the question?

V. PRESERVING AND PROTECTING YOUR ADVICE

A. Providing Ethics Advice:

1. Know the authority under which you are advising.

a. Procurement Integrity Act  (41 U.S.C. 423, 48 C.F.R. Part 3 (Federal Acquisition Regulations))

b. Delegated authority from DAEO  (5 C.F.R. 2635.102(c))

2. Effect of advice:  Immunize employee from adverse action.

a. Violation of OGE regulations (5 C.F.R. 2635.107(b))

b. Effect on possible 18 U.S.C. violations  (5 C.F.R. 2635.107(b))

3. Memorialize facts and advice. 

a. Know when you need to memorialize.

b. Benefits:

(1) Creates a record.

(2) Resolves ambiguities

(3) Stops finger-pointing

(4) Eliminates frivolous questions

(5) Focuses issue and analysis

c. Vehicles for advice:


(1) E-mail

(2) Written requests

(3) Memoranda and letters

(4) Memo to the file

(5) Office log

d. Sanity check -- "Two lawyer rule." 

4. Explain the principles as well as discuss appropriate rules.

a. Helps client understand why adherence to ethics benefit the agency.

b. Client adopts advice rather than opposes it.

5. Keep your advice in context.  What will be its effect?  

a. Be prepared to offer options.

B. Protect uniformity of advice:  (You are not the only ethics official in town.)

1. Coordinate advice within local area.

a. If we use same rules, why different answers?

2. Coordinate advice up and down your agency's chain of command.

a. No surprises for your boss’s boss.

b. Reduces danger to your client, since his/her superiors have agreed before your client took action.  (Provides cover.)

VI. MINIMIZING ETHICAL LAPSES, IG INVESTIGATIONS, ADVERSE PUBLICITY, CONGRESSIONAL HEARINGS, & ASSORTED IRRITANTS

A. Identify greatest ethical threats to your agency/department/client:  (Take a preemptive strike.)

1. Common problems:  (gifts, travel, contracts, contractor personnel in the workplace, use of agency computers)

2. Sensitive issues (Most explosive:  e.g., downloading porn)

3. Cowboys?  (People who think the rules don't apply to them and those who play fast and loose.)

4. Issues arising from spouses.

5. Where are you the most vulnerable?

B. What action can be taken to address and reduce such ethics threats?

1. Focus training (see below).

2. Provide information papers on appropriate threats.

3. Give special briefings to affected personnel.

4. Provide guidebooks.

5. Build agency awareness through internal communications.

a. Intranet.

b. Notes in employee communications.


6. Brief incoming personnel.

7. Drag in the Dead Bodies.

8. Seek reinforcement from agency head and leadership. (Caveat:  must be sincere, honest, and knowing.)

C. How to maximize the benefits of ethics training?

1. Focus training on threats identified above.

2. Consider training as a unit (at least for high-level staffs):

a. Reinforces common acceptance.

b. Allows subordinates to see where the boss stands.

c. Raises and resolves common issues.

d. Facilitates consistency in local practices.

e. (Suggestion:  Conduct several brief training sessions at regular staff meetings.)

3. Key concept to convey to personnel:  You don't have to be evil to screw up.  Many regulations and statutes are not well known.  People violate them unintentionally and unwittingly.  (e.g. 18 U.S.C. 205, 18 U.S.C. 207(a)(2)).

D. Review and utilize financial disclosure reports to benefit the agency:

1. Identify possible conflicts of interest or appearances of such conflicts.

a. Financial interests

b. Outside activities

2. Caution employee (and supervisor) of potential conflicts.

3. Identify common vulnerabilities that should be addressed agency-wide?

E. Actively seek feed-back.

1. What you don't know can hurt you.

2. What you think is happening, may not be happening.

3. Become part of agency internal review process.  (audits, inspections, reviews, etc.)

F. Remember, throughout implementation of ethics program, to:

1. Use principles to explain regulations.

2. Keep (and, where necessary, explain) the big picture -- What is accomplished by the rule?

ETHICS REPORTS TIMELINE

JANUARY


-Prepare Annual Ethics Training Materials

FEBRUARY


-Distribute SF 278s to Filers

MARCH


-Remind SF 278 Filers reports due 15 May

APRIL 


-Remind SF 278 Filers reports due 15 May

MAY 


-Submit inputs to gifts of travel from non-federal sources report 


[N.B. Consolidated report due from HQDA to OGE 31 May]


-SF 278's due

JUNE


-Review and forward SF 278s

JULY


-SF 278s with filing extensions are due

AUGUST


-Prepare inputs for next year's Annual Ethics Training 
Program


[N.B. Report due to HQDA in Dec]

SEPTEMBER


-Remind OGE Form 450 Filers report due by 30 November

OCTOBER 


-Remind OGE Form 450 Filers reports due by 30 November

NOVEMBER


-Prepare input for Annual OGE Ethics Program Survey


[N.B. Report due to HQDA in Jan]

-Submit input for gifts of travel from non-federal sources report


[N.B. Consolidated report due from HQDA to OGE 30 November]


-OGE Form 450s due

DECEMBER


-Submit Status Report on numbers of OGE 450 Filers


[N.B. update until all OGE 450 Filers have filed].
Legal and Ethics Websites

ARMY  STANDARDS  OF  CONDUCT  OFFICE

soco@hqda.army.mil

703-588-6703

FAX 588-0122

 (Please help us keep this list current.  Send corrections, additions and deletions to the address above.)

(The addresses in the left column are hyperlinks.)

Ethics Websites
Army, Fort Sill



http://sill-www.army.mil/jag/ETHICS%20PAGE/ethics.htm
Army Materiel Command

amc.army.mil/amc/command_counsel/ethics/ethics.html


Army Standards of Conduct Office
jagcnet.army.mil/ethics-soco  (DoD attorneys only, registration req.)

Center for Business Ethics

http://bnet.bentley.edu/dept/cbt


Center for Public Integrity

publicintegrity.org/main.html


Defense Information Systems Agency
disa.mil/ethics/html/train.html


Defense Industry Initiative

dii.org


Department of Agriculture

usda.gov/ethics
Department of Interior


ios.doi.gov/ethics


Department of Justice Training

usdoj.gov/jmd/ethics


DoD Standards of Conduct Office
http://www.defenselink.mil/dodgc/defense_ethics 

EEC Ethics & Corruption/Public Sector
oecd.org/puma/gvrnance/ethics (European Economic Community) Ethics Resource Center


http://www.ethics.org/eerc/menu.html


Health & Human Services

http://ethics.od.nih.gov


Joint Services Conference on Ethics
http://www.usafa.af.mil/jscope


Josephson Institute


http://www.josephsoninstitute.org
National Archives & Records Admin
http://www.nara.gov/gc.ethics/ethics.html


Navy Standards of Conduct Office
http://www.ogc.secnav.hq.navy.mil/ogcwww/ethics.html
Office of Government Ethics

http://www.usoge.gov


U.S. House Ethics Committee

http://www.house.gov/ethics


U.S. Senate Ethics Committee

http://www.senate.gov/committee/ethics.html


USMA Center for Military Ethics
http://www.usma.army.mil/cpme/cpmeet/cpmechart.htm
Wright-Pat Air Force Base

http://www.afmc-pub.wpafb.af.mil/HQ-AFMC/JA/lojaf/ethics



Search Engines and Searchable Databases
Air Force Locator


http://www.usaf-locator.com
American Bar Association Links
http://www.abanet.org/lawlink


ABA Public Contract Law Section
http://www.abanet.org/contract/federal/bidpro/agen_bid


Acquisition Reform Network

http://www.arnet.gov


Center for Intelligent Info Retrieval
http://www.cobar.cs.umass.edu



Code of Federal Regulations

http://www.access.gpo.gov/nara/cfr/cfr-table-search
Comptroller General Decisions

http://www.gao.gov./decisions/decision.htm


Current Legal Resources

http://www.currentlegal.com


DFARS Web Page


http://www.acq.osd.mil/dp/dars/dfars.html


Executive Orders


http://www.pub.whitehouse.gov/search/executive-orders.html
Federal Acquisition Regulations

http://www.arnet.gov/far


Federal Agencies Online

http://www.lib.lsu.edu/gov/fedgov.html
Federal Employees


http://www.fedweek.com


Federal Register


http://www.gpo.gov/su_docs/aces/aces140.html


Federal Web Locator


http://www.law.vill.edu/Fed-Agency/fedwebloc.html


Federal Web Locator


http://www.infoctr.edu/fwl/fedweb.exec.htm


FedLaw



http://www.legal.gsa.gov


FedWorld Info Center


http://www.fedworld.gov


Financial Management Regulations
http://www.dtic.mil/comtroller/fmr/


FindLaw



http://www.findlaw.com


Foreign Policy Documents

http://www.gopher.state.gov


Government Web Sites


http://www.business.gov
Internet Legal Resource Guide

http://www.ilrg.com


Joint Travel Regulation


http://www.dtic.mil/perdiem/jtr.htm


Lawcrawler



http://www.lawcrawler.com


Lawguru



http://www.lawguru.com


Legal Information Institute

http://www.law.cornell.edu
Legal Journals on the Web

http://www.usc.edu/dept/law-lib/legal/journals/htm
Legal List Research


http://www.llrx.com


Texas Law Library


http://ccwf.cc.utexas.edu/~suefaw


Thomas Congressional Info

http://thomas.loc.gov


U.S. Code



http://uscode.house.gov/usc.htm
Veterans Locator


http://www.vets.org



DoD Websites
Air Force Contracting


http://www.safaq.hq.af.mil/contracting


Air Force Home Page


http://www.af.mil


Air Force Inspector General

http://www.ig.hq.af.mil


Army Acquisition


http://www.sarda.army.mil


Army Corps of Engineers

http://www.usace.army.mil 


Army Electronic Library

http://books.army.mil/cgi-bin/bookmgr/Shelves


Army Family Action/Team Build
http://trol.redstone.army.mil/mwr


Army Family Liaison


http://www.hqda.army.mil/acsim/family/family.htm


Army Financial Management

http://www.asafm.army.mil/homepg


Army FORSCOM


http://www.forscom.army.mil


Army Home Page


http://www.hqda.army.mil


Army Materiel Command

http://www.amc.army.mil


Army MEDCOM


http://www.armymedicine.army.mil/armymed/default2.htm


Army National Guard


http://www-ngb5.ngb.army.mil


Army Nurse Corps


http://140.139.13.36/otsg/nurse


Army PERSCOM


http://www.perscom.army.mil


Army Publishing Agency

http://www.usapa.army.mil


Army Reserve, Office of Chief

http://www.army.mil/usar/ocar.htm


Army Reserve Personnel Command
http://www.army.mil/usar/ar-perscom/arpercom.htm
Army TRADOC


http://www-tradoc.monroe.army.mil


Army TRICARE Information

http://www-tradoc.army.mil/cmdpubs/tricare/toc.htm
Army Values Home Page

http://www-cgsc.army.mil/cal/values/values2/default.htm


ASBCA Home Page


http://www.law.gwu.edu/burns


Coast Guard Home Page

http://www.dot.gov/dotinfo/uscg


DoD Home Page


http://www.defenselink.mil



DoD Acquisition Deskbook

http://www.deskbook.osd.mil


DoD Acquisition University

http://www.acq.osd.mil/dau


DoD Publications/Directives

http://web7.whs.osd.mil/corres.htm


DoD Finance & Accounting

http://www.dfas.mil


DoD Health Affairs


http://www.ha.osd.mil


DoD Information Systems Agency
http://www.disa.mil/disahomejs.html


DoD Inspector General


http://www.dodig.osd.mil/hotline


DoD Technical Information Center
http://www.dtic.mil


Employer Support to Guard/Reserve
http://www.ncesgr.osd.mil


Federally Funded R&D Centers

http://web1.whs.osd.mil/diorhome.htm


Marine Corps Home Page

http://www.usmc.mil


Navy Acquisition 


http://www.abm.rda.hq.navy.mil


Navy Home Page


http://www.navy.mil


Navy Inspector General


http://www.ig.navy.mil



Federal Agencies
Agency for International Develop
http://www.info.usaid.gov


Department of Commerce OGC

http://www.ogc.doc.gov/OGC/CLD.HTML
Department of Justice


http://www.usdoj.gov


Department of Veterans Affairs

http://www.va.gov


 Federal Voting Assistance Program
http://www.fvap.gov


General Accounting Office

http://www.gao.gov
General Services Administration
http://www.gsa.gov


General Services BCA


http://www.gsbca.gsa.gov


Government Printing Office

http://www.access.gpo.gov


Merit System Protection Board

http://www.mspb.gov


National Archives & Records Admin
http://www.nara.gov/fedreg/codhome.html


Occupational Health & Safety Admin
http://www.osha.gov


Office of Management & Budget
http://www.whitehouse.gov/WH/EOP/OMB/html/ombhome
Office of Personnel Management
http://www.opm.gov


Office of Special Counsel

http://www.gpo.gov/osc
SBA Contracting Home Page

http://www.sbaonline.sba.gov/GC


U.S. Court of Appeals Fed Circuit
http://www.cadc.uscourts.gov


U.S. Court of Federal Claims

http://www.ogc.doc.gov/fedcl


U.S. Postal Service


http://www.usps.gov



Forms, Publications, Magazines
Army Reserve Magazine

http://www.army.mil/usar/armag/armag.htm


CIA Pubs and Handbooks

http://www.cia.gov/cia/publications/pubs.html


DoD Electronic Forms


http://web1.whs.osd.mil/icdhome/ddeforms.htm


Early Bird



http://www.ebird.dtic.mil


Federal Times



http://www.federaltimes.com


FEDmanager



http://www.fedmanager.com


FORSCOM Forms


http://www.forscom.army.mil/pubs
GSA Forms



http://www.gsa.gov/forms


IRS Forms



http://www.irs.ustreas.gov/prod/forms_pubs/index.html
Military Periodical Index

http://www.dtic.mil/search97doc/aulimp/main.htm



Optional Forms (OFs)


http://web1.whs.osd.mil/icdhome/ofeforms.htm
Soldiers Magazine


http://www.dtic.mil/soldiers
Standard Forms (SFs)


http://web1.whs.osd.mil/icdhome/sfeforms.htm
TRADOC Digital Library

http://www.adtdl.army.mil



Financial and Business Information
Brill's Mutual Fund Interactive

http://www.brill.com


Closed End Funds


http://www.linkindia.com/icefi/index


Commerce Business Daily

http://cbdnet.gpo.gov/search1.html
Debarred List



http://www.arnet.gov/epls


Edgar Online



http://www.edgar-online.com/bin/esearch
Federal Contractors


http://fpds.gsa.gov/Fpds/FpdsContractorForm1.htm


Hoovers Financial


http://www.hoovers.com


Lycos Investing



http://investing.lycos.com/lycos/home.asp
Money.Com



http://www.pathfinder.com/money/index.html


Mutual funds



http://www.fundsinteractive.com/fundlink.html


United Parcel Service


http://www.ups.com   (for on-line tracking of packages)

Wash Post Mutuals                  
http://www.washingtonpost.com/wp-srv/business/longterm/mutualfunds/front


Zacks



 
http://www.stockfind.newsalert.com/bin/zacks



Professional Responsibility

ABA/BNA Lawyers Manual

http://www.bna.com/prodhome/bus/MOPC.html
American Bar Assn


http://www.abanet.org/cpr/home.html


American Legal Ethics Library

http://www.law.cornell.edu/ethics


Army Professional Responsibility 
http://www.jagcnet.army.mil/ethics-prof


Court TV Lawyer Check

http://www.courttv.com/contact/newcheck.html


DC Bar Assn



http://www.dcbar.org


DePaul On-Line Journal of Ethics
http://www.depaul.edu/ethics/ethics1.html


DOJ Ofc of Professional Responsibility
http://www.usdoj.go/opr/index.html


FindLaw Ethics & Professional Res.
http://www.findlaw.com/01topics/14ethics/index.html
Hieros Gamos Guide to Practice

http://www.hg.org/practic.html


Internet Legal Services


http://www.legalethics.com


Law Office Hornbook


http://www.hornbook.com


Legal List Research


http://www.llrx.com/columns/ethics.htm


National Organization of Bar Counsel
http://www.nobc.org



Employment
Attorney Jobs



http://www.attorneyjobs.com


Department of Justice


http://www.usdoj.gov/gopherdata/oapm/index.html


Employer Net



http://www.emplawyernet.com


Fed Reports



http://www.lawjobs.com


FindLawJob



http://www.findlawjob.com
Law Firm Openings


http://www.infirmation.com


National Classifieds


http://www.nationjob.com/legal


OPM Federal Jobs


http://www.usajobs.opm.gov
Q-1

