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MEMORANDUM FOR ARMY PERSONNEL

SUBJECT: Authorized Personal Use of Electronic Resources

1.  References.  

a.  Joint Ethics Regulation (JER), DoD 5500.7-R, August 30, 1993 
b.  Executive Order 12674, “Principles of Ethical Conduct for Government Officers and Employees,” April 12, 1989, as amended, Principle 9 
c.  Standards of Ethical Conduct for Employees of the Executive Branch, 

5 C.F.R. §§ 2635.703-705 


d.  5 U.S.C. § 301 (provides that the head of an executive or military department may prescribe regulations for the use of its property)

2.  Policy.  

{Rather than being directive or mandatory, our preference is that this policy be published as guidance.  Accordingly, at this point, we would expand on general policy discussion and then proceed directly to the list of authorized and prohibited uses.}

{I don't think it's useful to issue "guidance" as opposed to binding requirements.  From both a labor law and a disciplinary perspective, "guidance" without teeth is confusing and undercuts actual adverse or disciplinary actions.}

a.  The authority governing personal use of Army electronic resources is JER, para. 2-301.  This policy addresses specific applications under that authority.


b.  This policy only applies to authorization for incidental personal use.  It does not apply to official use, such as programmatic duties in the areas of medicine or criminal investigation.  It does not apply to systems dedicated to the Trial Defense Service, nor does it apply to systems used by attorneys engaged in providing legal assistance pursuant to AR 27-3.  Further, it does not apply to official quality of life programs established for family support, or morale, welfare and recreation, such as Internet terminals in post libraries.  Use of electronic resources in quality of life programs is regulated by policies established by the Community and Family Support Center.

c.  The Department of Defense provides its employees with electronic resources to conduct the government’s business.  Resources shall be used for official purposes only, except as authorized under JER, para. 2-301.  Official purposes are those that are reasonably necessary for agency programs, policies or operations.  Nothing in this policy creates any rights or entitlements.

d.  Pursuant to JER, para. 2-301, personal use of Army electronic resources may be authorized only on a limited, non-interference basis.  Government computers, Internet access, and e-mail will not be used in a way that interferes with official duties, undermines readiness, or reflects adversely on the Department of Defense. 


e.  The following three principles should be used when applying JER, para. 2-301.   

(1) System integrity, security and preventing excessive personal use must always have first priority.

(2)  Information security and protection of sensitive, classified or proprietary information must be integrated to any authorization for personal use of Army electronic resources.

(3)  Use of appropriated fund assets must comply with sound fiscal principles.


f.  When employees are authorized to use Army electronic resources, they assume the risk of loss due to service interruptions.  Loss of personal data or financial liability arising from interrupted transactions is a personal risk, and may not be the basis for a claim against the government.

{Recommend this paragraph also be incorporated into Claims Regulation AR 27-20 and the DA Claims Pam.}
g.  To the extent that employees wish their private activities to remain private, they should not use Army electronic resources to conduct those activities.  Army electronic systems are principally an official resource, and although some personal use may be authorized, employees have no reasonable expectation of privacy. 

3.  Proprietary software copyright protection.  Users shall abide by the provisions of any software license agreement that has been obtained by the government.  Users shall protect proprietary software from unauthorized use, abuse or duplication.  Pursuant to 17 U.S.C. § 117, the government may only copy proprietary software for limited purposes and when authorized by the copyright owner pursuant to our license.  Consistent with this limitation, personally owned software shall not be installed on government systems without the approval of the Systems Administrator, and shall not be used for official business. 

{So how does this apply to Palm Pilots?  Do we need to get permission from the DOIM every time we may be using personal software which has some official use?  In order to interface with applications away from the office, some use of personal software will be necessary.}
4.  Prohibited Uses.  The following personal uses are PROHIBITED.

a.  Use of Army electronic resources involving illegal, inappropriate, or offensive activities or material that brings discredit to the Army is prohibited.  This includes, but is not limited to, creating, accessing, downloading, storing, copying or transmitting:

(1)  Sexually-oriented material.  Considering that the government is obligated to prevent a hostile work environment, this term is broader than the constitutional definition of "obscenity" and the statutory definition of "pornography."  It encompasses everything in these two terms, as well as depiction of human nudity (not otherwise required within the scope of the employee's duty) and other provocative material, such as swim suit pin-ups.  Determining the propriety of a specific image will necessarily depend on the judgment of individual supervisors and the chain of command;

(2)  Material or jokes that demean or ridicule others on the basis of age, race, creed, religion, color, gender, sexual orientation, disability or national origin;

(3)  Extremist or terrorist material, material advocating the violent overthrow of the government or violence against others; 

(4)  Gambling activity as defined in 5 C.F.R. 735.201.

b.  Army electronic resources shall not be used to transmit:

(1)  Material promoting partisan political causes as defined in DoD Directive 1344.10, Enclosure 2 and 5 C.F.R. 734.101; 

{"Political activities" needs clarification. Would it cover email petition to boycott the sale of a certain manufacturer's product or a petition to protest a talk show?  This kind of thing should be prohibited, but is it political activity?} 

{We're not sure this definition needs to be comprehensive.  We have a caveat heading the prohibitions that the list is not exclusive, and there are other prohibitions against unsolicited and unauthorized mass mailings.  That should be sufficient to cover the situations above.}

(2)  Threatening or harassing communications; or

(3)  Unsolicited distribution of material involving religious exhortation, or proselytization.  This does not prohibit consensual and personal communication between individuals on religious subjects.  Nor does it require sanitization of every religious connotation or passing reference to a deity or deities.  Chaplains performing assigned duties may reference religious material when using Army electronic resources.
{In a real-world flap we had someone wanted to admonish an employee for including “Yes, I believe in God” as a kind of “bumper sticker” in his automatic e-mail response for a short period after the high school shooting incident.  My opinion was that the complainer needed to get a life.  It was a comment on a traumatic public event, and no more an establishment of religion than wearing a cross or Star of David or other religious symbol on a lapel.  We shouldn’t be so enamored with the anti-establishment clause that we forget its purpose was to protect the free exercise clause.  I’m concerned that without my suggestion or something similar, this would add fuel to that particular fire.}
{Several comments questioned why this has been separately identified and not generally covered by the ban on unsolicited mass e-mail.  The reason is that we are under a first amendment affirmative duty to avoid establishment of religion, which could result from a unsolicited person-to-person transmission, or a public posting.  Also, this problem seems to occur on a predictable basis.}
c.  Conducting a commercial business (refer to paragraph 6 below, for exceptions relating to mobilized or deployed members of the Reserve Component).

(1)  "Conduct" applies to the regular activities necessary to a business, such as, administration of business transactions, sales of goods or services, management of subordinates or internal operations, and maintenance of records.

(2)  "Commercial business" includes any regular or recurring activity that is intended to produce revenue.  It includes, but is not limited to, consulting for pay; on-line trading of securities; participation in on-line auctions; using AllAdvantage.com, Iwon.com or similar compensated use programs that pay users for time spent on the Web; and sale of consumer products, such as cosmetics, telephone services, financial investments, food storage systems or household products (e.g., Mary Kay, Avon, Tupperware or Amway).  

{The policy of allowing purchases, but not sales needs to be worked out.  Why would we allow the purchase of a product from an on-line company (such as an airline ticket from Priceline.com), but prohibit the sale of an item using an on-line auction (such as Ebay.com)?}
{This could be structured along the personal commercial solicitation lines, which permits one-time sales of vehicles and personal property to subordinates.  It is conducting a business, not selling personal items, that should be prohibited.  But see para 4, below, which may tie in with this.}

{There is a big difference between buying and selling on-line.  Selling has a distinct commercial quality, but buying has a more personal quality.  The first deals with making money and the second with obtaining necessities.  In Europe, on-line access to goods is a significant morale issue.}
(3)  Prohibited commercial business activities do not include financial activities associated with maintaining and running a personal household, such as transferring funds between bank accounts or paying bills.
(4)  One-time transactions, such as rental of a home or sale of an automobile shall be limited to unofficial electronic posting boards established for that purpose.  

{Currently, 50% of NIPRANET use is unofficial or questionable.  We object to opening up the system to personal commercial purchases, day-trading or sale of personal items.  It's our perception this will significantly increase costs and degrade system performance.}


d.  Conducting the business of private organizations, such as endorsing membership or fundraising drives, unless otherwise permitted by JER, para. 3-210.  Using Army electronic resources to publicize private organization events is prohibited unless the appropriate command authority determines the information will promote official Army interests, and is otherwise appropriate for dissemination, in accordance with applicable public affairs regulations.  JER, para. 3-208.


e.  Using an Army server to publish personal or unofficial websites, or posting agency information to external newsgroups, bulletin boards or other public forums without authority, including any use that creates the perception the communication was made in one's official capacity as a federal employee.

{One comment speculated this might conflict with the Whistleblower Act.  To the extent that the Act protects use of official resources, it would clearly trump this policy statement.  Further, this policy is limited to use of official resources.  Nothing prevents a whistleblower from using private electronic sources to post information to outside locations.  There is no obvious necessity for a whistleblower to use official communication assets.}  

f.   Attempting to circumvent or defeat security or auditing systems without prior authorization (such as legitimate system testing or security research).  This could include encryption software, such as PGP, or any other measure that may be used to defeat security systems.

g.  Unauthorized transmission of information protected under the Privacy Act,

5 U.S.C. § 552a, such as Social Security Numbers, marital status of other employees, home address and phone numbers of other employees, and employees' date of birth; information protected under either 41 U.S.C. § 423, 18 U.S.C. § 794 or 18 U.S.C. § 1905; and secure or classified information.  This limitation does not apply to authorized official uses.

h.  Personal use likely to cause congestion, delay or disruption of service or which may compromise the security of government or privately-owned systems or equipment.  This includes, but is not limited to:

(1)  Transmission of chain letters or other unauthorized mass mailings, such as virus warnings from sources other than systems administrators;

(2)  "Spamming" (flooding a system or a specific user with unwanted messages or exploiting listservers or similar group broadcast systems with unofficial, unsolicited or unwanted announcements or advertising);

(3)  "Letter bombs" (propagating a message exploiting the address lists of the receiving party and automatically retransmitting the message without the receiver’s knowledge or approval);

(4)  "Spoofing" (assuming another's identity by using his or her account or password); 

(5)  Sharing passwords or system access with unauthorized personnel, or unauthorized entry, use, transfer or tampering with the accounts or files of others;

(6)  Using government systems as a staging ground or a platform to gain unauthorized access to other systems; 

(7)  Knowingly transmitting a virus or other software designed to disrupt systems, destroy data, or otherwise interfere with operation of the receiving system; 

(8)  Downloading executable Internet files, installing software, or using non-governmental disks without the permission of the command’s system administrator;

(9)  Using remote connection to password protected military networks and accessing Army Internet connections from home for personal purposes, except as authorized by a supervisor in accordance with JER, para. 2-301.  This limitation does not apply to publicly accessible Army websites.  (In the event an at-home or remote work station has been established as part of a telecommuting program, or when remote access has been authorized, supervisors may authorize personal uses consistent with JER, para. 2-301 and this policy, after first considering circumstances affecting security, access, and accountability.); 

{The issue of accessing Army Internet connections from home was hotly debated in DA SOCO.  We drafted the above prohibition for the following reasons.  First, the rationale for allowing personal use fails in one important respect, that is, home use does not promote government efficiency by keeping employees working at their desks.  Second, the risk to computer security is expanded.  There is an increased chance of picking up a trojan horse.  Viruses associated with personal use may be left behind on a military server.  Users at home are free to engage in risky downloads, but by passing their traffic through a military system, they expand the risk to our systems as well.  Third, accountability and control is diminished.  Since the origin for traffic will be an anonymous home computer, we will not be able to ascertain whether a prohibited porn download was the Army employee or a juvenile dependent.  The presence of dependents in a household would create a strong self-serving defense to any adverse action on improper use.  Fourth and finally, while legitimately monitoring government systems, we would run the risk of monitoring traffic on someone's home PC.  This greatly amplifies the risk of Big Brother privacy controversy.  Fifth and finally, employees using their own equipment are free to engage in activity that would be objectionable when using a government computer, such as downloading pornography.  But if they connect to the Internet through a Army server, their activity will leave a .mil address record on a public site, and downloads may leave objectionable material on Army servers. } 

{We are coordinating with GSA to establish a system to facilitate telecommuting careers (in the private sector) for military spouses – and the program contemplates use of some gov’t electronic resources – such use to be specifically authorized by enabling legislation.  Although use for spousal telecommuting with private sector employers clearly cannot now be made an authorized use, you might want to craft this para with that possible future authorized use in mind.}   

(10)  Transmission of files greater than 1 megabyte for other than official purposes, such as electronic greeting cards, digital photographs, or video, sound, or other large file attachments;

(11)  Sending messages with non-work related executable attachments including files that end in “exe” or “jgb,” (such as the “Ally McBeal Dancing Baby”) or opening such attachments;

{Does this include a prohibition on sending Word, Excel, Powerpoint, and other Microsoft Office files?  It is my understanding that these are considered executable because of the Macros that can be built in.  It is also my understanding that these are the files that most commonly transmit a computer virus.  May need to provide a definition of an executable file.}

{Yes, this would cover Word files.  You have articulated why personal e-mail should not have such executable attachments.  It not only increases the burden on the system, but also increases the risk of spreading harmful macros.  Remember that authorized personal use is gratuitous.  The non-interference standard should be given precedence here.}
{These sorts of files are very popular.  It will be an effort to suppress their use in personal e-mails.} 

{Sound idea, but probably just as uneforceable at the 55 mph speed limit}

{But we do need posted speed limits.  The value is in defining the norm.}
(12)  Subscribing to newsgroups or automatic update services not otherwise required for official missions or functions, as determined by the appropriate supervisory authority.  This does not limit reading information on newsgroups as long as automatic updates will not be sent to an Army address;

{I would broaden the examples a bit, listing such things as use of resources to communicate with deployed family members under authorized “e-mail home” programs – the Navy does this for sailors aboard ship – and, in this context, such programs use, I believe, a chat-room approach – so the absolute prohibition on chat rooms above may have to have a specific exception here.}

{OK. Changed the language.  Deleted "unless for official use," reducing it to simple authorization.}
(13)  Using “Push” technology such as “Pointcast;” or other continuous data stream technology;

{Many of the restrictions in 1 through 14 are arbitrary.  Recommend taking these out, but encouraging local commanders and system administrators to set policy based on their system capabilities.}
{Suggest that the 14 remaining items are the raison d'etre for this policy, and not arbitrary--these are personal uses that are indefensible under all circumstances.  The various uses and abuses of new technology have challenged commanders, and in many cases adverse actions have been lost due to outdated or inconsistent policies.  Most of the items above have been taken from the draft DoD C3I policy on minimizing system burden in official use.  If these limits should be applied to most official uses, they should be absolutely mandatory for authorized personal use.  We will be doing a great service if we can identify the current field of "lowest common denominator" prohibited practices.} 

(14)  Audio and video conferencing, to include long-distance calling, is not appropriate for personal use unless specifically authorized by supervisory authority;

{What about Dialpad.com?  It allows free long-distance calling between two individuals.  This is becoming very popular overseas.  Should this be allowed?}


(15)  Instant messenger programs, such as "AOL Instant Messenger,"

"ICQ," and "Yahoo Messenger" that maintain an open Internet connection for real time chat purposes, are not authorized for personal use; and

(16)  Computer games may not be installed on Army electronic systems and Army systems may not be used for playing computer games.  This includes visiting Internet gaming websites and playing games on-line.


i.  Commanders are encouraged to adopt a policy barring personal use during peak use periods.  For example, the Pentagon Single Agency Manager may wish to prohibit all personal use of electronic resources between the hours of 1400 - 1600, EST.  This would enhance the performance of electronic systems during critical peak use periods.   

5.  Disclaimers.  When there is any likelihood of confusion, personal e-mails shall contain a disclaimer indicating that their contents are unofficial and do not reflect the position of the Army. 

6.  Exceptions to prohibited commercial use by mobilized or deployed members of the Reserve Component.  

a.  In deployments 270 days or less, supervisors may authorize use of Army electronic resources to the extent necessary to maintain civilian employment.  This is an exception to the rules otherwise prohibiting use of government resources for commercial purposes.  Such use, if authorized, shall be on a non-interference basis, be conducted during the reservist's non-duty time, and not result in significant additional cost to the Army.  

b.  In deployments of more than 270 days, use of Army electronic resources may be authorized for wind-up activities, such as:  

(1)  A reserve judge advocate using e-mail to file a motion for continuance or motion to withdraw in ongoing litigation interrupted by mobilization;

(2)  An Internet search by a deployed officer seeking someone to combine the wheat on his farm before it is lost to seasonal weather changes;

(3)  Electronic consultation and exchange of images by a deployed doctor to complete charts or assist on cases where he or she had previously rendered treatment;

(4)  Transmission of grades which were not completed prior to mobilization by a reserve engineer who is a high school teacher; or

(5)  Exchange and review of documents needed for real estate closings on transactions which pre-date mobilization by a reserve officer who is a real estate agent.

7.  Nothing in this policy limits the power of commanders to establish policy for use of health, morale and welfare communications assets by military members and Army employees who are deployed OCONUS, or to remote or isolated locations.

8.  Use of Army electronic resources by spouses, family members, interns and volunteers.  Spouses, family members, interns and volunteers shall be authorized use of Army electronic resources only to the extent necessary to support official command functions and mission requirements.  In appropriate circumstances, use of e-mail or creation of e-mail accounts as part of official family support programs or community services programs may be authorized.   Non-government users shall be briefed on the policy contained in this memorandum and shall sign an acknowledgment attesting to their understanding of the policy before being given access to Army electronic resources.  An acknowledgement form is at Enclosure 2. 
9.  Use of Army electronic resources by Army contractors and contractor employees.  

Use of Army electronic resources by contractors and contractor employees should be explicitly covered in the contract.  Army contractors and their employees should be authorized use of Army electronic resources only to the extent necessary to support official command functions and mission requirements, or to the extent necessary to execute contract requirements.  Army contractors and their employees should be briefed on the policy contained in this memorandum and sign an acknowledgment attesting to their understanding of the policy before being given access to Army electronic resources.  An acknowledgement form is at Enclosure 2.


a.  Compliance with this policy should be among the requirements included in the formation of Army contracts.


b.  Where necessary, contracting commands shall create segregated information systems for exclusive use by contractors and their employees.  The necessity for this measure will depend upon whether the information on common systems is procurement sensitive or will otherwise tend to undermine the integrity or competitiveness of the acquisition process.  See, 41 U.S.C. § 423.  Additional considerations include whether the contractor or their employees will be exposed to information protected by the Privacy Act, 5 U.S.C. § 552a, or trade secrets protected by 18 U.S.C. §§ 794 and 1905. 

c. When practicable, contractor e-mail addresses on Army systems shall contain

an identifier so that recipients know the email is from a contractor employee.  For example, jjones.contractor@hqda.army.mil
d.  If non-interference personal use of unutilized overhead is authorized in the contract, neither the cost associated with authorized personal use, nor the time, will be billed to the government.  Any such authorization shall comply with JER, para. 2-301 and the other terms and restrictions in this policy memorandum.

{The extent to which a contractor or its employees are authorized to use Army electronic resources should be addressed in the contract.  Recommend you shorten this paragraph to simply state, "Use of Army electronic resources by contractors and their employees shall be in accordance with contract terms."  Why would we allow personal use of Army electronic resources by Army contractor employees under any circumstances?}
{As currently draft, personal use of contractor employees is not authorized.  The sections focus on specific problems associated with authorized official use.  The only personal use concern is in the last section, which reminds contracting commands that if such authorization is extended, it cannot be billed to the government.}

{Your response, and the Army ISC comment below, raise an interesting question.  Is the policy change based on "supporting the morale" of Government employees or is it a recognition that, as a practical matter, there is an existing widespread personal use of Government computer resources?  Isn't the purpose of the policy to put limits on what is already going on, and which few people think of as improper?  Sure, Government property is for official use, but what is the harm with using a computer that is already turned on (so it is not using any extra electricity or otherwise shortening the life of the computer and monitor) for personal purposes when there is no expense to the Government?}

{We do not support allowing personal use for contractor employees.  The government does not have an interest in supporting the morale of contractor employees as it does with government employees.  If we prohibit all personal use by contractors, it will be easier to police abuses through the contract.  Further, we do not want government personnel acting as direct supervisors of contract employees, and this would necessarily result if allowed some sort of regulated personal use.} 

{Many contractors are used in the IT field.  These are the very people we have hired to run our systems.  To limit their use, on a more restrictive basis, would create a second class citizen within our workforce.  Also, as we use contractors, they are very much controlled and supervised, if only at the daily-ops level, by ARMY supervisors.  We'd run into retention factors were we to preclude their occasional, authorized use of ARMY systems.  So while we might reduce some traffic, maybe even head-off a porn download, we'd also lose our hired personnel faster and be forced to hire at a lower quality level as the policies become more known and the good ones escape.}
10.  Use of Army electronic resources by foreign nationals.  Pursuant to DoD Directive 5200.28, foreign nationals may only be authorized access to government owned or managed automated information systems by the DoD component head.  Authorized foreign users shall be identified as such in their e-mail address.  For example; Jsmyhte.ukmil@hqda.army.mil. 

{Overall, some concern has been expressed that this policy will require IT managers to police systems to a greater degree than they do presently.  We disagree.  To the extent that IT managers have to cope with system abuses, a clear policy that identifies the do's and dont's will give them a tool for dealing with bad actors.  Currently, ambiguous policy allows some bad actors to avoid the consequences of their actions.  Clear statement of what is right and wrong does not threaten inadvertent or accidental conduct.  As with any regulatory scheme, supervisory discretion is the foundation for enforcement.  It is technically theft to take paperclips home for personal use, but this sort of issue is best dealt within the scope of individual supervision.} 

{If they don't what employees to surf the WEB, software should be developed to screen/prohibit use outside the Army.mil or DOD. Don't give the employee a system capable of doing many things and then tell them they can only use certain features.} 

Enclosure 1 - Definitions

Army Electronic Resources include computers, laptop computers, palmtop devices, Internet access, local and wide area networks, network servers, scanners, and printers and peripheral equipment supporting these systems.
Army Employee includes anyone who falls within the definition at JER, para. 1-211, and anyone who is otherwise authorized to use Army electronic resources.  This may include employees of Army contractors, volunteers, interns or dependents performing official functions, or spouses or dependents acting in place of the Army sponsor (usually under a power of attorney).

Internet is an informal collection of government, military, commercial and educational computer networks using the transmission control/internet protocol to transfer information.  

List-server is an electronic mailing list of individuals interested in a specific topic.  Individuals subscribe to the list and automatically receive all messages posted to the list.

System Administrator is the individual designated by the commander who is responsible for technical oversight, maintenance and administration of Army electronic resources.

Enclosure 2 - Acknowledgment


I have read and understand the Army policy on use of electronic resources.  I will only use Army electronic resources for official or authorized purposes consistent with my work as a volunteer or as a government contractor.  When my relationship with the government has terminated, I will relinquish access to Army electronic resources, and will not attempt to exploit or use my prior access for any purpose. 
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