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I thank you for this opportunity to speak with you today.  I appreciate your interest in information technology and its ability to strengthen defense intelligence and homeland security.  Information sharing is a priority for the Department of Defense (DoD).  It is crucial to achieving the harmonized, network-centric environment that the Department is moving toward and it enables the defense intelligence goal of pursuing agile and adaptable intelligence collection and analysis capabilities.  We have requested additional funds to help us better “connect the dots.”  We are working to accomplish that in a number of ways to include transforming processes, procedures and systems.  

In April 2003, we initiated an internal review of all pertinent statutes, Executive Orders and policies in order to determine what impact they had on information sharing.  First, we found that some problems stemmed from a conservative interpretation of those national and local policies.  Second, there are also certain restrictions concerning the circumstances under which information may be shared, but were not necessarily intended to prohibit sharing, but to control it.  Third, there is a significant cultural problem as well.  Each agency, intelligence, defense and law enforcement, collects and uses information in support of different missions.  The challenge is to share information securely in support of all missions.  Awareness and understanding of a myriad of information sharing needs and mission responsibilities is critical throughout the Federal Government.  The dynamic nature of current warfare and faster battle operational tempo requires rapid collection, but also rapid analysis, processing and dissemination.  We need increased data stewardship and less data ownership.
Last year the Under Secretary of Defense for Intelligence conducted a study on the intelligence and information sharing needs of the Department.  Most of the information sharing needs are being addressed by the work of the Information Sharing Working Group (ISWG), established by the Intelligence Community Deputies Committee to respond to a number of congressionally-directed actions regarding information sharing.  The work of this group is important to the DoD warfighting mission.  The ISWG is chaired by the Intelligence Community (IC) Deputy Chief Information Officer and since he is also here today I will not go into detail about these efforts at this time.  Overall, though, the ISWG has successfully focused Federal agencies from the defense, intelligence and law enforcement communities on key information sharing areas such as:  

· Metadata tagging that will make discovery and sharing of the data easier across domains as well as assist in providing access to coalition partners to our electronic systems. The IC and DoD have similar objectives to establish an information environment that makes data assets broadly discoverable and accessible to any authorized user.  To ensure coordinated efforts, the DoD and IC jointly participated in working groups that shape and further the goals of the DoD Net-Centric Data Strategy.  Both the DoD and IC recognize the importance of "data tagging" and that it must be done in a manner that facilitates information sharing across the DoD, IC, and with other trading partners.  The DoD and IC continue to work closely to harmonize tagging approaches and standards.  An initial tagging specification for data discovery has been developed.  This specification supports both DoD and IC objectives and is continuing to evolved through DoD and IC tagging working groups and pilots.

· Collaboration tools that will increase the efficiency of analysis as well as a data sharing process that will allow for greater input from the user on determining the need-to-know and ultimately improve the end product to the warfighter.  The earliest point of consumability will be determined in part by the consumer’s mission need and ability to accept and add value to the data.  The information must be acquired, minimally processed (enough to be understood) and delivered to the intended recipient in time to make a difference.  The DoD and the IC are in the process of releasing a joint Request for Proposal (RFP) for the next generation of collaborative tools.  The executive agent for this RFP is the Defense Information Systems Agency (DISA).  In addition, the Department’s Horizontal Fusion portfolio has several initiatives that support information sharing among communities of interest.

· Automated “tearlines” that will facilitate real time, multi-level information sharing with interagency and coalition partners.  The implementation of tearlines will be considered as we build our Fiscal Year 2006 POM/IPOM process.  In addition, the DoD is in the process of designating an executive agency for multi-national information sharing (MNIS).

· Recommendations for policy and procedure to reduce misunderstandings about the authority to share information and the application of dissemination caveats as well as empowering foreign disclosure officials in the field.

Separate from that are DoD’s efforts to jointly lead, with the IC, the transformational benefits of Horizontal Integration (HI).  The aim of HI, fundamentally, is to get the right information to the right people at the right time.  It is the essential element of transformation that seeks to seamlessly integrate defense, intelligence, and homeland security processes and capabilities to enhance decision-making and operational effectiveness across all missions, all disciplines, and all domains.  

HI is the processes and capabilities to acquire, synchronize, correlate, and deliver defense, intelligence, and homeland security data with responsiveness to enhance decision-making and operational effectiveness across all missions, all disciplines, and all domains.  HI is fundamentally about being mission-centric focused on outcomes, achieving data stewardship (not ownership), meeting network-centric standards and integrating management.  Information Sharing and Security Policy are enablers to the HI process. 

Analysts require unimpeded access to unfiltered information in order to produce knowledge.  Commercially based information technology and management practices need to be implemented and processes developed that enable the horizontal integration and dissemination of data from all sources and levels of classification.  This depends on the fundamental information assurance principles of confidentiality, integrity and availability as defined by a concept of risk-managed security.  Consumers require security rules and regimen that are flexible enough to permit them to balance sensitivity of the information against the urgency of the need to share it.  Assessing the risk of interception and exploitation which could lead to the compromise of information or the loss of a source is the critical step driving the decision to release information.  A risk management approach is required that balances the need for security with the imperatives of data integrity, data access, and mission success.  In this context, risk is the combination of threat, vulnerability and consequence.

There are still issues that need to be resolved to realize the promise of HI.  The Homeland Security Community will pose additional challenges as it develops into a significant consumer and producer of intelligence information.  But the vision of a seamless and transparent capability to translate analysts’ needs into the collection of information and the availability of that information in a timely fashion, structured in useful formats, will come in its own time.  The advance of the Internet and the adoption of its features both within Defense and the IC suggest that the time is not far off.  


Another effort underway is DoD’s signature of Addendum A to the “Memorandum of Understanding on the Integration and Use of Screening Information to Protect Against Terrorism.”  DoD thereby becomes a signatory to the “Memorandum of Understanding Between the Intelligence Community, Federal Law Enforcement Agencies, and the Department of Homeland Security Concerning Information Sharing.”  The inclusion of DoD will enable DoD agencies to fully participate in analysis of this information.  We are awaiting the package for signature.


In order to effectively share counterintelligence (CI) and law enforcement (LE) information, DoD CI is enhancing the bridge between the two disciplines.  For example, the Domestic Threat Working Group, co-chaired by the Counterintelligence Field Activity (CIFA) and Joint Staff, meets to discuss issues associated with collection, analysis and dissemination of domestic anomaly and threat information.  This group of DoD, CI, LE, Force Protection and Security representatives was critical in instituting the TALON report as the common reporting format for continental U.S. suspicious activity reporting.  More than 5000 TALON reports have been received and shared throughout the government.  DoD CI has also placed CI professionals at key locations throughout U.S. government agencies to facilitate a continued flow of CI and LE information.  Recently, CIFA established a position on the U.S. Commander Northern Command (NORTHCOM) staff to act as the DoD law enforcement advisor to Commander, NORTHCOM.   Additionally, there are DoD CI representatives detailed to the FBI’s CI Division, the Counterterrorism Division, the National Joint Terrorism Task Force, the Terrorist Threat Information Center (TTIC), as well as the majority of regional Joint Terrorism Task Forces (JTTFs).  These are just a few of the examples of the initiatives DoD CI has undertaken to build the bridge between LE and CI within the DoD and with other government agencies.  

        
It is also important that the private sector information provided to any Federal Government entity be afforded the same protection as if given to the Department of Homeland Security.  We are working with the Terrorist Threat Information Center (TTIC) and other members of the Defense Intelligence community to establish ways of sharing various types of information with the private sector members of the Defense Industrial Base (DIB). Our purpose is to share information or have information shared with the DIB on the threat, countermeasures, lessons learned, and best practices.  DoD desires that the DIB establish a sharing of threat information it acquires with the DoD and with relevant other companies, and create and support a continuing sharing of its lessons learned and best practices within itself and with the DoD.  Some of the policy, operational and legal questions we face on this information sharing initiative are: 

a. How should it be accomplished?   

b. How would further protection be achieved and by whom?    

c. Through what government and DIB channels should this information flow to reach the involved DIB members?  

d. How could this be accomplished while preserving the security of classified or sensitive information, recognizing the vast majority of defense firms in the private sector do not have ready access to the SIPRNet?   

e. How can we maximize sharing with DoD the CIP-relevant, unique threat information that the DIB may develop on its own?  

We are working closely with the private sector on trying to answer these questions.


In October of 2001, in support of Operations Noble Eagle and Enduring Freedom, and again in October of 2002 in support of Operation Iraqi Freedom, DoD issued foreign disclosure guidance that permitted U.S. commanders to disclose classified military information through Top Secret to any military force from countries actively participating in combat operations when such information is urgently required for the support of combined combat operations.  Additional authorities have been provided just last week to support information sharing with the new Iraqi Government.  We are considering other possible changes to better support information sharing needs for classified military information.  We are also working with the ISWG to assess processes in place regarding non-military intelligence that is under the purview of the IC.    


As we are all aware, improvements in information sharing will be incremental rather than accomplished in one step.  As we improve information sharing among Federal agencies we must redouble our efforts to accomplish sharing with non-Federal agencies, the private sector and first responders.  


We will keep you informed of our efforts and welcome your views on what is an important part of our overall national and homeland security.

Thank you for your interest in this matter.
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