
[image: image7.wmf]•

  

Washington based coordinating staff

INFORMATION

SHARING (IS)

MIWG

Multinational

Interoperability

Council

DOCTRINE/PLANS/

PROCEDURES (DPP )

MIWG

DOCTRINE/PLANS/

PROCEDURES (DPP )

MIWG

CAPSTONE 

MIWG

•

 Lead representative from each country

* CCEB Executive Group

NETWORK*

MIWG

NETWORK*

MIWG

EXCOM

CURRENT WORKING GROUPS




[image: image1.jpg]






[image: image2.png]








       [image: image3.jpg]








         
[image: image4.png]









[image: image5.jpg]





[image: image6.jpg]










Report on MIC 2000  

November 8-9, 2000

Prepared by:
Executive Secretary to the Multinational Interoperability Council

Office of the Assistant Secretary of Defense for Command, Control, Communications and Intelligence (ASD/C3I)

1931 Jefferson Davis Highway

Crystal Mall Three, Seventh Floor

Arlington, VA  22202

January 19, 2001

EXECUTIVE SUMMARY

The Multinational Interoperability Council (MIC) held its second annual meeting (MIC 2000) at the Crowne Plaza Hotel in Crystal City on November 8-9, 2000.  The MIC is a multinational forum which addresses the core issues affecting coalition "information interoperability" such as policy, doctrine, planning, and networking.  The Council consists of operations, doctrine, and C4 Flag/General Officers of the member nations of Australia, Canada, France, Germany, U.K. and U.S.  The U.S. J-3/J-38 chaired this year's Council meeting. 

The Principal participants were Air Vice Marshal Peter Nicholson and Air Commodore Dennis Green, representing Australia; Brigadier General M. J. Dumais and Brigadier General Andrew Leslie representing Canada; Brigadier General Pierre Maral representing France; Brigadier General Jürgen Bornemann representing Germany; Commodore A. R. Nance and Mr. Andrew Sleigh representing the United Kingdom; and Lieutenant General Gregory Newbold, Rear Admiral Robert Nutwell, and Rear Admiral John Stufflebeem representing the United States. 

The MIC's focus this past year has been on developing a Lead Nation concept for coalition operations, defining a high-level coalition planning process, reviewing multinational doctrine, developing high-level information exchange requirements, investigating the possibility of establishing generic "rules of releaseability" to better facilitate coalition information sharing , and lastly, establishing a strategic level multinational, secure multipoint video teleconferencing (VTC) capability as well as a Combined Wide Area Network (CWAN).   

The MIC used this meeting to review the work conducted by the Multinational Interoperability Working Groups (MIWG) this past year, reach agreement on key issues, and plan the way ahead for the next year.  Key accomplishments at the meeting were the MIC Principals' approval of the following:  

· The coalition Lead Nation White Paper and planning process that will be published by January 2001 

· The CCEB moving forward with producing a secure VTC capability between the six member nations 

· The CCEB moving forward with the development of a strategic CWAN capability between the six member nations

· Establishing a formal relationship with the Combined Communications Electronics Board to address strategic and operational multinational interoperability issues

The MIC Principals concluded the meeting by approving the work plan for 2001 which includes reconvening the MIC Principals via VTC for a mid-year review of on-going actions in April-June time frame and conducting the next annual Council meeting (MIC 2001) in Berlin on or about October 24-25, 2001. 
REPORT ON MIC 2000

Introduction

The Multinational Interoperability Council (MIC) held its second annual meeting (MIC 2000) at the Crowne Plaza Hotel in Crystal City on November 8-9 (detailed agenda is attached at Annex A).  The MIC is a multinational forum which addresses the core issues affecting coalition "information interoperability" such as policy, doctrine, planning, and networking.  The Council consists of operations, doctrine, and C4 Flag/General Officers of the member nations of Australia, Canada, France, Germany, U.K. and U.S.  The U.S. J-3/J-38 chaired this year's Council meeting. 

The MIC's focus this past year has been on developing a Lead Nation concept for coalition operations, defining a high-level coalition planning process, reviewing multinational doctrine, developing high-level information exchange requirements and investigating the possibility of establishing generic "rules of releaseability" to better facilitate coalition information sharing , and lastly, establishing a strategic level multinational, secure multipoint video teleconferencing (VTC) capability and moving forward in establishing a Combined Wide Area Network (CWAN).  The MIC used this meeting to review the work conducted by the Multinational Interoperability Working Groups (MIWG) this past year, reach agreement on key issues, and plan the way ahead for the next year.

Participants
The following flag/general officers and senior civilian officials participated in the MIC proceedings.  A complete listing of all participants is in Annex B.

· Air Vice Marshal Peter Nicholson, Chief Knowledge Officer, Australian Department of Defence 
· Air Commodore Dennis Green, Air Attaché, Australian Embassy
· Brigadier General Andrew Leslie, Director General Information Management Operational and Strategic Direction, for Canada 

· Brigadier General M. J. Dumais, Chief of Staff, DCDS (J3), for Canada

· Brigadier General Pierre Maral, Chief of the Employment Division, J3/J5, French Joint Staff

· Brigadier General Jürgen Bornemann, Deputy Assistant Chief of Armed Forces Staff III Politico Military Affairs and Arms Control for the German Ministry of Defense

· Commodore A. R. Nance, the Director of Joint Warfare, representing the Assistant Chief of Defence Staff (Operations) for the United Kingdom 

· Mr. Andrew Sleigh, the Capability Manager for Information Superiority for MOD U.K.

· Lieutenant General Gregory Newbold, Director for Operations, United States Joint Staff, J-3

· Major General (P) Keith Kellogg, Director for Command, Control, Communications and Computers Systems, United States Joint Staff, J-6

· Major General Pete Osman, Director for Operational Plans and Joint Force Development, United States Joint Staff, J-7

· Rear Admiral Robert Nutwell, United States Deputy Assistant Secretary of Defense for Command, Control, Communications, Intelligence, Surveillance, Reconnaissance, and Space

· Rear Admiral John Stufflebeem, Deputy Director for Current Readiness and Capabilities, United States Joint Staff, J-38

· Brigadier General Bell, United States JFCOM J-6

Opening Remarks

Lieutenant General Newbold, Chairman of MIC 2000, welcomed the MIC participants and offered his perspective of the work ahead.  His opening comments focused on interoperations/interoperability and cited a personal example from his experience in Somalia where he had worked closely with the French contingent.  During those operations, he found that published documents for coalition operations were almost non-existent and he soon realized the two country teams had to rapidly adapt to changing conditions.  Key coalition issues such as rules of engagement (ROE), tactics, techniques and procedures (TTP), boundaries, and other coordinating measures had to be developed from scratch.  They also soon realized the importance of liaison officers to effectively conduct coordination.  

General Newbold used his Somalia experiences to challenge the MIC to use the Council agenda to focus multinational discussions on common issues that need solving prior to the real need for a coalition.  He cautioned not to restrict discussions, but try to address all the tough problems.  General Newbold remarked that he couldn't imagine a future operation where most of the MIC nations will not have to work together in some manner. 

Keynote Address

Dr. Linton Wells, the Principal Deputy to the U.S. Assistant Secretary of Defense for Command, Control, Communications, and Intelligence, presented the keynote address.  Dr. Wells' comments focused on two major themes.  One, the U. S. Department of Defense (DOD) approach and strategies regarding interoperability and two, guiding principles to achieve multinational information interoperability in coalition operations.  He cited interoperability problems in recent operations such as Operation Joint Endeavor and Operation Allied Force to illustrate that much work is still needed to resolve multinational interoperability.  

In regard to U.S. strategies, he highlighted the fact that recent U.S. publications such as Joint Vision 2020 and Joint Publication 3-16, Joint Doctrine for Multinational Operations, indicate the importance the U.S. places on interoperability with coalition partners.  He also discussed the development of the Global Information Grid (GIG), the critical aspects of information superiority, and information assurance.  A key feature of the GIG is that it will provide interfaces to permit interoperability with allies and coalition partners.  From the U.S. perspective, information superiority means the ability to get the right information, to the right place, at the right time, and in the right format.  As for information assurance, Dr. Wells stressed the fact that information assurance builds trust with coalition partners.

To improve upon multinational interoperability, Dr. Wells offered that we need to develop common core coalition concepts and doctrine, readdress current information sharing policies, and emphasize the non-material aspects of interoperability such as procedures and training.  He noted that the MIC will be a key element to achieving these objectives.  

Member Nation Remarks

The following summarizes the introductory remarks by the MIC principal participants.

Australia:  Air Vice Marshal Nicholson stated that one of the most important aspects of the MIC is the idea of building trust around the head table.  Since several of the principals were attending for the second time he added that this was important for continuity.  Overall, he said the three MIWGs supporting the MIC are well structured.  The Air Vice Marshal felt the Lead Nation concept has been proven in Australia’s experiences in East Timor and he related some of the difficulties in coalition building.  The Australians found that one of the hardest tasks is pulling the coalition initially together at the strategic level, but even more challenging was keeping the coalition intact for the duration of the crisis.  He commented that much of the coalition doctrine documented by the American, British, Canadian, Australian Armies Standardization Program (ABCA) had been very helpful to them especially the coalition handbook.  In East Timor he observed all aspects of information assurance put to the test daily and knows that these six MIC nations must concentrate on solving that issue.

Canada:  General Dumais discussed some of the aspects regarding the current defence reorientation in Canada which includes changes on how many forces are deployed worldwide.  He also explained how three of the eight change areas (interoperability, mobility, and modernization) in their keystone document, "Strategy 2020", are important to the MIC.  Using several scenario based evaluations, Canada has discovered some key deficiencies in the command and control, intelligence, and mobility areas.  He explained that Canada is improving its preparation for multinational operations by having formed a Joint Operations Group, a Joint Support Group and a Combined Forces Command structure to focus on contingency operations and rapid deployment.  In addition, Canada is in the process of establishing a Canadian Forces Experimentation Centre which will include interoperability within its mandate.  The recent reorganization of DCDS Group (J3) has included the creation of a new Division for Joint Force Development which includes a section mandated to address interoperability issues.

France:  General Maral commented that he was quite pleased to have France move from an observer to a full member participant in the MIC this year.  He described a situation in Macedonia that provided France its first opportunity to be designated a Lead Nation for a NATO operation.  His experience showed that France used NATO tactics, techniques and procedures due to the lack of any standing coalition doctrine.  He found that interoperability solutions were difficult, but the Macedonia operations afforded them plenty of time to work out problems.  He stressed the need to work interoperability issues ahead of the time they must be implemented.

Regarding the MIC, General Maral said that the size and environment of the MIC affords flexibility to address issues and helps facilitate progress on actions.  He said that France supports the Lead Nation concept with only minor adjustments and would like to see the MIC strive for a common coalition planning and decision making process.  He gave his first priority to addressing issues at the strategic level.  In summary, General Maral stated that French participation in both the MIC and CCEB is necessary to make future coalitions work. 

Germany:  Brigadier General Bornemann stressed the importance of collectively addressing coalition and multinational issues and working on a common understanding at the strategic level.  He discussed the recent reforms to the Germany military establishment that began in June 2000 and will be fully implemented by 2006.  He highlighted how the dynamics of the European Union and the NATO Defense Capabilities Initiative promote greater involvement of Germany in keeping peace throughout the world.  He illustrated how the German defense force will be restructured to adapt to joint and combined operations including the formation of a permanent Joint Operations Command and a tailoring of their heavy weapons infrastructure.  

Regarding the MIC, Brig Gen Bornemann felt the MIC was the appropriate forum for addressing the difficult challenges and he hoped that the MIC could form some lasting mandates for coalition operations.  He said the policy, military tactics, and doctrine discussed at the MIC can provide an integrated perspective to the multinational arena. He reiterated that the MIC must avoid duplication of others' efforts, whether NATO or other organizations, and he said NATO policy and procedures should be used, if possible, even in situations outside the alliance.

United Kingdom:  Commodore Nance emphasized that the military needs to pre-coordinate coalition planning to minimize effects of the political restrictions.   He said his country's recent Sierra Leone experience allowed the U.K. to really stress the effectiveness of their planning process.   He felt the DPP MIWG's Lead Nation white paper is very important to all MIC members and he was satisfied that just about everyone had agreed with its principles. He would like to see some metrics in use for measuring the effects of interoperability.  

Commodore Nance continued by saying there are many lessons to be extracted from member nation experiences and a joint and multinational forum such as the MIC is required. This sharing of experiences is the vital role of the MIC for the U.K.  He thought the MIC should try to establish a common coalition language so all members would know the hows and whats behind multinational operations.  To him this means a common understanding of what "coalition speak" might entail.  In summary, he stated the U.K. recognizes that multinational operations are the way of the future.  At the same time he does not want the MIC to lose sight of NATO and feel a rep from NATO would enhance the MIC forum.  For the future he offered that the MIC should venture into overseeing the multinational aspects of training and exercising.

Mr. Sleigh also offered comments from the U.K.  He stressed that the MIC is the only forum with the J-3 in the lead along with the J-6 in close support.  He felt the existing MIC membership includes all credible lead nations for any future coalition. The U.K. believe that current membership of the MIC is adequate although not necessarily complete.  He felt strongly that interoperability must be built into systems from the design phase which may require the   J-3 energizing the acquisition community to reallocate some of its investment priorities.

Lead Nation Concept and Coalition Planning

The first working action addressed by the Council was that of Lead Nation and coalition planning.  This issue focused on the fact that in coalition operations that do not employ alliance structures, the requirements for greater interoperability and information exchange will be better served by the adoption of the Lead Nation concept.  The Doctrine, Plans, and Procedures working group (DPP MIWG) was tasked to develop a white paper outlining the nominal responsibilities of the Lead Nation and also include a high-level generic coalition planning process.  The DPP MIWG completed the white paper prior to the MIC and presented it to the Principals for final review and discussion.

The Lead Nation white paper primarily focuses on the strategic and operational levels of coalition operations.  The major focus is on the operational level considerations such as planning, logistics, command and control structure, communications, command relationships, rules of engagement, doctrine, tactics, techniques, procedures and training.

The DPP MIWG recommended that the MIC approve the Lead Nation white paper and declare the original action item complete.  The DPP MIWG also recommended the MIWG post the white paper on the MIC web site, update the white paper on an annual basis, and use the white paper as a foundation for further coalition command and control research.  All member nations agreed to accept the Lead Nation white paper subject to minor adjustments made to the notional command structure diagram.  It was also agreed that the Member nations should examine possible incorporation of the Lead Nation white paper into national/allied doctrinal documents in order to allow progress to be monitored. The MIC Principals reached a general consensus on the following actions as the next steps:

· ACTION ITEM:  Post the Lead Nation white paper on the MIC and national websites (DPP MIWG/Executive Secretary)

· ACTION ITEM:  Provide the Lead Nation white paper to JFCOM for their review regarding possible training and exercises (DPP MIWG)
· ACTION ITEM:  Create a coalition planning annex to accompany the generic planning template (DPP MIWG)
· ACTION ITEM:  Investigate the feasibility of establishing a working group to examine possible ways to exercise with potential coalition partners (DPP MIWG and Capstone MIWG)

Multinational Doctrine

The second major issue addressed by the Council was that of Multinational Doctrine.  The October 1999 MIC reached an agreement that there is a lack of common coalition doctrine, procedures and definitions to guide coalition operational planning.  To meet this requirement, the DPP MIWG was tasked to develop recommendations to facilitate use of NATO doctrine and procedures by non-NATO coalition members.  As the MIWG conducted work on this issue, this tasking led to a broader question for the MIC of whether NATO doctrine was acceptable or even useable for non-NATO partners.  Allied Joint Publication (AJP)-01(A), “Allied Joint Doctrine," was released to Australia for their review.  The DPP MIWG Chair  (CAPT Bruce Russell, U.S.) related the extent of existing multinational doctrine and raised the question of just how much new doctrine would be needed to support allied coalitions.  He also stated that there are some additional releaseability issues regarding NATO doctrine and the United Kingdom will lead an effort to address those concerns.  It was generally agreed that NATO doctrine should be used as the baseline and any adjustments should be very specific.  The Principals also discussed the possibility of adopting NATO methods/procedures for coalition operational planning, but no agreement was reached.  The MIC Principals reached a general consensus on the following actions as the next steps: 

· ACTION ITEM:  By February 2001, Australia and USPACOM will review           AJP-01(A) for acceptability / useability (DPP MIWG)
· If review is promising: 

· U.K. leads effort to address NATO doctrine releaseability concerns

· DPP MIWG address how many AJPs should be adopted and how much, if any, editing is required for each adopted AJP
· If review is not promising, the DPP MIWG will consider whether to investigate other courses of action such as:

· Reaching a “Common Understanding” -- possibly documented in a MIC white paper, or,

· Accepting Regional Doctrine -- recommend dominant doctrines for specific regions

Information Sharing 

Colonel Larry Pitts, United States Joint Staff J-38, began the Information Sharing MIWG discussions with an overview of the various issues addressed by this working group.  The October 1999 MIC had concluded that current information sharing policies were the biggest impediments to coalition interoperability.  The MIC 1999 Principals had agreed that there is a need to prioritize and arrange for the release of intelligence and other command and control information throughout the coalition chain of command.  The Information Sharing (IS) MIWG was tasked to develop information exchange requirements which account for potential operational architectures as well as investigate the possibility of developing generic rules of releaseability to enhance the exchange of information in a coalition environment.  The following addresses the IS MIWG work to date on these two major issues.  

Information Exchange Requirements (IER).  With regard to developing IERs, the first item presented and discussed was coalition building and the IERs needed to establish a coalition.  Lt Col Lewis Coyle (Australia) presented the Australian Defence Forces’ perspective on lessons learned in this regard from Operation INTERFET in East Timor.  The IS MIWG has been reviewing the Australian offering as a possible template for IERs during the initial stages of coalition building.  Lt Col Coyle described the military strategic level methodology for shaping a coalition force using many illustrations from their recent experiences in East Timor.

Next, CAPT Steve Cleary (U.K.) presented an overview of the United Kingdom's perspective on information sharing requirements which is also currently under review by the IS MIWG.  During his briefing, a concern was raised that most nations may be unable to answer the questions posed by the U.K.'s paper regarding information sharing and coalition building.  After some discussion, the MIC agreed that it is probably more important to possess a series of thought provoking questions to guide coalition builders than to necessarily have the precise answers to those questions.  The previously mentioned Australian coalition building document serves as a starting point for appropriate analytical questions such as these.

Lt Col John Hyten (U.S.) then presented the IS MIWG work to date on identifying the IERs necessary to establish a strategic combined wide area network (CWAN) among the MIC six member nations.  The intent of this effort is to reach agreement on the requirements, priorities, and access points to support strategic level collaborative planning.  The IS MIWG is still determining these requirements, but wants to finish the review by December 15.  The MIC Principals reached a general consensus on the following actions as the next steps:

· ACTION ITEM:  Develop a set of information exchange requirements which accounts for potential operational architectures and categorizes information based on sensitivity, perishability, urgency, etc. (IS MIWG)
· Sub-Task:  Member nations forward comments on Australian coalition building proposal, the U.K. information sharing paper, the U.S. collaborative toolkit requirements proposal, and specific CWAN access requirements to U.S. J-38 NLT 15 Dec 00 (All MIC member nations)

· Consolidate and forward comments on Australia’s coalition building proposal to members NLT 22 Jan 01 for MIWG consensus at Feb 01 VTC  (U.S.  J-38)

· Consolidate and forward comments on the above U.K., U.S. proposals and specific CWAN access requirements to members NLT 19 Feb 01 for Mar 01 MIWG consensus (U.S. J-38)

Releaseability.  In regard to developing a generic set of rules of releaseability, the U.S. Defense Intelligence Agency presented an overview of U.S. disclosure policies and procedures.  The U.K. team felt the terms disclosure, releaseability and dissemination should be defined.  The U.K. also stated that the MIC must define what needs to be disclosed and then investigate a policy that allows that disclosure.  The U.K. felt the MIC must ask questions like how much information is out there to share, and do we have the transmission capability to share data adequately?  They believe there must be a policy link to the IERs.  It was agreed that some pertinent questions are: What do we need to disclose?  How much of the information is there?  Do we have the “pipes” thru which the information is to flow?

Regarding the IS MIWG recommendations, the U.K. first stated that they can agree to the IS MIWG recommendations.  Australia thought the MIWG recommendations were counter to their personal experience and felt that the recommendations were not definitive enough and should be more aggressive.  The U.K. came back to the issue of rules of releaseability and the need to control the distribution of information.  Australia also felt something must be done to establish some rules of releaseability and establish something other than the current "push versus pull" system.  The U.S. offered that the MIWG cannot necessarily pre-determine the types of information that will be released for all situations, but the MIWG can develop the processes for releaseability ahead of time.
The MIC Principals reached a general consensus on the following actions as the next steps:

· ACTION ITEM:  Develop rules of releaseability to enhance exchange of information in a coalition environment.  (IS MIWG)
· Sub-Task:  Each member nation provide U.S. J-38 two specific and detailed examples of information sharing problems during coalition operations by 15 Dec 00. (All MIC member nations) Details to include:

· Was the problem disclosure (information briefed orally or visually, but no physical transfer of information)/releaseability (physical transfer of information)?

· Was the problem dissemination (how information approved for disclosure/releaseability gets to the consumer)?  Was it a technical issue?  Between respective J-2 and J-3 communities?  Other?

· Was the problem military information (blue force data such as organization, employment of military forces, or combined military operations, planning, and readiness) or military intelligence (information on potential adversary forces)?  Both?

· What actions were taken to request information and who (individual, organization, agency, etc.) denied it?

· Sub-Task:  The U.S. will analyze the above mentioned examples to determine root cause(s) and forward findings to the IS MIWG members NLT 5 Feb 01 (U.S. J-38).  Analysis to include:

· Were there any impediments to timely responses to coalition requests for information?

· Did the U.S. follow appropriate National Disclosure Policy procedures?  If not, what was the problem?

· Did coalition partners submit information requests through appropriate channels?  If not, what was the problem?

· Recommendation(s)

· Sub-Task:  Forward comments on U.S. findings to U.S. J-38 NLT 26 Feb 01 for Mar 01 MIWG consensus (All MIC member nations)

CCEB Update  

Group Captain Suckling (U.K.) presented an overview of the Combined Communications Electronics Board strategic plan as well as covering the emerging relationship between the MIC and the CCEB through the Network MIWG.   He also summarized the results of the CCEB strategic planning process and how it will affect the short-term and long-range MIC projects.  He briefly discussed CCEB projects that are significant to the MIC: the secure VTC and the CWAN.  Both initiatives are principally being executed by the CCEB acting as the MIC Network MIWG and therefore including France and Germany in appropriate parts of its business.  These efforts are intended to facilitate strategic level collaborative planning in support of coalition operations.

Video Teleconferencing (VTC)

Colonel Kevin O'Keefe (Canada) presented an update on the efforts in establishing a secure video teleconference capability for the MIC member nations.  He described the four phases of the prescribed workplan to achieve the goal of secure VTC using any one nation's bridge to link others. The MIC Principals reached a general consensus on the following actions as the next steps: 

· ACTION ITEM:  Proceed with current work plan and conduct the following activities: (Network MIWG/CCEB EG)

· Test secure VTC

· Test non-secure VTC using member nations' bridge

· Test secure VTC using member nations' bridge

CWAN  

Lieutenant Colonel Lewis Coyle (Australia) presented a status report on the progress of the CCEB's Combined Wide Area Network Task Force.  He reviewed the original MIC actions that involved CWAN as well as the CCEB taskers that resulted from their principals meeting  in May 2000.  The Task Force has drafted a CWAN business case for national review and will be faced with an ambitious timeline to deliver an initial CWAN capability of email with attachments within 12 months of go-ahead decision.  Lt Col Coyle described some of the additional challenges and impacts to CWAN implementation not the least of which are member nation resource commitments.  The MIC members were asked to identify the information exchange requirements through the ongoing assessments by the Information Sharing MIWG.  In addition, the Network MIWG requested the MIC members support for an information exchange agreement as well as becoming advocates for modifying national security policies and national procurement processes to successfully implement the CWAN.  The MIC members agreed to support the current CWAN efforts and the recommended Task Force actions.  The MIC Principals reached a general consensus on the following actions as the next steps: 

· ACTION ITEM:  Continue with CWAN development focusing on (Network MIWG):

· Network design/connections

· National Security policy amendments for connection

· Testing and installation of equipment, crypto, and guards

· ACTION ITEM:  Support IS MIWG with requirement development and releaseability solution to CWAN (Network MIWG)

Charter/Role/Membership

The final area of discussion focused on the three administrative taskers levied by the October 1999 MIC.  The MIC tasked the Executive Committee (EXCOM): (1) to develop a charter and coordinate member nation approval prior to conducting the first MIWG meeting this past year; (2) to determine the proper coordinating role of the MIC and its relationships with other multinational interoperability forums; and (3) to investigate the possibility of broadening membership of the MIC to include NATO.  

MIC Charter.  The MIC charter was coordinated via verbal agreement on March 1, 2000 and is currently providing the operating framework  (attached at Annex C) for the MIC to conduct its business and provides the framework within which we work (i.e., terms of reference).  The MIC charter requires an annual review by the MIC Principals.  In that regard, discussion followed which suggested that the MIC revisit the issue of proceeding without a signed charter as the MIC evolves.  It was suggested that a signed charter would enhance the official status of the MIC and justify the national expenditure of resources to support the MIC.  The MIC Principals reached a general consensus on the following action as the next step with regard to the MIC Charter: 

· ACTION ITEM:  Allow 90 days (suspense February 2001) for member nations to analyze with their respective national HQ staffs the feasibility of a signed MIC charter (All Member Nations/MIC Exec Secretary)

Role of the MIC.  Regarding the proper coordinating role for the MIC, the MIWG recommended  the following actions to the MIC Principals:  share work plans and strategies as well as coordinating activities with relevant interoperability forums (to reduce redundant activities); establish formal ties with the most relevant forums such as the CCEB; investigate the possibility of establishing a formal relationship with the C3SNR;  formalize terms of reference (TOR) for the MIC Capstone MIWG and the EXCOM.  The MIC Principals agreed to move forward with a statement of cooperation between the MIC and the CCEB which would be signed by the MIC lead Principal, the U.S. J3; the Principals agreed that a SOC between the MIC and the C3SNR was not needed at this time. The MIC Principals also agreed to establishing TORs for the Capstone MIWG and the EXCOM.   The MIC Principals reached a general consensus on the following actions as the next steps:

· ACTION ITEM:  Coordinate the MIC-CCEB statement of cooperation by January 2001 (EXCOM)

· ACTION ITEM:  Prior to the first MIWG in 2001, coordinate terms of reference for the CAPSTONE MIWG and EXCOM (EXCOM) 

· ACTION ITEM: Prior to the first MIWG in 2001, investigate a possible MIC relationship with NATO Standardization Agency (U.K. and MIC Exec Secretary)
· ACTION ITEM:  By the first MIWG in 2001, investigate the advantages and disadvantages of a signed statement of cooperation between the MIC and the C3SNR (EXCOM)

MIC Membership.  In regard to broadening membership, the MIC agreed to the MIWG's recommendation to maintain the MIC membership at the current six nations.  The MIC also agreed to extend MIC observer status to relevant interoperability forums and allow the Capstone MIWG to extend observer invitations to its MIWG meetings as appropriate.    The MIC approved the offering of the U.K. to contact the NATO Standardization Agency regarding MIC observer status for the NSA.

Additional Topics

There were also several topics of added relevance presented to the MIC.  The following summarizes these presentations.  

ABCA.  Lt Col Nick Slinger presented a brief introduction to the American, British, Canadian, Australian Armies Standardization Program (ABCA).  He highlighted the ABCA mission, theme, and focus which center around improving the capabilities of the members' armies to conduct future coalition operations.  He described the organizational structure and some of the exercises they use to test interoperability between the ABCA armies.  In relating to the MIC activities, he stated that ABCA has similarly been investigating the concept of Lead Nation and reiterated that their scope is broader than C4I.  He also emphasized the new coalition handbook they will publish soon as well as the compilation of lessons learned that they maintain within the Army.

ASCC.  Commander Pat Hyland presented the Air Standardization Coordinating Committee briefing to the MIC principals.  He covered the background of his organization, described the structure and highlighted the areas of mutual interest to the MIC.  The ASCC has been using exercises like Crocodile '99 to assess coalition force readiness.  The ASCC uses working parties to address most of its actions.  Some areas of significance to the MIC are information operations, doctrine, C3I, and logistics.  Commander Hyland stressed the ASCC needs to continue strong ties with the MIC.

AUSCANNZUKUS.  Commander Jim Dale presented an overview briefing on the Australian, Canadian, New Zealand, United Kingdom and the United States Naval C4 Organization.  He reviewed his organization's vision, objectives, and guiding principles.  He showed how AUSCANNZUKUS participates in networking and testbed activities and helps support the combined Confederated Battlelab Network and JWID.  He explained his organization's role in information management and cited their liaison efforts.    He summarized the organizational issues facing AUSCANNZUKUS and the future schedule they plan over the next six months.

JFCOM CBIS.  Major  Logsdon from JFCOM briefed the MIC on his command's Advanced Concept Technology Demonstration on Content Based Information Security.  This was very pertinent to the Information Sharing MIWG's actions on exchanging information among allies in a coalition.  Major Logsdon explained how the system would mark information, use a special arrangement for identification and authorization, and limit access to unverified users.  He described his project in relation to the Global Information Grid and illustrated how the CBIS system matches document and user protection attributes to allow the exchange of information.

Closing Remarks

The second annual meeting of the MIC Principals was concluded with the MIC Principals providing closing comments.  Australia felt great progress has been made over the past year and stressed the MIC must use the other interoperability forums' experience and expertise to avoid redundant work.  Air Vice Marshal Nicholson thought the Lead Nation paper was a seminal document and felt the current progress on CWAN and VTC was very good.  Canada agreed that the MIC progress was very productive so far and felt next year will bring some very good issues to the table.  France stressed that as a result of their first time participation they now have a much better understanding of all the MIC can accomplish.  France was in favor of the Lead Nation paper and felt the MIC will collectively be able to find a workable solution to the charter issue.  General Maral said France may have some issues with the CWAN in that they agree with the principle, but the current proposed solution may pose some problems for them.  Germany had no additional comments except to welcome all to next year's MIC in Berlin.  For the U.K., Commodore Nance reemphasized that in his mind interoperability means help which applies not only to when the MIC actually operates collectively as a coalition, but also during the important planning and readiness stages of coalition building.  He felt the MIC is essential to help in both these phases.  

In summary, the U.S. remarked that the collegial relationships and personal relationships are very important to making progress.  General Newbold reminded everyone to sustain the momentum from this session and make efforts to stay in contact between major working events.  He said he will lend his full support to the MIC efforts. 

The Way Ahead

The MIC Principals agreed to the following work schedule leading to MIC 2001.  The first formal MIWG meeting will be conducted via VTC in early February, the second MIWG will be conducted in Washington in early March with a follow-on MIC Principal VTC sometime between April and June.  The final MIWG meeting will be conducted in September in Washington, D.C. with MIC 2001 planned to be conducted in Berlin, Germany on October 24-25 as first priority or November 7-8 as second priority. 

The points of contact for this report are:  COL Danny Price, MIC Executive Secretary, 703-607-0269 and Mr Ron Kelly, 703-607-0296.   A final copy of this report will be posted to the MIC website: www.c3i.osd.mil/org/c3is/ccbm/mic.html
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ANNEX A:  MIC 2000 AGENDA

Tuesday, 7 Nov
German Embassy  1900 Foxhall Road NW
1900-2100

Reception, German Embassy



(Uniform: Uniform with blouse/jacket for military and 

business suit for civilians) 

Wednesday, 8 Nov
Crowne Plaza Hotel, Crystal City, Virginia




(Uniform: Business suit or duty uniform)

0800-0815
Welcome (Lt Gen Newbold, U.S. Joint Staff J-3)

0815-0845
Keynote Address (Dr. Linton Wells, U.S. Principal Deputy Assistant Secretary of Defense for C3I)

0845-0945
Member Nation Remarks 

0945-1000
BREAK

1000-1015
MIC 2000 Overview (Executive Secretary)

1015-1130 Lead Nation and Coalition Planning (DPP MIWG)


· Lead Nation White Paper and planning template

1130-1300
LUNCHEON 

1300-1400 Multinational Doctrine (DPP MIWG)

· Review doctrine findings

· Options for coalition doctrine
OPTIONAL TOPIC: ABCA information brief
1400-1415
BREAK

1415-1545 Information Exchange Requirements (IS MIWG)

· Coalition building 

· Information sharing

· Initial CWAN operational requirements

1545-1600
BREAK

1600-1700 Information Sharing/Releaseability (IS MIWG)

· Releaseability overview

· Coalition lessons learned 

OPTIONAL TOPIC: ASCC information brief
1700-1730
MIC Principal’s Discussion 

1730-1800
No host bar

1800-2000
DINNER (Speaker: ADM Gehman, retired, former CINC USJFCOM)

Thursday, 9 Nov


0800-0815
Convening remarks 


0815-0900
CCEB Strategic plan and VTC (Network MIWG)

· Review strategic plan

· France and Germany participation in CCEB activities

· Status of Video teleconference initiatives 

0900-1000
CWAN (Network MIWG)

· Concept, approach, requirements and funding

OPTIONAL TOPIC: AUSCANNZUKUS information brief
1000-1015
BREAK

1015-1130
MIC Role, Membership, and Charter (MIC Executive Secretary)

1130-1300
LUNCHEON

1300-1500
Summary (U.S. J-3)

· Unresolved issues

· Action item wrap-up

· Way ahead

· Member nation summary remarks

ANNEX B:  MIC 2000 ATTENDEES

AUSTRALIA

Air Vice Marshal Peter Nicholson (Chief Knowledge Officer, ADF).

LT COL Lewis Coyle, Australian Embassy

CANADA

Brigadier General M. J. Dumais (Chief of Staff, DCDS [J3])

Brigadier General Andrew Leslie (Director General Information Management Operational and Strategic Direction)

CAPT Steve King

Colonel Kevin O'Keefe

LCOL John Kachuik, Canadian Embassy 

FRANCE
Brigadier General Pierre Maral (Chief of the Employment Division, J3/J5, Joint Staff)
Colonel Jean Demorest

CAPT Didier Flottes 

CDR Jacques Sueur, French Embassy

CDR Jean Marc Gerbier, French Embassy

GERMANY

Brigadier General Jürgen Bornemann (Deputy Assistant Chief of Armed Forces Staff III 
Politico Military Affairs and Arms Control)

Colonel Achim Lidsba

Mr. Gerd Buchsteiner, German Embassy

UNITED KINGDOM

Commodore A. R. Nance (Director of Joint Warfare)

Mr. Andrew Sleigh (Capability Manager for Information Superiority)

CAPT Steven Cleary 

Group Capt Chris Suckling

Colonel Gordon Shipley, U.K. Embassy

Wg Cdr Roly McTeague, U.K. Embassy

UNITED STATES


Lt Gen Newbold (Director for Operations, Joint Staff, J-3)

Maj Gen (P) Kellogg (Director of C4 Systems, Joint Staff J-6)

Maj Gen Osman (Director of Operational Plans and Joint Force Development, Joint Staff J-7)

RADM Nutwell (Deputy Assistant Secretary of Defense for C3ISR and Space)

RADM Stufflebeem (Deputy Director for Current Readiness and Capabilities, Joint Staff J-38)

Brig Gen Bell
(Director of C4 Systems, U.S. Joint Forces Command J-6)

MULTINATIONAL

ORG/AGENCY
COL Don Warner

ABCA 

Lt Col Rob Mazzolin

ABCA

Lt Col Nick Slinger

ABCA

Lt Col Paul King

ABCA

CDR Pat Hyland

ASCC 

CDR Jim Dale


AUSCANNZUKUS 

LT Woody Woodward
AUSCANNZUKUS

Mr. Pete Kicos

TTCP

Maj Noel Rings

New Zealand 

UNITED STATES

ORG/AGENCY
Colonel Larry Pitts

J-38 [MIC Lead]

COL Danny Price

OASD(C3I) [MIC Exec Sec]

CAPT Bruce Russell

J-7 [DPP MIWG Chair]

COL John Reidt

J-6 [Network MIWG Chair]

Colonel Rakestraw

PACOM

Mr. Jens Jensen

PACOM
Maj Logsdon


JFCOM

Lt Col John Hyten

J-38

LTC Harry Franklin

J-6B

Lt Col Jack Sanocki

J-2P

Major Ron Van Deventer
J-38

Mr. Harry Simmeth

J-7 

Mr. Art Dertke

OASD(C3I)/C3

CDR Livsey-Loeblein

OASD(C3I)/IA

Mr. Ron Forrester

J-38

Mr. Keith Peyton

NCWG

Mr. Chuck Schaffer

J-6I

Mr. Dan Walker

OASD(C3I)/IA

Miss Zakarija


DIA/DPF-2

Mr. Richard Harris

OASD(C3I)

Mr. Ron Kelly


OASD(C3I)
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The purpose of the MIC is to provide a multinational forum for identifying C3I interoperability issues and articulating actions in regard to coalition doctrine, policy, and planning. The overall goal of the MIC process is to provide for the exchange relevant information across national boundaries in support of the warfighter in coalition operations.

The MIC organization has three components:  The Council itself is composed of Senior Officers and Defense Executives of the member nations.  Each nation’s lead MIC representative is intended to be a flag/general officer from the operations branch of the respective national defense staff.  The US J3 is leading the MIC. 

The two primary supporting organizations are: the Multinational Working Groups, and the Executive Committee or EXCOM.  The MIWGs are colonel level working groups that work the issues and prepare recommendations for approval by the MIC.  The EXCOM addresses actions in a timely fashion when it is not feasible to convene a meeting of an entire MIWG and the administrative matters of the Council. The MIC Executive Secretariat is provided by the U.S. Office of the Assistant Secretary of Defense for C3I. 

There are currently four MIWGs in effect at this time.










