Appendix N: Information Assurance Survey


	The information assurance survey establishes a baseline for installation or command technology infrastructure security requirements.  Once completed for a command or installation, the survey provides managers with a comprehensive assessment of infrastructure security requirements and provides a base from which to plan for modernization or expansion of services.


	Major sections of the Information Assurance Survey cover;


·	General system requirements and definitions 


·	Architecture parameters�
�



�
	


Information Assurance Survey





Base name�
___________________________________�
�
Command name / UIC�
___________________________________�
�
POC Information	�
�
�
Name (last, first)	�
___________________________________�
�
Navy position�
___________________________________�
�
Building no. and room no.�
___________________________________�
�
Phone number (coml & DSN)�
___________________________________�
�
Fax number�
___________________________________�
�
E-mail address�
___________________________________�
�
Mailing address�
___________________________________


___________________________________


___________________________________


 �
�






General Guidelines


Select the answer or answers that most closely represents an accurate view of your environment and/or requirements, as appropriate. Please keep your comments and responses UNCLASSIFIED.  


When filling out the survey, please consider the architecture you are responsible for, as well as any subordinate architecture.  For example, if you are filling this out as a LAN administrator, consider the workstations on the LAN in your responses. 





For purposes of this IA survey, formal requirements are those that are documented (in any form) with an authorization signature; informal requirements are those that are acted upon without signature authorization (such as emails and verbal requests); desired requirements are those requirements that are valued and/or desired but may not be sufficiently justifiable to even attempt for a signature authorization.


If you have any comments, please or write on the reverse of the survey pages, add sheets.  If responding electronically, add attachments.�
�



Section 1.	Information Assurance Background And Definition�
�
1�
Describe the types of resources that are under your jurisdiction (Check all that apply):


r   Stand-alone workstations     


r   Local Area Network (LAN)  


r   Metropolitan Area Network (MAN)


For the remainder of this survey, consider your selections, when you see the word “resources.”�
�
2�
Your duty function? �r   Administrator			r   ISSO/ISSM 


Is this a collateral duty? �r  Yes   r  No�
�
3�
Scope of LAN or MAN (select the answer that best describes the resources under your span of control [ignore external connectivity]):�   r	Small (Internal to one office, area, or building)�   r	Campus (less than 10 buildings)   �   r	Base Area Network (within a single Base, Camp, Station, etc.)�   r	Tidewater area�   r	Wide Area network (Defense Information System Network (DISN))�   r	Doesn’t apply – I don’t have a LAN or MAN under my control.�
�
4�
Sensitivity of the resources under your control (Check all that apply):�r  Unclassified   r  Confidential	r  Secret   r  Top Secret     r  Above Top Secret�
�
5�
Consider any LANs or MANs under your control:  If any that operate at different sensitivity levels are interconnected, please indicate the sensitivity levels within the interconnected LAN/MAN set (Secret - Unclassified, Top Secret-Secret, etc.).


�
�
6


Identify the capabilities/services your users currently use to meet their objectives.  Also identify the level of requirements that do or are expected to justify their use (whether they are currently in use or projected for future use).  Refer to the definitions on the first page of the IA survey.





Use  Don’t Use


  |          |


  r        r   Provide mission/war fighting capabilities


                 	r  Formal Requirement          r  Informal Requirement		r  Desired


  r        r   Transmit/Receive message traffic (official Naval message traffic-AUTODIN)


                 	r  Formal Requirement          r  Informal Requirement		r  Desired


  r        r   Transmit/Receive message traffic (official email)


                 	r  Formal Requirement          r  Informal Requirement		r  Desired�  r        r   Transmit/Receive binary files (attachments to email)


		r  Formal Requirement          r  Informal Requirement	r Desired


   r        r   Interactive Capability with mission or organization unique applications


                   	r  Formal Requirement          r  Informal Requirement	r Desired 


   r        r   TELNET (Telecommunications Networking)


                   	r  Formal Requirement          r  Informal Requirement	r Desired 


   r        r    FTP (File Transfer Protocol)


                   	r  Formal Requirement          r  Informal Requirement	r Desired


  r         r   NEWs Groups (Network News Transmission Protocol (NNTP))		


                   	r  Formal Requirement          r  Informal Requirement	r Desired


   r        r   Intranet Web Server - for internal users to access internal information�		r  Formal Requirement          r  Informal Requirement	r Desired


   r        r   External Web Server - for external personnel to gain information about your �	       agency or its activities�                   	r  Formal Requirement           r  Informal Requirement	r Desired


   r        r   Internet Access - Official Purposes - for internal users to access the World �	       Wide Web and other Internet services for official purposes like gathering �	       data, downloading government publications, etc.)


                 	r  Formal Requirement          r  Informal Requirement	r Desired�   r        r   Internet Access - Unofficial but authorized purposes – for internal users to 	        access the World Wide Web and other Internet services for unofficial but �	        authorized purposes schooling, morale during mid and swing shifts


                  	r  Formal Requirement          r  Informal Requirement	r Desired�
�
7


�
From a security management standpoint, do you or your user community currently use and have a requirement for:  (Please indicate use and requirement level) �
�
7a�
Single sign-on capability (ability to access all authorized resources across connected resources with a single userid/password action)? �r  Use  r  Don’t Use  


r  No Requirement   r  Formal Requirement  r  Informal Requirement  r Desired�
�
7b�
Centralized Backup (ability to back up all connected resources from a single location)? �r  Use  r  Don’t Use  


r  No Requirement   r  Formal Requirement  r  Informal Requirement  r Desired�
�
7c�
Centralized Recovery (ability to restore lost data/software to any connected resources from a single location)? 	�r Use  r  Don’t Use  


r No Requirement   r  Formal Requirement  r  Informal Requirement  r Desired


Restore capability supports: �r   Restore to the individual file level	r Only full system level restores   �
�
7d�
Centralized Security audit with audit-reduction tools (ability to observe user activities on any/all connected resources from a single location and reduce the information to a useable level)? 


r  Use  r  Don’t Use  


r  No Requirement   r  Formal Requirement  r  Informal Requirement  r Desired�
�
7e�
Centralized Resource Access Control (ability, from a single location, to authorize and/or revoke access by any user to any connected resource)? 


r  Use  r  Don’t Use  


r  No Requirement   r  Formal Requirement  r  Informal Requirement  r Desired�
�
7f�
Remote Access (e.g., dial-in) for System Administrators?


r  Use  r  Don’t Use  


r  No Requirement   r  Formal Requirement  r  Informal Requirement  r Desired�
�
7g�
Centralized Security Administration (ability, from a single location, to provide userids and/or passwords, and to reconfigure security features/capabilities on all connected resources)? 


r  Use  r  Don’t Use  


r  No Requirement   r  Formal Requirement  r  Informal Requirement  r Desired�
�
7h�
Automated problem identification, isolation, diagnosis and recovery? 


r  Use  r  Don’t Use  


r  No Requirement   r  Formal Requirement  r  Informal Requirement  r Desired�
�
8�
Do you or your user community currently use or have a requirement for: 


(Indicate whether you use it and the requirement level)�
�
8a�
Intrusion detection capability (ability to determine when your connected resources are being attacked from either inside or outside your environment)? �r  Use  r  Don’t Use  


r  No Requirement   r  Formal Requirement  r  Informal Requirement  r Desired�
�
8b�
Intrusion source identification (ability to determine the source of the attack)? �r  Use  r  Don’t Use  


r  No Requirement   r  Formal Requirement  r  Informal Requirement  r Desired�
�
8c�
Response of providing a real-time notification to the Administrator or ISSO/ISSM (e.g., pager, phone notification) when an intrusion occurs


r  Use  r  Don’t Use  


r  No Requirement   r  Formal Requirement  r  Informal Requirement  r Desired �
�
8d�
Response of generating a real-time system console alert when an intrusion occurs 


r  Use  r  Don’t Use  


r  No Requirement   r  Formal Requirement  r  Informal Requirement  r Desired�
�
8e�
Response of automatically shutting down or isolating the resource or port under attack when an intrusion occurs


r  Use  r  Don’t Use  


r  No Requirement   r  Formal Requirement  r  Informal Requirement  r Desired �
�
8f�
Response of automatically increasing the logging of resource activities when an intrusion occurs


r  Use  r  Don’t Use  


r  No Requirement   r  Formal Requirement  r  Informal Requirement  r Desired�
�
9�
After a suspected intrusion, do you perform post-event analysis?


r  Don’t Perform	   r Perform manually  	r Perform using automated tools


r  No Requirement	   r  Formal Requirement  	r  Informal Requirement  r Desired�
�
10�
Has your DAA accredited your resources?	r  Yes   r  No   r  Don't know�
�
11�
Are your resources operating under an interim approval to operate and/or an interim accreditation?�r  Yes   r  No�
�
12�
How recently was the DAA approval for your resources granted?  Within the past: �r  six months		    	r  one year   �r  two years  		r  three Years�r  more than three years 	r  Never (but planned to submit)�
�
13�
How recently has your DAA documentation been updated?  Within the past:   �r six months   		r  one year   �r  two years  		r  Don’t have any    r Under development�
�
14�
Do connections to your resources extend beyond the scope of your DAA’s control?


r  Yes   r  No�
�
15�
Do you have any physical access restrictions or security measures to protect your resources, beyond those listed:  personnel badge system; isolated/secure equipment rooms; alarm sensor coverage of critical equipment.


 r  No  r  Yes (Please list):


�
�
16�
Do you have any evidence of penetration attempts?  


r  Yes   r  No�
�
17�
How did you know?  


r  Audit log analysis   r  Notified by credible personnel    r  Other (Describe)





�
�
18�
Do you have any evidence of successful penetrations?  


r Yes   r  No�
�
19�
How did you know? 


r  Audit log analysis   r  Notified by credible personnel    r  Other (Describe)


 �
�
20�
How many times per year does classified information get introduced onto an unclassified resource?


r 0  r  1-5   r  6-10   r  11-25   r  Greater than 25�
�
21�
How many times per year does classified information get introduced onto classified resources of a lower but still classified level (Top Secret found on a Secret resource,  Secret found on a Confidential resource, Top Secret on a Confidential resource)?


r 0  r  1-5   r  6-10   r  11-25   r  Greater than 25�
�
22�
If classified is found on a lower level resource, do you know who to contact?


r Yes   r  No�
�
23�
Is the current encryption capability used for protecting your organization’s classified transmissions NSA approved for use?


r Yes  r No  r Don’t process classified�
�
24�
Do you or your user community have any formal security requirements for your system that exceed those listed in these publications?  NAVSO 5239 Series; SECNAV 5239.3; OPNAV 5239.1c; CINCLANTFLT 5239 series.  �r  Yes  r  No  If so, what are the references?�
�
25�
If you have any requirements for protection against malicious software and/or malicious behavior on your architecture, how are they documented?  �r Formal requirement   r Local policy/procedure  r  Not documented/No requirements�
�



26�
Do you use anti-viral software (Check all that apply)?


r Yes – workstation based


r Yes – LAN/MAN based


r  No       �
�
27�
Do you know where to get current updates to the anti-viral software?


r Yes   r  No�
�
28�
How often do you update the anti-viral software?


r  Once a week 	r  One every two weeks


r  Once a month	r  Semi-annually


r  Annually�
�
29�
Are there any activities related to support of your resources that are so military-unique that they cannot be performed by non-military personnel?  If so, briefly describe them.  (Consider sensitivity level, mission parameters, resource location issues, etc.) 





�
�
30�
Are there any military-unique Information Assurance factors that should be documented as part of this survey?





�
�
31�
Do you have any Information Assurance concerns that have not been identified here? If you can briefly express them here in an unclassified manner, please do so.  (Consider physical security, personnel security, computer security, communications security, information security, disaster preparation and mission resumption/recovery.)





�
�



Section 2.     IA Architectural Parameters   �
�
32�
Is your hardware architecture homogenous (very similar in nature)? �r  Yes – all resources consist of similar hardware   �r  Yes – most resources consist of similar hardware �r  No - wide range of age and types of hardware �
�
33�
Is your software architecture homogenous (very similar in nature)? �r  Yes – all resources consist of similar software   �r  Yes – most resources consist of similar software �r  No - wide range of age and types of software�
�
34�
Is your software all commercial off the shelf (COTS) or government off the shelf (GOTS) [specially modified or developed for government-only use]? �r  Yes - all COTS/GOTS  �r  No - some COTS/GOTS has been specially modified to fit our needs�r  No - some software is specially developed to specifically meet our needs�
�
35�
Do your servers use Redundant Arrays of Inexpensive Disks (RAID)? �r  Yes		r  No – don’t use RAID	r  No – don’t have servers�
�
36�
Are your resources stand-alone? �r  Yes


r  No – they’re connected to external resources not under our control


r  No – they’re connected to resources that are under our control�
�
37�
Do you or your user community currently use or are planning to use wireless LAN technology?


r  Yes – for connectivity to resources within our control


r  Yes – for connectivity to resources outside of our control 


r  No�
�
38�
Is your LAN architecture: �r  Shore-based only   r Mobile/afloat at times  r  Always mobile/afloat�
�
39�
If you could make one change to your hardware/software environment, what would it be?


�
�
40�
Do you use the same equipment to process unclassified information while connected to only unclassified resources, and at other times process classified information while connected to classified resources?


r  Yes  r No�
�
41�
Do you share a printer to produce output from both unclassified resources and classified resources simultaneously?


r  Yes  r No�
�
42�
Is your server and other non-user equipment placed in areas open to personnel from other organizations?


r  Yes  	r No  	 r Don’t have server�
�
43�
Do you rely upon AUTODIN for capabilities beyond the transfer of official Navy message traffic?


r  Yes  For binary file/pattern traffic transmissions


r  Yes  (Specify): ______________________________________________________


r No�
�
44�
Does your classified architecture have a firewall? r No   r Don’t know�r Yes – software only  r Yes – special device   r Don’t have a classified architecture


Does your unclassified architecture have a firewall? r No   r Don’t know�r Yes – software only r Yes – special device r Don’t have an unclassified architecture�
�
45�
Do you know what the Year 2000 (Y2K) problem is?�r  Yes  r No�
�
46�
Have all of your systems been tested (or been vendor certified) to be Y2K compliant?


r  Yes  r No�
�
47�
Are plans currently in place to solve the Y2K problems for hardware that has already been identified as deficient?�r  Yes  r No�
�
48�
Are plans currently in place to solve the Y2K problems for software that has already been identified as deficient?�r  Yes  r No�
�
49�
Do you now have or are you planning to use any of the following types of photocopiers?


r  networked photocopiers (interconnected for remote duplication)


r  photocopiers with memory (stored image retrieval capabilities)


r  photocopiers that can act as both computer printers and standard photocopiers   �    (usually used to support high-volume document publication) �
�
50�
Are you now using or planning to add technology that could be described as brand-new/cutting edge/state-of-the-art?  If so, briefly describe:  (Include any technology that impresses your technical peers.)


 �
�
51�
How receptive is the community you support in complying with security policies and procedures?�r  Very - they actively promote and uphold the secure environment


r  Somewhat – they normally comply and don't actively oppose maintaining security


r  Not very - they may be apathetic or inattentive to secure concerns�
�



Section 3.     IA Operational Parameters �
�
52�
In terms of war fighting requirements, are your resources: 	�r  Tactical	r  Non-Tactical�
�
53�
Based on the previous response, does the physical environment (air conditioning, power supplies, fire suppression, physical security, personnel security, access control) appear appropriate to the selected level of criticality?	�r  Protection appears inadequate  �r  Protection appears appropriate  


r  Protection appears excessive�
�
54�
Consider any contract support to your resources – If the contract support were to be removed for any reason (strike, funding loss, end of contract period), could you still meet the warfighting mission objectives implied by the selected mission criticality?


r  Yes   r  No�
�
55�
Do your users appear to perceive the criticality of your resources differently than what you marked above?  


r  Yes   r  No�
�
56�
What is your tolerance for architecture downtime (how soon after a resource crash before your users express concerns of mission impact)?�r Minutes	r Hours		r Days			�
�
57�
Is the outage tolerance formally documented in a requirements document or mission concept of operations? �r Formally documented    r  Documented in local policies    r  Not documented�
�
58�
What is the highest verifiable grade of the persons expressing concern when outages occur? (Place a mark on the approximate portion of the scale)


  |-------------------------------------------------------------------------------------------------------------------------------|�    E1  E2  E3   E4   E5   E6   E7   E8   E9  E10  02    03    04    O5    O6   O7   O8   O9   O10   �	GS5      GS7        GS9       GS10     GS11       GS14    GS15   SES                       � �
�
59�
Are contingency plans available and regularly tested to ensure mission critical war fighting capabilities are not impacted by resource outages? (Check all that apply)


r  Contingency plans exist and they focus on the cause of the loss (“how to recover�    from a fire, flood, etc.”)


r  Contingency plans exist and they focus on how to recover/resume the resource


     impacted (“how to recover from loss of a server”)


r  Contingency plans exist and they focus on how to continue the mission functions�     that the impacted resource supported 


r  Contingency plans are not regularly tested


r  Contingency plans don’t exist�
�
60�
If you have a hardware and software Configuration Management process in place, how is it operated? �r  Formally documented, all changes approved  �r  Documented, process followed when time allows  �r  Not documented, changes made ad-hoc �
�
61�
Do you or your user community have any concerns about the trust or lack of trust of the personnel who develop the hardware and/or software used in support of mission objectives?  (consider COTS products in your answer)�r   Yes	r   No - don’t have concerns	r   Never thought of it as a problem�
�
62�
Are your network’s IP addresses and/or domain names registered with the DoD Network Information Center (DoD NIC)? �r  Yes    r  No    r  Don’t Know	r  Doesn’t apply – our resources are stand-alone�
�
63�
Does your manpower situation raise any IA concerns?  


r  No  


Yes – lack of manpower is resulting in the following problems: (Check all that apply)�   r  Unacceptable response time to trouble reports�   r  Resource management/administration consumes too many person-hours�   r  Lack of automated management/administration tools aggravates the problem �   r  Mission objectives take precedence over accreditation process requirements�
�
64�
Would automating current manual administrative activities result in better support to the user communities? r  Yes   r  No�
�
65�
Have you outsourced any support to meet your IA requirements? �r  Yes   r  No�
�
�
66�
Are you planning to outsource any support to meet your IA requirements?


r  Yes   r  No�
�
67�
Do you have any current diagrams to help define/describe your resources and how they connect to others? 	�r  Yes   r  No  r  Doesn’t apply – our resources are standalone (Skip the next 2 items)�
�
68�
These diagrams are in  �r  Electronic format    r  Manual notes�
�
69�
How current are these diagrams? �r  Absolutely current  		r Six months old   �r  One year old			r Two years old�r  Don’t have any  	  		r Under development�
�
70�
Are you dependent upon outside agencies to provide Information Technology infrastructure or services critical to the completion of your warfighting mission objectives?


r  Yes   r  No�
�
71�
Do you know to whom you report computer-based security incidents (virus incidents, hacker attacks, penetration attempts)?


r  Yes   r  No�
�
72�
Do you report such incidents when they occur?


r  Yes   r  No�
�
73�
Do you have a need to purge/degauss media?


r  Yes  r No�
�
74�
If you have your own degausser, is it an NSA approved model?


r  Yes  r No  (Skip the next item)�
�
75�
How regularly do you have your degausser certified for proper operation?


r  Every six months    r Every year  r  Every two years  �
�
76�
Do your users receive training on their COTS/GOTS products?  


r  Yes  r No �
�
77�
How is such training funded?


�
�
�
78�
How often do your users receive COTS product training?


r Initial product installation or user assignment


r Always available for discretionary use


r Semi-Annual  					r As needed


r  Annual�
�
79�
Do you receive specialized product training (hardware/software/security/administration features and capabilities) appropriate to your duty function?  (Refer to the duty function that you identified at the beginning of this survey)	r  Yes  r No �
�
80�
How often do you receive this specialized product training?


r Initial product installation or user assignment


r Always available for discretionary use


r Semi-Annual  		r Annual			    r As needed�
�
81�
How is such training funded?


�
�
82�
Do you or your user communities have any requirements for data integrity/recovery?�r Formally documented    r  Documented in local policies    r  Not required - if data is lost, it can be recreated or is not important enough to bother with�
�
83�
Are there any formalized special handling requirements for the information processed by your resources? �r  Yes – various directives specify how to handle some of this information    


r  No - there are no directives specifying handling of this information�
�
84�
Does the rotation/reassignment cycle of military and civilian DoD personnel that support your resources result in any Information Assurance concerns?


�
�
85�
Do you see any advantages to centralized (base-wide or Tidewater-wide) resource management and support?





�
�
86�
Do you see any disadvantages to centralized (base-wide or Tidewater-wide) resource management and support?


�
�
87�
What is your biggest technical problem?  


�
�
88�
What is your biggest management problem?  





�
�
89�
If you could make one change to your operating environment (the way you do business), what would it be?


�
�
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