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�Executive Summary

This report provides information managers and staff at all organizational levels a number of technology infrastructure considerations, performance-based metrics, and inventories and requirements surveys that can assist in planning, developing, and monitoring communications and infrastructure modernization efforts. When used in combination, the considerations, assessment metrics, and inventory templates provide a collection of infrastructure management and planning tools that can be tailored to meet specific needs and requirements.  The modules can be used separately or in combination to achieve the level of detail necessary to provide quantitative infrastructure baselining, assessment, composition, or to collect specific return-on-investment analysis information.  Moreover, each of these functions provides baselining that can support follow-on activities such as business process reengineering or the development of long-range modernization or acquisition planning.

	These metrics and management templates evolved from a 2-year effort to identify, quantify, and develop a process to assess installation-level technology infrastructures at power projection and sustainment bases in the United States.  With these tools, information managers can better understand readiness capabilities and performance of base-level infrastructures.

The considerations for technology modernization contained in Section 2 evolved from on-site observations and best practices collected by the Assistant Secretary of Defense for Command, Control, Communications, and Intelligence ASD(C3I) Metrics Team.  The considerations cover infrastructure and management concerns and provide installation and regional perspectives on important functional and structural components for technology infrastructure modernization.

The team developed a methodology and process to assess technology infrastructure readiness, identified appropriate performance assessment metrics, and conducted field tests at six Service installations.  This process was reviewed and endorsed by the Military Communications-Electronic Board and the Department of Defense (DoD) Chief Information Officer (CIO) Council.  The team worked closely with Service and installation IT staffs to develop worksheets that reflect communications and technology infrastructure functional relationships and enhance the assessment process.  These worksheets appear in appendices A-G in this report.  The metrics development and assessment processes are discussed in Section 3.  The metrics functional areas are shown in Figure ES-1.  
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As the metrics program progressed, users requested the addition of a series of infrastructure inventory surveys enabling planners to establish accurate technology requirements and inventory resources for installations and regional use.  These surveys have been used as effective means to assemble information for planning regional modernization efforts and developing enterprise-level modernization strategies.  The data gathering templates are being used by the Deputy Assistant Secretary of the Navy (DASN) C4I as the foundation of its Information Technology for the 21st Century (IT-21), Ashore Acquisition Strategy support program.  These templates are discussed in Section 4 and are included in appendices H-O.  Figure ES-2 lists the available inventories and requirements surveys.
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�1.  Introduction

1.1	Background

Late in 1995, the Assistant Secretary of Defense for Command, Control, Communications, and Intelligence ASD(C3I) instituted a program to investigate methods to evaluate critical elements of fixed information technology (IT) infrastructures at major bases in the United States.  The Assistant Secretary noted that IT support for power projection and sustainment was impeded by an inability to evaluate the readiness of critical elements of base-level infrastructure capabilities.  Unlike other mission and support capabilities associated with deployable warfighting forces—logistics, equipment, personnel, and maintenance—there had been little, if any, study of base-level technology infrastructures from a readiness perspective.  

Working with Service and installation-level IT staffs at several locations, an ASD(C3I) Metrics Team identified common infrastructure components and developed the methodology, process, and functionally-related metrics to assess them based on the following set of program criteria:

Technology infrastructures, or other complex systems, contain a core of common capabilities that remain largely unchanged regardless of Service ownership.

Capability areas are composed of related functional areas that, in turn, are composed of individual, performance-based measurable metrics.

Functionally related metrics can be prioritized according to their effect on overall mission accomplishment, thus providing a weighting factor for assessments.

A comprehensive set of performance-based metrics provides a means to evaluate multiple infrastructures or installations using a common template for baselining, collection of return-on-investment information, and resource allocation.

As the program matured, a need arose for system-related inventories and requirement surveys to compliment the metrics assessment.  Services needed comprehensive infrastructure component inventories for regional consolidation, modernization, and acquisition projects and for more concise, installation-based infrastructure component inventories for local planning and resource allocation.  The Metrics Team later adapted the metrics assessment methodology to develop technology infrastructure inventories and requirements surveys for the Navy’s Information Technology for the 21st Century (IT-21), Ashore Acquisition Strategy for Oahu, Hawaii, and the Tidewater, Virginia, region.  The surveys resulted from cooperative efforts involving the Metrics Team, Service IT management and engineering offices in Washington and Norfolk, and nine leading commercial companies and corporations who provide local and worldwide communications and technology services and support.�  

1.2	Purpose

	The purpose of the Modernization Considerations for Base-Level Communications and Technology Infrastructures report provides a summary of considerations and best practices observed by an ASD(C3I) Metrics Team during assessment visits at six major Service power projection and sustainment installations over the past two years.  This report also contains sample technology infrastructure metrics assessment and inventory templates developed during this effort, and a description of the methodology and process employed by the Metrics Team.�  The metrics framework and methodology described in this report has been endorsed by the Military Communications-Electronics Board and the Department of Defense (DoD) Chief Information Officers (CIO) Council. 

Together, the assessment worksheets and inventory templates provide a collection of technology infrastructure management and planning tools that can be tailored to specific needs and requirements.  The worksheets and templates can be used separately or in combination to achieve whatever level of detail is necessary to provide quantitative infrastructure baselining, assessment, composition, or to gather information that can be used for other return-on-investment analyses.  Moreover, each of these management tools provides baselining and cost information that can support follow-on activities such as business process reengineering or the development of long-range modernization or acquisition planning.

1.3	Organization

	This report is presented in a modular format to facilitate its use by planners at many organizational levels who are interested in infrastructure modernization.  It is divided generally into substantive sections that discuss significant observations and considerations for infrastructure modernization, and appendices that contain infrastructure component-specific worksheets and surveys that can be used to assess and inventory existing communications and technology capabilities.  

	The report contains four narrative sections and many appendices that provide sample ready-to-use, tailorable, component-specific technology readiness metrics and infrastructure inventory and requirement surveys.  

Section 1 - Introduction: Provides general background, purpose, organization, and scope information about the report and the metrics program.

Section 2 - Considerations for a Model Base: Discusses infrastructure and management concerns and best practices for technology infrastructure management systems and planners.

Section 3 - Performance Assessment Metrics: Includes discussion of the development and use of metrics readiness and performance assessment templates developed as part of the metrics program.  (Templates listing specific metrics and functional capability areas are included in the appendices A-G.)

Section 4 – Technology Infrastructure Inventory Surveys: Discusses the development and use of a series of infrastructure inventory and requirements surveys developed to assist staffs capture critical information that can be used for planning installation or regional networks and services.  (Examples of inventory survey templates are included in appendices H-O.)

Appendices: 

Appendices A-G: Infrastructure component-specific worksheets that assist managers baseline, calibrate, assess, and plan future modernization efforts for existing communications and technology capabilities.

Appendices H-O: Functionally oriented infrastructure inventories and performance-based surveys to establish existing communications and technology infrastructure equipment, requirements, and costs.

Appendix P: A select listing of project participants from six major Service power projection and sustainment installations who assisted the Metrics Team during the development of the Metrics Performance Assessment Model described in Section 3 and in Appendices A-G. 

1.4	Scope

	This document presents a series of endorsed, field tested, ready-to-use management considerations and communications and technology infrastructure performance metrics worksheets and inventories that can be used by planners to assist in infrastructure modernization efforts.  

Significant infrastructure and management consideration observed by the ASD(C3I) Metrics Team during the development and field testing of performance assessment metrics at six major Service installations

Communications and technology infrastructure performance metrics worksheets and inventories developed for the following IT infrastructure component areas

Communications and technology infrastructure inventories and surveys developed in a cooperative effort by IT professionals in government, the Services, and private sector.  

	This report does not contain suggested installation technology architectures or proposed sets of standards or requirements—both beyond the scope of this study.  The report also does not contain fully matured sets of metrics or requirements for all IT areas.  For example, the program has not yet developed metrics for computing, data management, or security facets of IT.  Instead, this report focuses primarily on communications and technology infrastructure components such as networks, communication backbones, and related costs and requirements.

�2.  Considerations for a Model Base

This section contains a set of considerations to help IT staffs and planners  evaluate the condition of an installation’s communications and technology infrastructure and the organizational structure that supports it.  In addition, these considerations provide a starting point for planners who face the task of developing installation modernization strategies.  The areas discussed come from a combination of on-site visits, discussions, and best practices from the public and private sectors.  

	The considerations presented here are divided into two major categories; infrastructure and management.  Each area provides discussions and observations of practices that planners should consider when forming modernization strategies or conducting periodic infrastructure self-assessments.  This section does not present sample architectures or structures, but rather highlights best practices observed by the ASD(C3I) Metrics Team while visiting six major Service installations.

2.1	Infrastructure Considerations

The following section presents highlights and brief discussions of major issues and problems facing planners in the area of infrastructure modernization.  The considerations listed below surfaced through discussions with installation and unit-level information mangers and organizations at power projection and sustainment bases.  While certainly not all-inclusive, these discussions should help installation planners faced with technology modernization tasks, and cover a wide range of considerations.

Understand Current Installation Technology Infrastructures

This is the starting point for modernization planning.  With a clear view of an installation’s requirements, assets, and technology costs, IT staffs have a concrete baseline from which to proceed.  This basic knowledge establishes an organization’s current state of infrastructure readiness, identifies and describes shortcomings that prevent it from attaining its mission-related requirements or goals, and captures how much it costs to provide current capabilities. As a minimum, technology planners should consider:

Functional requirements: the minimum set of mission-based services and capabilities that users (customers) require to achieve individual and combined mission objectives.  These performance-based functional requirements must be developed from objective assessments of user requirements, rather than from infrastructure-based equipment capabilities.  

Technology and Information Management Components: those interrelated equipment, network, software, communications, maintenance, and management services that users require to access, process, store, transmit, and manipulate data to contribute to mission accomplishment.  Although most managers already view infrastructures from this functional component basis, few have conducted thorough assessments of each component’s ability or inability to contribute to overall technology service delivery.

Costs:  the cumulative amount of financial and manpower resources that currently must be expended to provide the existing level of services to users.  This is one of the more difficult areas for managers to conquer because budgets, manpower, and organizational structures rarely fall into neat or identifiable accounts.  However, without this basic information, it is impossible for a manager to uncover the true cost of doing business.  Experience has shown that the most accurate cost information often is gained as part of a larger inventory and assessment process.  

Develop Base Level Infrastructure Metrics 

With a viable framework to assess infrastructure metrics, an installation commander can determine whether the infrastructure achieves mission requirements at either the base or a major command.  IT managers should establish such a framework for performance measurements that can be applied to all fixed infrastructures�symbol 190 \f "Symbol" \s 12�¾�LANs, cable plants, wireless systems, and video-teleconferencing centers (VTCs).  The result of a metrics assessment can help identify whether of not an infrastructure is meeting requirements.  These assessments should be conducted periodically with a centralized review process to review progress and to ensure that proper resourcing is applied to areas where performance is not meeting requirements.

Performing base-level metrics assessments provides an IT manager the following benefits:

Metrics are a means of showing progress (or of identifying problem areas) by comparing performance requirements against current capabilities:  Performance metrics identify mission-required performance levels, current levels of performance or capability for each infrastructure component under investigation, and provide a baseline status from which to judge progress toward organizational goals or requirements.  The metrics process brings these important factors together and assists managers and commanders to evaluate requirements against current performance levels within logical, functional areas.  By using the two types of metric assessment templates contained in this report�symbol 190 \f "Symbol" \s 12�¾� performance assessment templates (in Section 3) and inventory surveys (sin Section 4)�symbol 190 \f "Symbol" \s 12�¾�a manager can establish a quantitative starting point for reaching the installation’s or command’s technology capability goals.  

Performance metrics associate costs to functional areas: A well constructed infrastructure assessment framework organizes functional capabilities and requirements into logical categories that tend to mirror existing budgeting categories for installations and commands.  The benefit of using both inventories and performance assessments becomes clear when a manager performs return-on-investment analysis.  During this phase of technology planning, metrics provide a current status of cost of operations, as well as requirements, capabilities, and a comprehensive inventory of current assets

A metrics framework provides standardization and commonality for resource allocation and planning:  By using an installation or command-wide template to assess capabilities, managers can apply organizationally recognized requirements and goals across their entire areas of responsibility.  This common set of requirements, combined with a standard assessment of current capabilities, can enhance the  resource allocation process by providing a stable set of assessment criteria and an understanding of organizational priorities and requirements with which to equitably divide resources.   Lacking these common criteria, planning and allocation efforts can suffer from perceptions of unequal distribution caused by different views of organizational goals and priorities.

Identify Integrated Solutions 

The development of single-command (or stovepiped) technology solutions during the past decade has resulted in inefficient, duplicative, and often unreliable data transmission infrastructures on most installations.  Today’s technology permits greater levels of interoperability and consolidation of independent infrastructure services, both actions that can significantly increase efficiency, effectiveness, and drive down operations costs.  To achieve these gains, installation managers must seek installation-wide solutions that include hardware (infrastructure), software, and structure (organizational) components.  This in turn requires a realistic understanding of requirements and infrastructure components that can be factored into plans and designs that meet requirements and minimize duplicative services or resources.   

A major step toward achieving enterprise solutions to technology services can be achieved through the development and growth of installation-focused IT planning organizations under the purview of the highest level IT management office.  This installation-wide technology planning organization should include direct participation and representation from all base and tenant units.  In addition to representing customer concerns at the installation level, unit representatives should participate in developing installation service requirements, provide input, ideas, and possible solutions, and have shared responsibility for the development of integrated, enterprise strategies.  If possible, this shared interest should extend to providing resources, both personnel and financial, especially for those organizations whose command authorities are beyond the control of the installation commander. When successfully implemented, joint user-planner groups can institutionalize user requirements and concerns throughout the planning process for the entire installation and thus make gains toward integrated solutions.  Some installations already incorporate base-wide planning groups in formal, installation-level technology management structures.  

Establish an Installation-Wide Operations Center

A single installation or enterprise operations center can enhance overall information support and planning by consolidating communications and technology services for multiple users and across formerly semi-independent technology areas.  By offering a one-stop-shop with centralized support, a consolidated operations center can consolidate resources that otherwise would be divided into multiple, smaller operations that promote duplication of effort.  In most cases, consolidation of operating center activities can result in significant gains in customer service response and available resources, while increasing interoperability among installation users.  

Although industry has long considered the establishment of operations centers as essential for efficient use of resources and promoting high degrees of system reliability and services, this is a major challenge for Service IT providers.

2.2	Management Considerations

The following section presents brief discussions of major issues and problems facing planners in the area of technology management.  The considerations listed below surfaced through discussions with installation and unit-level information and communication mangers and organizations at six major installations in the United States.  While certainly not all-inclusive, the considerations raised here should be helpful for installation planners faced with modernization tasks.

Centralize the Modernization Processes

One of the observed best practices encountered by the Metrics Team involved development of enterprise-wide solutions by involving tenant and customer units in installation-level planning and infrastructure development.  This practice directly links and supports the previously mentioned infrastructure-oriented goal of integrated planning by bringing together the installation IT management staff with users in direct and frequent joint meetings.  Although the installation commander and IT staff still face hindrances to centralized planning and execution�symbol 190 \f "Symbol" \s 12�¾�a large number of home-based, deployable units that have non-installation-oriented command and budgetary reporting channels�symbol 190 \f "Symbol" \s 12�¾�bringing customers and service providers together increases understanding and promotes enterprise solutions. 

One method of implementing this is use of a high-level, installation-wide organization whose mission is to provide centralized planning for, and execution of, a master modernization strategy.  This group should report to the installation commander and should consist of representatives from each tenant and base office, command, and unit.  Such an organization enhances unified decision-making, requirements identification, and formation of a standardized process to oversee implementation and procurement through periodic, scheduled meetings.  

Institutionalize Customer Satisfaction Survey Process 

Representatives from each office command and tenant organization should meet regularly to discuss customer satisfaction, the process of handling requests, and means to foster proactive technology support.  Periodic reports on the process, results, and ways to improve customer support should be forwarded to the installation commander or designated IT decision-maker for review and action.  This process should be linked to an installation’s resource allocation process.

Integration of Resources and Services

Satisfying customer requirements through resource pooling is an efficient and cost effective method of providing necessary services and planning for future upgrades.  Installation commanders or unified planning organizations need to obtain group resources—through either direct allocation or fee-for-service arrangements—and enterprise solutions to employ these resources.  Good examples of this consolidation of services include installation of fiber optic backbones, centralized VTC services with remote studios, and long-haul communication and data nodes. The integration of services, however, must be founded in a complete understanding of installation and tenant requirements, assets, and long-term objectives.  A comprehensive process to inventory on-hand assets and connectivity requirements, such as that described in Section 4 of this report, can help provide a baseline from which to plan resource and service integration or consolidation.

Conduct Return on Investment (ROI) Analysis

Every organization or agency must ensure its technology investments are contributing to its overall success.  Therefore, an organization should be capable of associating cost with existing performance levels that can then be measured against achieving mission accomplishment  (ROI is closely related to the discussion on performance assessment in Section 3).  A proven approach that helps determine ROI is through a system of performance measurements that  compare existing performance to mission requirements.  This can be accomplished with metrics tools such as those described in Section 3 of this report, supported with worksheets provided in appendices A-G.

Understand Limitations Caused by Various Sources of Authority and Resources

While consolidation of technology services and resources can provide substantial benefits for installations, managers need to understand limitations to centralizing planning.  Many of these obstacles come from organizational structures that separate chains of command and sources of authority.  Without specific Service-level commitments to base-wide modernization plans, tenant units may neither be willing nor desire to participate in a long-term technology strategy or to allocate resources to such a plan.  In addition, fiscal control normally resides within each separate tenant command and can lead to “Band-Aid” repairs rather than contributing to an overall technology integration effort.

Recognize the Importance of Personnel and Technology Training  

Maintaining an adequate level of training among users, administrators, and service providers is a constant problem faced by installation IT managers.  The IT community needs to recognize that training involves more than just training service or maintenance personnel on current infrastructures and applications.  Customers and providers must be trained and kept current as technology changes.  Customers need to understand available capabilities.  Service providers need to understand the current infrastructure and any constraints it places on users or network applications.  In many cases, however, the Metrics Team observed that installations with aggressive training goals also suffered from increased loss of trained military personnel to commercial interests.  Despite this hazard, managers at more mature installations recognize the need for continued training and accept the fact that they will lose some percentage of trained military to the private sector.  They continue to push training in long-term plans.

�3.   Performance Assessment Metrics Model

	The Performance Assessment Metrics Model is part or an integrated management tool that provides comprehensive performance-based metrics for the seven functional technology component areas shown in Figure 3-1.  To facilitate the use of this model, managers can use each component section as an independent module, or in combination to gain greater insights into their communications and technology infrastructures. Each of the seven modules that make up the Performance Assessment Model is discussed separately in this section, and then linked to a corresponding report appendix as shown in Figure 3-1.  With this tool, managers can assess current performance levels against organizational requirements and, by incorporating the four Component Specification Surveys shown in shading in the figure, they can establish a capability and performance baseline for subsequent modernization efforts.
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3.1	Background

	While the preceding section of this report dealt with infrastructure-wide management and planning concerns, this section presents information about the Performance Assessment Model, a proven method to assess existing performance capabilities.  The model includes groups of component assessment modules that form the core of the metrics program.  Developed during the initial phases of the metrics program, and modified frequently to take advantage of gained knowledge and experience, this model provides the means and methodology to conduct performance-based functional analyses of infrastructures.  In addition, the model can serve as a common assessment template for comparing infrastructure capabilities across organizational structures.  Using the model’s standard framework, managers can achieve quantitative baselines, conduct comparisons of existing or planned capabilities to customer requirements, and plan modernization strategies, and conduct resource allocation and justification activities.  

	In addition to uses as a stand-alone management tool, the assessment model cab be combined with supplemental inventory and cost templates (see Section 4) to enhance their usefulness and flexibility. In practice, the assessment model most commonly is combined with component specification surveys to give managers more comprehensive infrastructure component and capability information. In this manner, a manager can see how effectively infrastructure components meet customer requirements, and also capture a partial component inventory.

3.2	Methodology and Process

	The Metrics Team based its metrics development methodology on the theory that any large, complex system can be broken down, logically and functionally, into smaller related areas for examination.  By defining the correct breakdown of an infrastructure into appropriate capabilities, attributes, and individual items to assess, one can calibrate the data items to reveal performance-based, mission-related capabilities as compared to those needed to accomplish the mission.  This theory is illustrated in Figure 3-2.

Figure 3-2

Metrics Development Methodology Framework
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	With this forming the foundation of the metrics process, the Metrics Team uses a logical progression through four distinct processes—baselining, calibration, data collection and self-assessment—to identify, measure, weigh, and rate base-level technology readiness. 

	The baseline process begins with team briefings to command or installation IT managers on the metrics project and its set of common technology capabilities, attributes, and metrics. Managers are shown how they can tailor the master list to their specific command mission requirements by modifying, deleting, or adding new metrics, attributes, or capabilities that are specific to their installation.  This initial assessment process supports the methodology framework shown in Figure 3-2 and validates the specific metrics that will be measured and rated for each infrastructure component area or capability.  Once managers complete tailoring the capabilities, attributes, and �EMBED Unknown���

metrics, the calibration process begins as shown in Figure 3-3.

Figure 3-3

Base-Level Technology Metrics Process



	Baselining tailors the Metrics Team’s master metrics database (compiled and validated throughout the life of the metrics program and during on-site assessments at six Service installations) to reflect the installation’s technology infrastructure.  Local installation managers start with this master list and tailor it to reflect the conditions and missions specific to their locations or commands by deleting, adding, or modifying the metrics.  

	Using the tailored baseline list, managers enter the calibration phase of the assessment when they assign weights (or priorities) to each metric and attribute.  The weighting scheme serves dual purposes: (1) to provide a relative balance among varying metrics, attributes, or capabilities that possess different degrees of importance to specific technology capabilities; and (2) to permit functionally related metrics or attributes to be “rolled up” to provide a measure of mission-capable readiness.  Likewise, managers assign relative weights to each attribute within a set of capabilities.  Together, these data elements provide a means to rate individual capabilities or an entire installation’s technology readiness.

	After establishing relative weights and measures, functional managers (or commands) set mission requirements for each metric. That is, functional users determine the performance level at which a specific metric must perform or be able to contribute to permit full mission accomplishment.  If a metric falls below this standard, the IT manager would expect some degradation in mission accomplishment.  Normally, the primary installation staff officer responsible for technology capabilities reviews and verifies these elements to ensure objectivity.

	With calibration complete, managers conduct data collection as a final step to change the Team’s master database into a calibrated installation database.  This process begins with managers reviewing previously validated metrics and introducing actual installation data for each metric.  This is accomplished through interviews with appropriate functional area managers and relies heavily on their in-depth knowledge of day-to-day operations and specific command concerns and priorities.

	The Metrics Team maintains the information in an automated computer application that computes ratings after managers and team members collect all metric-related data.  The application compares the actual data to the mission-capable standard to produce a metric “raw score.”  The application then applies specific metric weights to raw scores and produces a weighted score.  This weighted score becomes the basis for various “roll-ups” that produce weighted scores or ratings for each capability and attribute in a command’s metric database.  

�EMBED Unknown���

	The rating schema used to assess performance readiness assumes that a metric, attribute, or capability with a weighted rating of 100 is at full mission capability, equaling or exceeding the established mission-capable standard.  Conversely, a weighted rating of less than 100 indicates some degree of degradation to a metric’s, attribute’s, or capability’s contribution to full mission accomplishment.  This information can be viewed by individual managers charged with the responsibility for one or more capabilities, or can be used by base-level managers to compare the state of readiness of their technology capabilities across multiple functional areas.  This process is illustrated below in Figure 3-4 and is related directly to the base-level technology metrics process shown in Figure 3-3.  

	Assessment starts with metric, attribute, and capability ratings derived from the calibrated installation database, and ends with modifications to the technology database and readiness ratings.  Self-assessment encourages objective examination of mission requirements, metric weights and installation data, insures applicability and relevancy to the particular installation’s mission, and helps identify inappropriate resourcing—either too little or too much—to a given metric, attribute, or capability.  Figure 3-5 illustrates typical steps IT managers and commanders might take during a metrics assessment.

�EMBED Unknown���

	If, following a calibration and assessment cycle, ratings show that metrics meet or exceed established mission requirements, a manager should verify that the standards and installation data reflect true conditions.  A manager or commander might then want to assess the level of resources allocated to that capability or attribute to ensure appropriate funding, personnel, and time resources are being applied.  Barring changed conditions or missions, the manager could then update the installation database and be prepared for the next iteration of the process.

	Conversely, if ratings indicate the installation is not meeting mission requirements, a manager can identify the cause of the shortfall and reallocate resources, as necessary and possible, to correct the deficiency.  However, if the manager is unable to reallocate due to lack of resources or authority, the manager should work with the appropriate organization or headquarters that has the authority to the problem.  Then, the installation metrics can be modified to reflect actual conditions.  While this may or may not improve capability ratings, it should make it easier to highlight shortcomings and track actions being taken to correct them.

	It is also a distinct possibility that a manager may uncover a problem that leads to the need for new metric measurements or data items.  In this case, a manager could modify the existing installation database with the new item and either proceed directly into a calibration and assessment effort to flesh out the new items or modify the existing database and postpone calibration until the next scheduled iteration.  

3.3	Technology Infrastructure Metrics 

	This portion of the report discusses technology infrastructure functional components that deal with communications and connectivity infrastructure components, as well as airfield operations and a preliminary version of topics that address network or IT operations centers.  The Metrics Team developed these functional components in coordination with Service IT professionals and six installations to reflect parts of technology infrastructures that exist in all or most situations, and are non-Service specific.  The following communications and technology infrastructure components are discussed in this section.  

	These components, or “capabilities,” as well as each component’s contents, evolved throughout the metrics program and present the current state of knowledge on DoD installation infrastructures.  Each of the following sections describes a set of metrics assessment worksheets that are included in appendices A-G.  The worksheets provide a starting point for installation technology assessments and do not represent a fixed or finite set of metrics and organizations.  Rather, they represent the state of knowledge and understanding at this time and should be modified as appropriate to fit specific installation missions and situations.  The worksheets reside in a Microsoft Access® database that can be used to organize and calibrate the metrics, as well to perform calculations based on performance requirements and priorities to derive relative readiness assessments of technology infrastructure components.  While not provided with this report, copies of the database may be obtained from ASD(C3I) project officers listed in Appendix P.

Infrastructure Capability Area



·	Local Area Networks

·	Installation Cable Plants

·	Wireless Telecommunication Systems

·	Telephone Switch Communications 

·	Visual Information Systems

·	Aircraft Landing and Navigation Systems

·	IT Operations Centers�Related Appendix
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	Each set of  performance metrics assessment worksheets can be used to establish component-specific baselines and to assess existing infrastructure service requirements, performance levels and costs.  Each component worksheet divides the infrastructure capability under investigation into sets of related functional attributes.  These attributes, in turn, contain some number of individually calibrated metrics that relate to that particular attribute.  By assessing each appropriate metric, readiness ratings may be rolled up from the attribute level to the capability level, thus assessing the entire infrastructure.  (see Figure 3-4)

The baselines developed through the worksheets contribute to a manager’s understanding of overall communications and technology infrastructures.  This information can be used to identify opportunities for areas of improvement, consolidation and future planning.  

The following listing details each communications and technology metrics assessment area covered in this report and shows the related attribute areas for that infrastructure component.  The metrics that form the basis of the assessment process are contain within the attributes shown below, and are listed in the cited appendix.

Local Area Networks – see Appendix A

·	Inventory Information

·	LAN Capacity

·	External Connectivity

·	Management Services�·	Messaging Systems

·	Interconnection Devices

·	Critical Power

·	LAN Security

·	Customer Support (Help Desk).��Installation Cable Plant – see Appendix B

·	Inventory Information

·	Outside Plant

·	Internal�·	Pier-side Connectivity

·	Cable Management System.��Wireless Telecommunication Systems – see Appendix C

·	Fixed Radio Systems

·	Cellular Phone Service

·	Pager Service System

·	Trunking Systems 

·	Nontrunked Systems�·	Automated Communication Planning Systems

·	Management

·	Maintainability

·	Customer Support (Help Desk).��Telephone Switch Communications – see Appendix D

·	Inventory Information

·	Telephone System Capacity

·	Telephone Switch Capability

·	Access to Switched Telephone Networks�·	Telephone Switch Management

·	Maintainability

·	Customer Support (Help Desk)

·	Telephone Switch Back-Up.��Visual Information Systems – see Appendix E

·	Inventory Information

·	Fixed VTC Capability

·	Portable VTC Capability

·	Desktop VTC Capability 

·	Broadcast Services�·	Visual Information (VI) Products

·	VI Services

·	Management

·	Maintainability

·	Customer Support (Help Desk).��Aircraft Landing and Navigation Systems – see Appendix F

·	Airport Surveillance Radar

·	Secondary Surveillance Radar

·	Precision Approach Radar System

·	Radar Approach Control Radio Systems

·	Instrument Landing System

·	Tactical Air Navigation System

·	Air Traffic Control Tower Radio Systems�·	Next Generation Weather Radar

·	Principle User Processor (PUP)

·	Weather Sensors

·	Personnel (Maintenance)

·	ACLS (Automated Carrier Landing System)

·	ICLS (Instrument Carrier Landing System).��IT Operation Centers (Network Operation Centers) – see Appendix G

·	Component Specifications�·	Security Management��·	Performance Management�·	Facilities.��·	Accounting Management���



�4.  Infrastructure Inventory Surveys 

	To help managers gain a clearer picture of their communications and technology infrastructure condition, the Metrics Team developed a series of inventories, and requirements and cost surveys to compliment the Performance Assessment Model described in Section 3.  These inventories and surveys were developed jointly with key members of the IT industry and the Chief of Naval Operations N61 staff.  The inventories and surveys are organized into functionally related groups as illustrated in Figure 4-1 and, like the previous assessment worksheets, are included in appendices to this report.

Figure 4-1

Infrastructure Inventory and Survey Listing
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4.1	Background

As the metrics program matured, the Metrics Team expanded its capabilities to include highly tailored inventories and surveys to supplement and expand the metrics assessment process.  These inventories and surveys have s become important parts of the metrics program and have been used successfully both in supporting and independent roles for specific infrastructure modernization planning efforts. 

Currently, the metrics program uses two types of infrastructure inventories (concise component specifications discussed in Section 3, and more comprehensive inventories shown here) and two surveys that collect information on metropolitan area networks and cost data.  This set of modules was developed during the Navy’s IT-21 Ashore Acquisition Strategy project that supported modernization and acquisition efforts in Oahu, Hawaii, and the Tidewater, Virginia, regions.

4.2	Methodology and Process

	One of the foundations for managing technology infrastructures is a complete understanding of installation and user components and functional requirements.  Often, however, this basic level of understanding has been undermined by the independent and disjointed manner in which infrastructures have developed during the past decade.  Lacking centralized planning or resource allocation authorities, organizations have tended to develop their own infrastructures.  These independent structures typically have been based on unit priorities and requirements, and were funded through independently acquired resources rather than managed planning groups.  

	The proliferation of individually designed and developed infrastructures, and components, has produced incompatibility and redundancy problems for both organizational and installation or enterprise-related IT planners.  On-site experience has shown that staffs at all levels of command lack a clear picture of what they have, what their customers have, and, most importantly, an understanding of installation requirements.

4.3	Areas of Consideration

	This portion of the report discusses technology infrastructure related inventories and surveys developed to compliment a metrics assessment, or that can be used in independent projects by IT planning staffs.  Like the metrics, these inventories deal primarily with communications and connectivity infrastructure components.  The following infrastructure inventories and surveys are discussed in this section and are provided as sample performance assessment worksheets in the appendices.

·	Command Technology Inventory; consisting of subsections for external connectivity, LANs and workstations, and telephone key systems 

·	Visual Information Systems Inventory

·	Telephone Switch Systems Inventory�·	External Cable Plants Inventory

·	Performance-Based Functional Requirements Survey

·	Infrastructure Costs Survey

·	Information Assurance Survey

·	Metropolitan Area Network Requirements Survey��Command Technology Inventory

The command technology survey establishes a baseline for existing infrastructure, performance levels, and service features for LANs, telephone key systems, and external connectivity in a command or at an installation that has centralized IT authority.  The baseline contains functional areas that, when taken as a composite, contribute to a comprehensive picture of a technology infrastructure and its requirements.  This information has been used to identify opportunities for regional improvements and consolidation of technology services.  

	The command technology inventory contains three major sections that help establish requirements and inventories for (1) external connectivity; (2) LANs, computers and workstations; and (3) telephone key systems.  Major components of each of the three command technology inventories are highlighted below.  The inventory worksheet for this area is located in Appendix H.

·	External Connectivity ��·	LAN and Workstations ���NIPRNET/SIPRNET ���Command LAN���Internet���LAN Hardware���In Area Leased Lines���Internet/Intranet Services���Out of Area Leased Lines���LAN Software������User Profile��·	Telephone Key Systems ���Workstation Summary���Command Key Systems���Stand-alone Summary���Feature Packages���Bandwidth������Legacy Systems������LAN Facilities������Management Services������Messaging Systems������Interconnection Devices������Critical Power������Customer Support������LAN Inside Cable Plant������Outside Cable Plant��Video-Teleconferencing Centers (VTC) Inventory

	The VTC survey concentrates on technology requirements and inventories at command or installation video-teleconferencing centers and covers fixed studios, portable or rollabouts, and desktop applications.  Once completed for all command or installation VTCs, the inventories provide managers a comprehensive assessment of user and connectivity requirements and current equipment.  The inventory worksheet for this area is located in Appendix I.

	Major sections of the VTC inventory cover;

·	General equipment-related information

·	Capabilities

·	Management�·	Facilities

·	Costs

·	Connectivity

·	Performance.��Telephone Switch Inventory

	The telephone switch inventory establishes a baseline for existing infrastructure, performance levels and service features provided by existing private branch exchanges (PBX), multifunction switches (MFS), defense switched network (DSN), and end office telephone switches.  The inventory worksheet for this area is located in Appendix J, and contains sections that cover:

·	General Equipment Information

·	Switch Hardware

·	Switch Software

·	Local Area Call Volume

·	Voice Mail Systems

·	Automatic Call Distribution

·	Power Management

·	Switch Package Features

·	Switch Capacity�·	Reliability

·	Features

·	Switch Management

·	Operations Personnel

·	On-base Support

·	Call Detail Reporting

·	Performance

·	Costs.��External Cable Plant Inventory

	The external cable plant inventory focuses on existing infrastructure and performance levels for exterior cable plants.  In addition to main or backbones, the inventory captures information and specifications on branch lines that connect backbones to building or other LAN networks.  The inventory worksheet for this area is located in Appendix K.  Major sections of the inventory cover;

·	General Cable Plant Information

·	Plant Composition Summary

·	Copper and Fiber Backbones�·	Branch Lines

·	Pier-Side Connectivity Summary

·	Management

·	Reliability.��Infrastructure Costs Survey

	The infrastructure costs survey captures key elements of command costs associated with maintaining, operating, and providing technology services. This survey is divided into many sections that assist managers in gaining a comprehensive picture of the technology costs they incur across many functional and management areas.  The cost survey is located in Appendix L, and covers the following areas;

·	General personnel information

·	Acquisition and leasing costs

·	Maintenance costs

·	Telecommunication costs

·	Operations and support costs�·	Contracts

·	Other IT costs

·	Budget profile information

·	Work requests and reimbursable costs

·	Unfunded requirements��Performance-Based Functional Requirements Survey

	The performance-based functional requirements survey produces information important to establishing installation or command technology-related computing, communication, and connectivity information and requirements.  The performance-based functional requirements survey is located in Appendix M.  Major sections of the Performance-Based Functional Requirements Survey cover;

·	Computing Services

·	Computer Peripherals

·	Network Services�·	Voice Services

·	VTC Services

·	Other IT-related Requirements.��Information Assurance Survey

	The information assurance survey concentrates on installation or command technology infrastructure security requirements. The information assurance survey is located in Appendix N.  Major sections of the Information Assurance Survey cover;

·	General System Requirements and Definitions�·	Architecture Parameters��Metropolitan Area Networks (MAN) Requirements Survey

	The intent of this survey is to: 1) determine the community of interest, or commands, a MAN would serve; and 2) identify the functional requirements, or types of information, that would ride the MAN.  Additionally, this survey gathers information on the current telecommunications structure at each base.  It is anticipated that a MAN will:

Provide high speed, high bandwidth dedicated connectivity among subscribers

Aggregate existing NIPRNET/SIPRNET connections behind a common gateway

Decrease total cost of local voice, video and data connectivity.

	The inventory worksheet for this area is located in Appendix O and covers;

·	Community of Interest and Functional Requirements

·	External Connectivity

·	Base Area Network Profile

·	Base Area Management and Support�·	External Connectivity Equipment

·	Remote Server Connectivity

·	Network Applications

·	High Demand Traffic Connectivity

·	MAN Performance Requirements.��



� The Navy IT-21 Integrated Program Team includes:  AT&T, Boeing Information Systems, Booz·Allen & Hamilton, Computer Sciences Corporation, Coopers & Lybrand, EDS, GTE, IBM, Lockheed-Martin, Lucent Technologies, N.E.T. Federal, and Science Applications Corporation.

� Booz·Allen & Hamilton led the Metrics Team and conducted metrics assessment visits at:  NOB Norfolk, NAS Oceana, Ft. Bragg, Langley AFB, Seymour Johnson AFB, and Camp Pendleton.
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