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Appendix I
GUIDELINES TO SUPPORT DoD Y2K OPERATIONAL READINESS

I.1
Introduction

This document provides guidance on implementing the direction to the Principal Staff Assistants (PSAs) to verify year 2000 functional readiness per the letter from Dr. John J. Hamre signed 24 August 1998, entitled, “Subject: Year 2000 (Y2K) Verification of National Security Capabilities.” This appendix provides guidance on planning, executing and evaluating activities required to assess Y2K readiness.  This appendix expands the “Year 2000 Computing Crisis Testing Guide,” GAO/AIMD – 10.1.21 (June 1998) to include methods for evaluating the Y2K impact at the DoD Enterprise level (defined as multiple DoD system architectures that encompass multiple DoD missions or functional data flows).

The Joint Staff (JS) is responsible for planning, executing, evaluating and, reporting Y2K Operational Evaluations (Op Evals).  The Services are responsible for planning, executing, evaluating, and reporting all mission critical systems not specifically tested in CINC Y2K Op Evals.  It is expected that the JS and Services will use their existing processes to support these activities.  Therefore, the guidance in this document is primarily provided as a reference for the Functional Area PSAs and managers who may not have had the opportunity to conduct testing of this magnitude in the past.  The responsibility of the PSAs includes planning, executing, and evaluating all mission critical systems not otherwise tested and for ensuring that processes that fall within their purview are evaluated.   

The three general activities of planning, execution, and evaluation are used to assess progress toward demonstrating Y2K Readiness throughout the DoD.  Although planning, execution, and evaluation are performed sequentially and implemented differently throughout the DoD, all three activities will be underway at the same time as the various levels of the DoD demonstrate that functional and mission capabilities are not adversely impacted by Y2K problems.  The enterprise-level evaluations described in this section are the culminating test activity and builds on the unit, software integration, and system acceptance testing conducted as part of the 5-phase remediation process.

I.2
Y2K Operational Readiness Planning 

As stated in the Sections 334d of Public Law: 105-26: National Defense Authorization Act for Fiscal Year 1999, “Alternative Testing Method - In the case of an information technology or national security system for which a simulated year 2000 test as part of a military exercise…is not feasible or presents undue risk, the Secretary of Defense shall test the system using a functional end-to-end test or through a Defense Major range and Test Facility Base.”  

In order to develop an end-to-end test, missions and core business processes that are required for unimpaired operational performance in the year 2000 need to be identified.  The next step is to identify the systems that support the missions and core business processes.  Those systems should then be included in an end-to-end test that is constructed so that it evaluates the Y2K impact on a mission or core business process from beginning to end.   These end-to-end tests will be conducted through JS/CINC Y2K Op Evals (see Section I.2.1.1), Service-sponsored Y2K System Integration Tests (see Section I.2.1.2), and Functional Area Y2K End-to-End Tests (see Section I.2.1.3). These three types of Y2K Events (JS/CINC, Service, and Functional) collectively cover all the Y2K events that are necessary to demonstrate the Y2K readiness of DoD missions and functions.

1.2.1 Stand Alone Systems

Systems, which are believed to be stand-alone systems, may apply for a waiver from Y2K testing.  For such systems, the waiver will be submitted by the Functional Area PSA, Service or Agency Y2K lead.  Waiver requests are not to be submitted directly to the DoD Y2K Executive. Waiver request will:

· Document that the system has been remediated, or its current phase of remediation if applicable, by providing the DoD Y2K database identification number.  
· Contain an explanation if the field for Memorandum(a) of Understanding in Place is marked “yes”, indicating that the system exchanges data with other systems.  If marked yes: clarify why the system is yet deemed stand-alone; identify the system(s) with which data is exchanged, along with a concurrence from the Functional Area PSA, Service or Agency Y2K lead that testing is not required.  
· Provide any additional information necessary to make a waiver determination.  
· Require no specific format for the waiver request.
1.2.2 Trusted Systems

Some mission-critical systems that process dates can not be taken operationally off-line without potentially causing adverse impacts to safety, security and real-world operations.  Additionally, these systems can not be otherwise simulated in a reasonable Y2K operational testing environment.  The mission-critical systems falling within this definition may be classified as “Trusted Systems”.  The Executive Agent for a trusted system still has to address risk assessment and risk mitigation procedures. 

Each Executive Agent (EA) with a system that could be classified as “trusted,” and therefore be excluded from testing, must provide a detailed statement regarding the justification and risk assessment and risk mitigation factors.  Each detailed statement must have the concurrence of the respective Y2K Office Chief Information Officer (CIO) and the respective EA for the mission-critical system.  CINC submission is provided to the Joint Staff Y2K office before being submitted to the OSD.  The OSD Y2K Office Principal Director, OSD Year 2000 Program Office, will review the submission and classify the system accordingly.

The submission to the OSD Y2K Office for systems identified as “Trusted” must include the following information:

· The complete name/title, acronym, identification number, and the respective system Y2K CIO and Executive Agent of the mission critical system.

· The reason(s) why the system cannot be taken off-line for testing, including the risks associated with not being able to conduct Y2K testing; and reason(s) why the system can not be constructed in a simulated “mirrored” network and tested.

· The established Y2K risk mitigation steps and procedures and/or required mitigating the identified risks.

During planning activities, missions and core business processes will be mapped to the specific systems and interfaces that are intended to perform them.  As events are completed, missions, functional area capabilities, systems, and interfaces will be assessed.  Consequently, a continuously increasing level of confidence that the DoD will be able to perform its missions undeterred by adverse Y2K effects are achieved.  This level of confidence is above and beyond the system by system testing completed in the 5-phase remediation process.

I.2.1
Types of Y2K Events
I.2.1.1
Joint Staff/CINC Y2K Op Evals

Op Evals will be conducted to meet the requirements of Public Law 105-26, Section 334.  JS/CINC Y2K Op Evals are nominated for Y2K assessment based on CJCS guidelines. The selected Y2K Op Evals will be assessed by the Functional Areas to identify gaps in core warfighter support processes that are not covered.  Functional Area Y2K End-to-End Tests will be structured to address these shortfalls.  Y2K Event information such as the number of overall capabilities covered, the number of critical systems involved in supporting the informational flow of the tasks, and the number of organizations involved, is used as a measure of an increasing level of confidence in DoD Y2K operational readiness.

I.2.1.2
Service-sponsored Y2K System Integration Tests

The Services will conduct as many Y2K System Integration Tests as deemed necessary and feasible.  The Services are responsible for testing all the interfaces to each of their systems to ensure Y2K compliance.  In some circumstances, system integration or operational evaluations involve a large number of systems, demonstrate a high level function or mission capability, and span across multiple Services, Agencies, or non-DoD partners.  Such events that are conducted in a Y2K operational environment can serve to assess portions of JS/CINC and Functional Area Y2K readiness.  Therefore, it is anticipated that some mission or functional area processes will be evaluated during Service-sponsored Y2K System Integration Tests.

During the planning phase, evaluation objectives and data from all levels will be compared against these system integration events to determine if any of the higher-level capabilities are demonstrated.  This process allows the DoD Y2K Office to correctly assess the current status of the Department-wide Y2K operational capabilities, to avoid unnecessary duplication of Y2K testing, to efficiently allocate scarce resources, and to identify risk areas.  Upon request, the DoD Y2K Office will observe or participate in Service-Sponsored Y2K System Integration Tests and gather coverage information.  This information will be consolidated with information from Functional-Area Y2K End-to-End Test events and JS/CINC Y2K Op Evals and be provided back to stakeholders to facilitate the flow of information across all DoD Services and Agencies. 

I.2.1.3
Functional Area Y2K End-to-End Tests 

The Principal Staff Assistants (PSAs) are responsible for ensuring the end-to-end functional process flows that support their functional area are assessed either in a JS/CINC Y2K Op Eval, a Service-sponsored System Integration Test, or through a Functional Area Y2K End-to-End Test.

Each PSA is responsible for conducting an assessment of their functional area to determine the Y2K operational readiness of their primary functions.  The assessment process will require activities such as the identification of core processes and the systems/interfaces they require; an assessment of readiness for those systems/interfaces to support scheduled Y2K Events; and the evaluation of Service and JS/CINC-level coverage and results.  Using this information, the Functional Areas will determine the need for additional Functional Area Y2K End-to-End Tests to fully demonstrate operational readiness of their primary functions. 

I.2.1.4
Relationship between Types of Events

The relationship between these three types of events is depicted in the Figure I-1, “Scope of Department-Wide Y2K Evaluation”.  All systems that are directly involved in Major Theater War will be tested in a CINC Y2K Op Eval.  Each of those systems must be tested a second time in a CINC Y2K Op Eval, a Functional Area Y2K End-to-End Test, or a Service-sponsored Y2K System Integration Test.  All other Mission Critical Systems will be evaluated at least once in either a Functional Area Y2K End-to-End Test or a Service-sponsored Y2K System Integration Test.  Inclusion in one of these events is not explicitly required for systems that have no date dependency or that are in a standalone environment.
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Figure I-1.  Scope of Department-Wide Y2K Evaluation 

I.3
Functional Area Y2K Planning

For each functional area, the PSA is responsible for development of a Y2K Master Plan.  This plan will be the overall guiding document for all subordinate Event Plans that focus on specific Y2K Events.  The DoD Y2K Office will work with the PSAs to:

· Evaluate the progress of Y2K event planning,

· Track and report Functional Area coverage information, and

· Provide coverage information from JS/CINC Y2K Op Eval plans.
Deliverables from the PSAs are defined in Table I-1.

Note: All functional areas should perform all activities of the planning process and produce all planning artifacts noted.  
	Service Systems Y2K Test Certification:
	November 1, 1998

	Y2K Master Plan:  
	November 1, 1998

	Y2K Master Schedule (may be part of Master Plan):  
	November 1, 1998

	Progress Measurements:   
	March 1, 1999
(and monthly thereafter)


Table I-1.  Y2K Event Deliverables 

To provide the Secretary of Defense with a level of confidence that all functions and missions will demonstrate operational readiness in the year 2000, Functional Area Y2K Coordinators for each PSA should have developed the deliverables on or before the dates indicated.  Sections I.3.1.2 and I.3.1.3 discuss the Y2K Master Plan and Master Schedule, respectively, in more detail.

I.3.1
Work Products for Functional Area Y2K Planning

I.3.1.1
Functional Area Y2K Organization 

A Y2K Event Organization, like the one in Figure I‑2 should be defined to ensure that the participant organizations clearly understand their roles and responsibilities.  In cross-functional events, all participants not only need to have a clear understanding of their responsibilities, but also need to come to an agreement on which resource from which organization will act as the overall Y2K Coordinator for the overall functional area.  This structure should be included as part of the Y2K Master Plan.   

To help identify all of the participants necessary to conduct an exercise, a process flow should be developed that depicts the end-to-end flow of all core processes in the Functional Area.  All of the external interfaces tangent to the boundaries defined for the functional area should be identified and a representative from the responsible organization should be included in the Y2K Organization.  
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Figure 1-2.  Notional Y2K Event Organization
Possible roles and responsibilities for the organization, as shown in Figure I.3-1, are outlined below.

1. Y2K Coordinator:

· Maintain master schedule

· Act as central Point of Contact

· Coordinate Events

· Report results 

· Provide conflict resolution

· Retain repository of all meeting notes, plans, schedules, and results

· Establish and maintain management controls

2. DoD Y2K Observer/Support:

· Provide Y2K guidance

· Attend all working groups, conferences, and readiness reviews

· Observe Y2K events

· Assess event results 

· Independent assessments

3. All Y2K Evaluation Managers:

· Provide plan for subordinate activities

· Provide resources to conduct events

· Coordinate with other participants

· Analyze activity results

· Provide event schedules

· Provide cost impacts

· Be able to provide funding

· Create additional supporting agreements, as necessary

· Identify required participants from their organization

· Retain repository of all meeting notes, plans, schedules, and results of subordinate events

In addition to these roles and responsibilities, authority roles should be identified that include the contribution of the DoD Y2K Office, OASD (C3I), OSD/A&T, Services, Agencies, Unified and Specified Commands, and Joint Staff.  Additional roles and responsibilities should be identified for each planned event, depending on the particular needs of that Functional Area. 

I.3.1.2
Y2K Master Plan

Each functional area PSA should develop a Y2K Master Plan that provides overall guidance cohesion among participants and stakeholders.  Each Y2K Master Plan should address those issues most pertinent to that function.  For information on writing a master plan, refer to existing standards for best practices such as the “Guide for Management of Test and Evaluation for Acquisition Programs: Program Manager Desk Reference, version 4.0, 29 May 1996.”  Each Functional Area will identify and rank-order their core processes.  For each core process, the string of systems and interfaces required to perform the process is identified. 

Based on the identified core processes, the Y2K Coordinator will develop a Y2K Master Plan that describes what activities will be accomplished to demonstrate overall functional readiness.  It is highly likely that planning for the overall functional area will occur in concert with detailed planning for specific events discussed in section I.3.2.

If a Y2K Master Plan does not currently exist, a plan of action with roles and responsibilities is defined to ensure development of a strategy for that functional area to perform demonstrate readiness using Y2K end-to-end tests within each functional area. 

If a Y2K Master Plan already exists with subordinate plans, procedures, and resources to accomplish the Y2K Events, a PSA, Y2K Coordinator, or Y2K participant manager will be responsible for identifying, collecting, and storing all relevant documentation.  A POC for the Functional Area will be established so that data on the Functional Area products and progress is available for department-wide management, oversight, and independent audits (e.g., IG Audits).

In developing the Y2K Master Plan, the identified systems/interfaces will be cross-checked against the systems/interfaces being evaluated in the JS/CINC, and Service-sponsored Y2K System Integration Tests to de-conflict and coordinate related efforts and objectives.  The Functional Area Coordinator will facilitate Y2K events to address coverage deficiencies.

Table I.3-2, “Traceability Table for Testing Related Requirements and Mandates”, maps generic Plan sections to Public Law 105-262, Public Law 105-261, 07 Aug 98 SecDef Memo, 24 Aug 98 DepSecDef memo, and the GAO/AIMD-10.1.21.  It is advised that each Y2K Master Plan address the topics in this table to ensure compliance with requirements.  

Guidance addressing the content of Y2K Event Plans is provided to ensure conformance across the functional area.  Items such as the following should be included:

· Event Coordinator and participant team,
· Assumptions,

· Definitions,

· Boundaries of Y2K Events,

· Expectations,

· Configuration Identification,

· Risks,

· Costs,

· Timeliness,

· Reporting,

· Work product development,

· Deliverables and milestones,

· Analysis,

· Critical Issues, and

· Roles and responsibilities, including signature authority and responsibilities of the OASD (C3I)/Y2K, OSD/A&T, Services, Agencies, Unified and Specified Commands, and the Joint Staff.

	
	Example
Test Plan Sections
	
PL 105-262

	
PL 105-261

	07 Aug 98
SecDef

	24 Aug 98
DepSecDef

	GAO/AIMD-10.1.21


	
	Title and Approval Signature Page
	
	
	
	980824H-2
through 13
980824H-17
980824H-18
	5.2

	1.
	Introduction & Overview of Test Purpose, Strategy, and Approach
	8116 (a)
8116 (f)
	333 (a)

333 (f)
	
	980824H-9
through 13
	5.1

	2.
	Description of Core Operations/ Functions

· High level business process flows (e.g., IDEF-0)

· Identification of systems
	8116 (f)
	333 (f)
	980807C-4
	980824H-14
980824H-16
	5.1
6.1

	3.
	Roles and Responsibilities

· “Virtual” Organization Chart showing the inter-Service, inter-Agency, cross-functional participants

· Identification of all participants

· Roles and responsibilities of each participant organization
	8116 (f)
8116 (g)
	335
	
	980824H-9
through 13
980824H-14
980824H-17
	5.3
6.2

	4.
	Master Test Schedule (WBS)

· Planning sessions

· Participant events

· Follow-on assessments

· Contribution of resources
	8116 (a)
8116 (f)
8116 (g)
8117 (c)
	333 (a)
333 (f)
334 (c)
	
	980824H-9
through 13
980824H-18
	5.5

	5.
	Management, Oversight and Reporting
	8117 (e)(2)

	334 (e)
	980807C-5
	980824H-7
980824H-20
	5.6-5.9
5.11
6.1-6.3

	6.
	Configuration Control Process
	
	
	
	
	5.9
5.11

	7.
	Follow-on Assessments

· Coverage/Gaps

· Risks

· Mitigation Strategies

· Independent Test /Review/ Audit
	8117 (e)(2)
8117 (f)

	334 (e)
334 (f)
335
	980807C-5
	980824H-15
	5.1
5.11
6.2-6.3

	Table I-2.  Traceability Table for Testing Related Requirements and Mandates

	8.
	Remedial Action Planning

· Regression Tests

· Contingency Plans

· COOPS

· Simulations
	8117 (e)(2)
8116 (f)
8116 (g)
	333 (e)
333 (f)
333 (g)
335
	
	980824H-15
	5.10
6.4

	A
	Appendix A: Mission Critical Systems List 

· owner/POC

· location of system status information*
	8116 (f)
8117 (g)
	333 (f)
333 (l)
	980807C-4
980807C-10
	980824H-16
980824H-21
	5.4

	B
	Appendix B: System Y2K Certification Letter Information*
	8116 (f)
8116 (h)
	333 (f)
333 (h)
	980807C-8
	980824H-19
980824H-20
980824H-22
	5.4
5.6

	C
	Appendix C: Interface Agreement Information*
	
	
	980807C-4
980807C-11
	
	

	D
	Appendix D: Waiver Requests & Waiver Information*
	
	
	980807C-17
980807C-18
	980824H-20
	

	E
	Appendix E: Contingency Plan Information*
	8116 (f)
	333 (f)
	
	
	5.9

	F
	Appendix F: Other Supporting Information

· Checklists

· DoD Y2K Requirements Trace Table
	
	
	
	
	

	
	NA
	
	
	980807C-1
through 3
980807C-6
through 7
980807C-12
through 13
980807C-15
through 16
980807C-19
through 21
	980824H-1
980824H-3
through 6

980824H-8
	1.0
trough 5.0
6.0


Table I-2.  Traceability Table for Testing Related Requirements and Mandates (Continued)

* “Information”, as it is used here, refers to the information required to locate the identified item(s).  It is not expected that the Master Plan will include actual copies of contingency plans, MOAs, etc.

For information on the specific requirements mentioned in reference to the Cohen and Hamre memos, see Annex A and Annex B, respectively.  

I.3.1.3
Functional Area Y2K Master Schedule

A Y2K Master Schedule should be developed depicting a timeline through the end of the Y2K process, including final assessment activities and restoration to normal operations.  All functional area Y2K events should be included.  The Y2K Master Schedule should address progress for both systems and infrastructure; readiness reviews and milestones; end-to-end events and overall functional area assessments; Contingency Plans; and Continuity of Operations Plans.  The Master Schedule may be included as part of the Master Plan. 

I.3.2
Y2K Event-Specific Work Products

For each defined event in the Functional Area Y2K Master Plan, a Y2K Event Plan should be prepared.  This is a subordinate Plan to the Y2K Master Plan that should have been completed by November 1, 1998.  This Y2K Event Plan will focus on each individual event and should be prepared no later than 45 days prior to the event.  Although the DoD Y2K Office does not require that these plans be sent to the Office for review, the Plan(s) may be requested if further review of a particular risk area is required (e.g., IG Audit).

Y2K Event planning sessions should be used to facilitate the event planning activities and product development.  The event plan will identify the mission critical systems to be tested, testing setup, execution, recovery, contingencies, Y2K Continuity of Operations Plan, and expected results.  During plan preparation, it will be verified that each system and interface involved is Y2K-compliant and has a Contingency Plan in place.  The location of these documents should be referenced in the Event Plan.  The plan will also identify the processes addressed by the event, as well as the Services, Agencies, and participant resources required to conduct the event.  The Y2K Event Plan should be submitted to and retained by the Y2K Coordinator.

The Functional Areas will continually evaluate their event requirements based on results from events and results achieved by Y2K Op Evals as they happen.  Additional planning sessions may be required to retest or to evaluate additional requirements upon evaluating such results.

For each Y2K Event, the following work products should be documented and approved:

· Y2K Event Plan.

· Y2K Event Procedures.

· Quick Look Report (within 7 days of event).

· Final Report (within 30 days of event).

I.3.2.1
Y2K Event Planning Process Description

One or more Y2K Event planning session should be held to identify the core functions for which Y2K readiness must be demonstrated and develop a Y2K Event Plan to achieve that demonstration.  The inputs, activities and outputs of a generic Y2K Event planning session are shown in Table I-3.
The Y2K Event Master planning session will identify and rank order core processes.  For each core process, the string of systems and interfaces required to perform the processes will be identified.  In developing the Y2K Event Plan and procedures, the identified systems/interfaces will be cross-checked against the systems/interfaces being exercised in the JS/CINC, and Service-sponsored Y2K End-to-End Tests to identify gaps and duplications.  The Mission/Functional Area will develop Y2K events to address coverage deficiencies.

Risk areas will be identified, and any risk mitigation activities will be defined at these meetings. Y2K Event planning members will need to plan how they intend to proceed through planning, execution, and evaluation.  This forum could continue to be used as a management oversight forum for the functional area.

	Inputs
	Activities
	Outputs 

	· Y2K Coverage Analysis

· Data analysis from previous Y2K Event Reviews, Joint Events, CINC Y2K Op Evals, and Service-sponsored Tests

· Y2K team member support products

· Draft documents and comments

· Functional Area Master Plan
	· Review all core functions based on Operational Capabilities and Y2K Coverage Analysis 

· Map core functions to JS/CINC task lists

· Review the status of systems and interfaces required

·  Finalize Y2K Master Plan

· Identify system architecture

· Review the status of CPs and Continuity of Operations Plans

· Identify existing Y2K Event opportunities

· Identify which Y2K Event Reviews require lab or simulation evaluation

· Identify Outreach Partners

· Tailor evaluation criteria for assessing Y2K Event results

· Task planning teams to evaluate the need for additional Y2K Event Reviews exercise events

· Draft Y2K Schedule

· Evaluate risks to schedule, readiness, and resources and determine risk mitigation

· Determine threats to functional area operational readiness

· Determine measures of effectiveness (if additional measures beyond those required by the DoD are needed)

· Identify roles and responsibilities of all players
	· Y2K Event Plan

· Y2K Event Plans (Depending on the scope of the planning session)

· Y2K Event  Schedule

· Y2K Event Organization 

· Planning Measurements/ Data Reporting (Figure 2-2)


Table I-3.  Y2K Event Planning Session Inputs, Activities and Outputs

I.3.2.2
Y2K Event Readiness Review Session

As individual Y2K Event Plans and procedures are completed, Y2K Test Readiness Review sessions will be held to monitor progress toward the event itself and to evaluate progress toward overall functional readiness.  Table I-4 shows the inputs, activities and outputs guidelines for a Y2K Readiness Review Session.

	Inputs
	Activities
	Outputs

	· Y2K Event Plan for one or more specific exercise/test events

· Applicable CPs and Continuity of Operations Plans

· Updated Y2K Coverage Analysis

· Updated system and interface status

· Configuration definition

· Y2K Schedule
· Y2K Event Procedures
	· Review status of required systems, interfaces (internal and external), CPs, and Continuity of Operations Plans

· Review precautionary measures (recovery, restoration, etc.) if not covered in CP or Continuity of Operations Plan

· Review failure source identification and resolution process

· Review evaluation criteria for exercise result

· Assess Y2K Event coverage with respect to systems, interfaces, CPs, and Continuity of Operations Plans 

· Review Y2K  Schedule
· Assign tasking for Y2K Event preparation and execution
	· Y2K Event coverage assessment to OASD

· Updated Y2K Event Plan

· Data Reporting

· Action Items

· Updated Y2K Schedule


Table I-4.  Y2K Event Readiness Review Session Inputs, Activities and Outputs

At this session, key participants will review plans and procedures to determine readiness for one or more specific events.  Systems and interfaces currently planned for validation by a Y2K portion of a future JS/CINC Y2K Op Eval or a Service-sponsored Y2K System Integration Test should be determined. Where appropriate, systems and interfaces that are already part of another event or exercise will be tracked and their status reported to the Functional Area Coordinator rather than being included in multiple Y2K Events.  During the Y2K Test Readiness Review, the Y2K Event Plan should be reviewed to assess the coverage attained.  A Y2K Event Planning Checklist should be tailored for each Y2K Event.  This checklist will contain the location of the planning information needed to conduct the particular Y2K event and to be used as a reference during the review.  By recording these locations, the Event Planner acknowledges that all the necessary planning activities have been performed and products developed.  This record documents that evidence to show due diligence is available for review, if the need arises.

I.3.2.3
Y2K Event Execution 

Y2K Event Execution involves the actual conduct of an event using Y2K event objectives, plans, procedures, and scenarios.  Each event is a process that includes risk assessment, set-up, test runs, data collection, recovery, and data analysis.  After each event, data analysis is conducted.  When a problem occurs, any on-the-spot fixes permitting an immediate repeat of the event or portion thereof is recommended whenever possible.

a.
Event Risk Assessment

Risk assessment must be performed as part of the selection of appropriate systems for inclusion in the event.  Some systems and interfaces are difficult, dangerous, or inappropriate to exercise in the field.  These systems and interfaces may be exercised in an system integration laboratory designed for such activities.  

b.
Event Setup, Execution, Recovery, and Data Collection

Event setup, execution, recovery, and data collection will be detailed in the event planning artifacts developed by the event planners.  Setup, Execution, and Recovery plans will be generated with the help of the system technical staff. 

Event system recovery involves both the restoration of system functionality for exercise purposes and the ultimate restoration of functionality at the end of the event.  Event system recovery must include detailed instruction about how clock changes for operating systems, applications, and hardware should be coordinated to avoid interfering with other time-dependent systems during pre- and post- exercise activities.

c.
Data Analysis

Y2K Event output products such as plans and procedures should specify in detail what Y2K data needs to be collected, who analyzes it, and how it is analyzed.  Technical subject matter experts participating in the exercise or test will be responsible for the data.  The Y2K Event planning products will specify which experts and what facilities are going to be used to analyze the results.  The Event Plan should also identify the mechanism for sending the Y2K data to the analysis site.  
d.
Y2K Event Review

A Quick Look report for each Y2K Event should be provided within 7 days of the event.  Within 30 days of completing an event, a final Y2K Event Report will be provided to the DoD Y2K Office.  In addition to Y2K test criteria pass/fail judgments, the report will include a list of the lessons learned and specific recommendations, including possible recommendations to ensure that certain systems are subjected to further Y2K assessment by other means, or at another time.  The lessons learned and recommendations will be provided to the contingency planning officials of all systems involved in the test event, to assist them in keeping the contingency plans current.  When a system-specific Y2K vulnerability is detected, the program manager for that system will be notified as soon as possible in order for the risk management process for that system to begin again.

3.2.4
Y2K Readiness Evaluation 

Following each Y2K event, the JS/CINC or Functional Area Y2K Coordinator will assess the readiness levels of the functions or missions covered in the event. In order to perform this evaluation, the Y2K Coordinator or the DoD Y2K Office will receive and evaluate the Y2K pass/fail status of systems, interfaces, ongoing events and, where possible, the Y2K status of specific processes and tasks.  This information will be used to determine whether specific assessments should be included in future events after appropriate corrective actions are taken.


The collection of information should be a natural outcome of the Y2K Events, where feasible, so that no separate reporting structure is necessary.  Information is tracked regarding the readiness of the participating systems, their interfaces, risks, and action items. 

I.3.2.5
Management Controls

The Secretary of Defense will be responsible for reporting cumulative assessment results to Congress, including successful Y2K Op Evals and the percent of Functional Areas and missions successfully demonstrating Y2K operational readiness.  To meet this requirement, reporting results of Operational Evaluations and Functional Area Y2K End-to-End Tests will be in accordance with Section 6, Reporting, of the, “Joint Staff Year 2000 Operational Evaluation Guide, Version 3.0 (March 1999)”.   Appendix D of the Operational Evaluation Guide contains a template for the requested reports.  Failure Analysis will occur in accordance with Section 5, Analysis, of the, “Joint Staff Year 2000 Operational Evaluation Guide, Version 3.0 (March 1999)”. 

Management controls should be established for the overall Functional Area and for each Y2K event.  At a minimum, these controls should include methods to manage schedule adherence, manage progress toward demonstrating readiness of core processes, manage coverage of mission critical systems, and manage achievement of product development and milestones.  Management controls should comply with GAO Guidelines for Management Oversight to include, but are not limited to: 

· Tracking implementation and Reporting progress,

· Soliciting Independent Assessments,

· Assessing Deviations from plan, and

· Acting on Deviations.

The following paragraphs provide examples of four management control metrics.

a. Y2K Event Schedule Volatility Metric

A DoD Master Schedule will be maintained by the DoD Y2K Office using Master Schedules provided for JS/CINC Y2K Op Evals, Functional Area Y2K End-to-End Tests and Service-sponsored Y2K System Integration Tests.  Detailed Data and supporting artifacts are maintained by each sponsor organization, will be reported bi-weekly to the DoD Y2K Office.  Changes in reported data must be accompanied with textual explanation.

The baseline schedule of Y2K events was established by the presentations provided for the 12 February 1999 Y2K Steering Committee Meeting.  Schedule updates provided monthly by the Joint Staff for Y2K Op Evals, PSAs for Functional Area Y2K End-to-End Tests, and Y2K Office Representatives for Service-sponsored Y2K System Integration Tests will annotate changes in start date or end date for each scheduled event.  Each month, the total amount of slippage in days for each event will be assessed:

· Using 7 day weeks and 52 week years,

· Start or end dates that occur later than planned are counted as a positive number of days, indicating schedule slips,
· Start or end dates that occur earlier than planned count as a negative number of days, indicating actual progress is ahead of plan, and
· Schedule changes are annotated with rationale from Event Sponsors.

The DoD Y2K Office will consolidate all reports into an overall DoD metric.  Significant slips without advance notice will be highlighted with accompanying rationale. Cumulative slippage will be calculated to support decision-makers and corrective action planning.

b.  DoD Process Capability Assurance Metric

The baseline list of processes was established by the presentations provided for the 12 February 1999 Y2K Steering Committee Meeting and will be refined as lists are completed.  The DoD Y2K Office will maintain a Department-level master list from information provided by:

· Joint Staff for Y2K Op Eval Missions and Tasks,

· PSAs for Functional end-to-end processes, and

· Y2K Office Representatives for Service Missions and Tasks.

Mission, task, and process data must be documented and associated with a scheduled Y2K event by the above organizations.  The DoD Y2K Office will consolidate reported data into an overall Department Capability Assurance metric.  The DoD Y2K Office will track planned vs. actual data as events are executed and the quick-look and final test reports are provided.

c.  DoD Mission Critical System Coverage

The baseline list of Mission Critical Systems was established by the data provided for the 9 January 1999 Y2K Steering Committee Meeting and reported in the 8th OMB Quarterly Report.  The list of systems required for each Y2K event must be mapped to the baseline MC systems list to identify the following:

· The Y2K event for which the system is required,
· The readiness of systems to support scheduled events,
· Systems required to support CINC Missions,
· Redundant testing of systems, and
· The list of systems from the baseline list that are planned to be evaluated.
Systems on the baseline MC list that do not appear on the list of systems to be evaluated must be accompanied by documented rationale to verify that:

· System does not have date related processes,
· System is stand alone, or
· System is excluded for a given reason and will be tested using alternate methods scheduled to occur at a given date.
Results from Y2K Event Execution should indicate success or failure so that planned vs. actual coverage can be assessed.

d. Test Program Completion

For each Y2K event there should be associated products, activities, and milestones.  Successful completion of these should be tracked against plan.  For each event, the following types of items should be tracked:

· Test Event Plan,

· Test Event Procedures, Scenarios, etc.,

· Test Readiness Reviews,

· Quick Look Report, and

· Test Event Final Report.
ANNEX A

DoD Y2K Office Compliance Checklist

“Subject:  Year 2000 Compliance”

(/s/ William S. Cohen)

	Req. No.

	Requirement/ Text


	980807C-1 
	The Department of Defense is making insufficient progress in its efforts to solve its Y2K computer problem. 

	980807C-2 
	To improve accountability for corrective actions, I am directing the following activities in addition to those already underway in this area.  

	980807C-3 
	I have asked the Chairman of the Joint Chiefs of Staff to develop a Joint Y2K operational evaluation program and he will give me his plans by October 1, 1998. 

	980807C-4 
	Starting with their next quarterly reports to me, each of the Unified Commanders-in-Chief will review the status of Y2K implementation within his command and command of subordinate components.  

	980807C-5 
	Additionally, starting with September 1998 Senior Readiness Oversight Council (SROC), the SROC will report on the readiness implications of Y2K.  

	980807C-6 
	By September 15, 1998, the Commander-in-Chief of the U.S. Strategic Command, the Senior Civilian Official (SCO) of the Office of the Assistant Secretary of Defense (Command, Control, Communications and Intelligence) (OASD(C3I)), and the Joint Staff Director of Operations (J-3) will provide to me a detailed report on the Y2K compliance of the nuclear command and control system 

	980807C-7 
	This report will be briefed to the DoD Y2K Steering Committee in September.   

	980807C-8 
	By October 1, 1998, the Services and Defense Agencies will each report to me on every Acquisition Category (ACAT) I, ACAT IA, and ACAT II within their purview.  Each report will address Y2K compliance or areas of noncompliance of each respective system, to include all related logistics and support systems.  Each report will be co-signed by each respective program manager and Program Executive Officer or system command commander.  This includes Reserve and National Guard components.  Reports will include corrective action plans for Y2K compliance.

	980807C-8

Continued
	By October 1, 1998, the Services and Defense Agencies will each report to me on every Acquisition Category (ACAT) I, ACAT IA, and ACAT II within their purview.  Each report will address Y2K compliance or areas of noncompliance of each respective system, to include all related logistics and support systems.  Each report will be co-signed by each respective program manager and Program Executive Officer or system command commander.  This includes Reserve and National Guard components.  Reports will include corrective action plans for Y2K compliance.

	980807C-9 
	The Military Departments, CINCs, and Defense Agencies will be responsible for ensuring that effective October 1, 1998:

	980807C-10 
	(1) The list of mission critical systems under his or her respective purview is accurately reported in the DoD Y2K database, with each change in mission-critical designation reported and explained within one month of the change to the OASD(C3I).

	980807C-11 
	(2) Funds are not obligated for any mission-critical system that is listed in the Y2K database that lacks a complete set of formal interface agreements for Y2K compliance.

	980807C-12 
	(3) Funds are not obligated for any contract that is for information technology (IT) or national security system (NSS) that processes date-related information and that does not contain Y2K requirements specified in Section 39.106 of the Federal Acquisition Regulation. 

	980807C-13 
	(4) Funds are not obligated for any domain user in the Defense Information Systems Agency (DISA) megacenter if that domain user has failed to sign all associated explicit test agreements with DISA.  

	980807C-14 
	DISA will provide a report to the OASD(C3I) by October 15, 1998, listing all megacenter domain users who have failed to sign explicit test agreements with DISA by October 1, 1998.  

	980807C-15 
	Based on OASD(C3I) recommendations, OUSD(Comptroller) (OUSD(C) will place domain user funds on withhold.

	980807C-16 
	The OAUSD(C) will issue guidance to the Military Departments and Defense Agencies on the funding prohibitions described above before October 1, 1998.  

	980807C-17 
	Program Managers for IT or NSS with critical funding needs may seek a waiver from these funding prohibitions.   

	980807C-18 
	The SCO of the OASD(C3I) may grant waivers to allow funding on a case-by-case basis.   

	980807C-19 
	We will take a hard look at progress in November and December. 

	980807C-20 
	If we are still lagging behind, all further modification to software, except those needed for Y2K remediation, will be prohibited after January 1, 1999.

	980807C-21 
	I ask for your personal, priority involvement as we address this critical national defense issue.  


ANNEX B

DoD Y2K Compliance Checklist for

 “Subject:  Year 2000 (Y2K) Verification of National Security Capabilities”

(/s/  John J. Hamre  cc: DCI  24Aug98)

	Req. No.

	Requirement/ Text


	980824H-1 
	As stated by the Secretary of Defense in his August 7, 1998, memorandum “Year 2000 (Y2K) Compliance,” Y2K is a “critical national defense issue.” 

	980824H-2 
	The Department of Defense (DoD) must be, and be seen to be, fully capable of providing continuity of military operations for all aspects of the Department’s missions.

	980824H-3 
	The August 7. 1998, memorandum included requirements for a Joint Y2K operational evaluation program to be developed by the Chairman of the Joint Chiefs of Staff and to be supported by the Military Departments and Defense Agencies. 

	980824H-4 
	The operational evaluation program will address a large portion, but not all, of DoD’s Y2K verification activities. 

	980824H-5 
	The DoD must also test and prove all national security and DoD mission capabilities in light of Y2K. To that end, I am directing the following actions:

	980824H-6 
	Tests of Defense Functional Capabilities. 

	980824H-7 
	Each Principal Staff Assistant (PSA) of the Office of the Secretary of Defense (OSD) must verify that all functions under his or her purview will continue unaffected by Y2K issues. 

	980824H-8 
	Plans for Y2K-related end-to-end testing of each process within the following areas must be provided to me by the designated OSD PSA by November 1, 1998:

	980824H-9 
	Logistics. Under Secretary of Defense (Acquisition and Technology).

	980824H-10 
	Personnel. Under Secretary of Defense (Personnel and Readiness) (USD(P&R)).

	980824H-11 
	Health/Medical. USD(P&R).

	980824H-12 
	Communications.
  Senior Civilian Official (SCO), Office of the Assistant Secretary of Defense (Command. Control. Communications and Intelligence) (OASD(C3I)).

	980824H-13 
	Intelligence.  SCO, OASD(C3I).

	980824H-14 
	

	980824H-15 
	Each plan must cover inter-Service, interagency and cross-functional aspects related to the interaction of systems supporting the respective area of responsibility. 

	980824H-16 
	Each PSA must certify that his or her test plan includes assessments of functional risk, effects of Y2K on continuity of business operations, and associated contingency plans. 

	980824H-17 
	The plans will include a listing of all mission-critical systems to be involved in each test. 

	980824H-18 
	Tests of Defense functional capabilities will be supported by the Military Services and Defense Agencies. 

	980824H-19 
	The testing activities and facilities of the Military Services will be used to the fullest extent possible. Each PSAs plan will be coordinated with the Military Departments and all other pertinent PSAs.

	980824H-20 
	Certification of Systems. Accurate validation of functional capabilities is dependent upon the Y2K compliance of the underlying information technology and national security systems. 

	980824H-21 
	The Chief of Staff of the Army, the Chief of Naval Operations, the Chief of Staff of the Air Force, the Commandant of the Marine Corps and the Directors of the Defense Agencies must certify that they have tested the information technology and national security system Y2K capabilities of their respective Component’s systems in accordance with the DoD Y2K Management Plan. 

	980824H-20

(continued)
	The Chief of Staff of the Army, the Chief of Naval Operations, the Chief of Staff of the Air Force, the Commandant of the Marine Corps and the Directors of the Defense Agencies must certify that they have tested the information technology and national security system Y2K capabilities of their respective Component’s systems in accordance with the DoD Y2K Management Plan.

	980824H-22 
	Each certification of Component systems’ capabilities must cite all mission-critical systems that are yet to be validated as Y2K compliant along with a timeline for expected validation of these systems. 

	980824H-23 
	These certifications will be provided to me by November 1,1998, with a copy of each Defense Agency statement provided to the responsible PSA.

	980824H-24 
	Support for Verification Activities. 

	980824H-25 
	The Director, Operational Test and Evaluation (DOT&E), and the SCO. OASD(C31), will provide department-wide support for Y2K verification activities. 

	980824H-26 
	The DOT&E will provide expert assistance to the OSD PSA’s for cross-functional, inter-Service and cross-system testing. 

	980824H-27 
	

	980824H-28 
	The SCO, OASD(C3I), will ensure all plans involving interagency actions or international agreements are prepared in conjunction with the President’s Council on Year 2000 Conversion and the associated Federal Sectors. 

	980824H-29 
	The SCO, OASD(C3I), is also responsible for development and execution of a series of table-top, policy-level seminars to refine the interaction of Defense and national decision makers in a variety of Y2K-related scenarios.


�














� DoD Appropriations Act, 1999, PL 105-262


� FY 1999 National Defense Authorization Act, PL 105-261


� Parsed SecDef Memorandum “Subject:  Year 2000 Compliance”


	(/s/ William S. Cohen).  See Annex A.


� Parsed DepSecDef Memorandum “Subject:  Year 2000 (Y2K) Verification of National Security Capabilities”


(/s/ John J. Hamre cc: DCI 24Aug98).  See Annex B.


� “Year 2000 Computing Crisis: A Testing Guide,” GAO/AIMD 10.1.12, Exposure Draft, June 1998.


� Checklist intended to consolidate information regarding DoD Wide compliance to SecDef memo.


� Requirement ID formatted by date of originating requirements document, “yymmdd”, last name initial of signature authority 


“char”-“, and a sequential number beginning with 1.


� Text from originating document parsed into unique phrases.


�  Checklist intended to consolidate information regarding DoD Wide compliance to DepSecDef memo.


�  Requirement ID formatted by date of originating requirements document, “yymmdd”, last name initial of signature authority 


““chachar”r-“, and a sequential number beginning with 1.


�  Text from originating document parsed into unique phrases.
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