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INTRODUCTION

PURPOSE

The Commander’s Handbook will assist Commanding Officers or Directors of DoD facilities, installations and other commands in preparing for contingencies arising from potential community or host country Y2K infrastructure disruptions to basic services.  This Handbook is designed to be a guide that will facilitate the Contingency Planning process.  This guidance supplements, but does not replace, any planning guidance issued by your DoD component. The objectives of the Handbook are as follows:

· Provide a framework to assess your site-wide Y2K readiness.

· Identify and prioritize contingency planning gaps based on critical Y2K vulnerabilities that are specific to your community, host-nation, and site.

· Develop a site Contingency Plan for addressing identified gaps.

· Structure the dialogue between the Command and the community, vendors, tenant units, and for OCONUS units, the supporting host-nation.

SCOPE

In general, the DoD Y2K Management Plan (available on the DoD C3I Y2K web site listed in Appendix E) requires that all Operational Contingency Plans for mission-critical functions be in place and exercised prior to July 1, 1999.  For all non-mission-critical functions that you are planning to address with Operational Contingency Plans, it is recommended that these plans be completed by October 1, 1999, in order to permit validation and training prior to December 1999.

The goal of the Handbook is not to answer all of your potential questions, but to stimulate creative thinking and promote awareness of your strengths and weaknesses.  Additionally, the Handbook will assist in allocating your Y2K-related resources.  The procedures outlined in this Handbook can be used to assist Y2K contingency planning for both Basic Services as well as Core Missions.

TIMELINE

It is up to the Commander of each site to determine when to start and when to certify the completion, depending on the size of the site and work in progress.  As the Handbook demonstrates, some resources must be ordered and coordination initiated soon to meet the December 31st 1999 deadline. 

STEP ONE

Before starting, read Appendix A (Facilitator’s Guide) of this Handbook.  In addition to explaining the process, it provides information on a suggested Y2K Committee composition and other supporting assignments.

Jeffrey R. Gaynor 
Director, Y2K Operations 
C3I Y2K
Michael Waschull
Director, Y2K Contingency Planning
C3I Y2K

HANDBOOK OVERVIEW

This document provides a useful approach to the contingency planning necessary to prepare for maintaining basic services (water, food, shelter, medical and safety/security) in the face of potential Y2K-related disruptions to the primary sectors in which support is obtained from the community.  These sectors include Energy, Water, Transportation, Telecommunications, Health Care, Finance and Public Services.  The handbook provides step-by-step guidance for a unit Y2K Planning Committee tasked to review existing plans for their adequacy and applicability to the Y2K situation and develop additional planning wherever gaps are identified.  In most cases, the planning will be incorporated into a Y2K Operational Contingency Plan for each site under consideration.

The Handbook advocates a logical process for planning.  The order of activities is as follows:

· Development of Planning Assumptions

· Identification/Prioritization of Core Missions

· Analysis of Basic Service Requirements

· Review of Existing Plans and Procedures

· Identification of Basic Service Impacts resulting from Public Sector Disruptions

· Risk Analysis of the Identified Impacts

· Development of Appropriate Strategies and Contingent Actions

The Handbook focuses on Basic Services, which are defined as those activities required to sustain the health and safety of site personnel.  Basic Services include water, food, shelter, medical, and safety/security:

The Handbook advocates the use of a designated Y2K Committee under the direction of the Unit Executive Officer.   These individuals are strongly encouraged to read the entire document to gain an understanding of the overall process.  In the document, site personnel may be assigned responsibilities for completing exercises in the Handbook.  Please note that these are only suggested participants and may vary by site.  

Appendices are provided for assistance in completing the Handbook. The Y2K Committee Chair should manage the Handbook using the Facilitator’s Guide (Appendix A). Users of the Handbook have indicated that reviewing the Appendices prior to beginning the Handbook has proven helpful.
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The Handbook has been tested prior to this rollout.  Some of the important lessons learned from those experiences include the value of working through the Handbook as an inter-organization and cross-functional group. Users have also noted that while the Handbook may appear intimidating, once you are actually doing the exercises, it is easy to use.  

1. ASSUMPTIONS AND CORE MISSIONS

Y2K Committees should begin by establishing a set of planning assumptions upon which all assessments and contingent actions will be based.  Several assumptions are standard and apply to all sites, while other assumptions are site–specific.  Core missions for each location will also be identified and the minimum acceptable levels of mission capability will be established.

1.1
Standard Assumptions

Site should plan for a 15-day standard timeframe for contingency operations.  The Commanding Officer or Director may modify this standard based on local conditions and their analysis of probability of Y2K-related problems. 

· Each site should base its planning on equipment and resources on hand or scheduled to be received by a date not likely to be impacted by Y2K disruptions.  For CONUS units, this is generally December 1, 1999.  For OCONUS units, this date may be as early as September 30, 1999.

· It is possible that Y2K infrastructure problems may be widespread, impacting many units simultaneously.  Therefore, sites should not presume that DoD or other assets would be available on short notice for the period immediately following January 1, 2000.

· Each site should develop its own contingent action triggers with regard to Y2K contingency planning.  For example, an FAA travel restriction prohibiting U.S. airlines from landing at host nation airports may trigger the need for a policy addressing early leave requests or late returns. 

1.2
Site-Specific Planning Assumptions

Site-specific assumptions reflect unique site circumstances not addressed in the standard assumptions.  The Y2K Committee in conjunction with the Deputy Commander should develop these assumptions.  In developing assumptions, the committee should consider the many critical issues affecting contingency planning at each site, including:

· number of personnel covered,

· number of locally engaged personnel covered,

· sites covered (e.g., are residences included?),

· logistical lead time constraints, and

· timeframes for contingency operations.

Both the number of personnel supported and the assumed duration of contingency operations are key factors in determining levels of contingency readiness and supporting requirements.  By reducing the number of personnel supported, the endurance of a particular contingency resource is increased. 

Document Site Specific Planning Assumptions in the Assumptions Worksheet provided in Appendix B on Page B-1.  Use additional Sheets as Necessary.

 1.3
Core Mission Identification And Prioritization

The Y2K Committee must identify and prioritize the Core Mission related activities performed by each site under planning consideration. To ensure proper planning, Core Mission Functions must be identified and prioritized. For bases and other installations, providing basic services to site personnel and tenant activities is a core mission of that site.  The Committee should also discuss and agree on the minimum acceptable level of mission capability that must be maintained.  

· Create a list of Core Missions/Functions using the Core Missions / Functions Inventory Worksheet provided in Appendix B on Page B-2.  

· Then Prioritize this list and document the missions and their minimum acceptable levels of mission capability in Prioritized Core Missions / Functions Worksheet provided in Appendix B on Page B-3.   Use additional sheets as necessary.

2. INVENTORY OF BASIC SERVICES 

2.1
Inventory Process

After completing the section on Planning Assumptions and Core Missions, the Committee will next develop an inventory of Basic Services. These are activities that affect the areas of life and safety for site personnel, such as water, food, shelter, medical and safety/security. (Definitions on the next page.)  The purpose of this exercise is to compile a list of contingency resources and to locate gaps in resources needed to sustain site personnel during the Y2K operations period. 

The Y2K Committee should complete the Basic Services Inventory Assessment Worksheet on Page B-4 of the Handbook.  Detailed instructions with example information and a list of relevant definitions are below.

(
In the Resources column, list the on site infrastructure that supports the normal operations of each basic function.

EXAMPLE: Water – Water purification system, city water, bottled water and well water.

(
In the Consumption Requirement column, list the quantity of the basic function required to sustain the number of individuals identified in your contingency planning assumptions.  Specify in terms of a per day rate.

EXAMPLE: Water – 20 Potable gallons per day (for 40 people), 80 Non-potable gallons per day 

(
In the Contingency Resources column, list the infrastructure on site, including all DoD assets, which supports the contingency plan for the basic function units.

EXAMPLE:  Energy – Power Generators, Engineer Unit, other U.S. Facility, Local or Host Country Emergency Planners.

(
In the Contingency Personnel column, list the personnel required to support contingency plans for each basic function.

EXAMPLE: Shelter – Two generator mechanics required to monitor generator(s) supplying back-up power for heating/cooling the building (12-hour shifts).

(
In the References column, list any existing written contingency planning guidance for each Basic Function.  References should include document title, chapter, section, page number, etc., as appropriate.  Documents may be from the DoD, Service Branch or site-specific.

Example: Shelter – Site Emergency Operations Plan (EOP), Sec.1, Part B.

(
Review the worksheet and in the Gaps Identified column, list any gaps for a basic function in contingency plans and/or resources needed to sustain designated site personnel during the contingency period (as determined in your assumptions page).

EXAMPLE: Food – Current resources of galley/mess hall food, MREs and commissary stock will last only 10 days for the number of individuals identified in the contingency planning assumptions.  Gap is 5 days in food supply. 

2.2
Definitions

Site – Installation, Base, Compound, Field Office, etc.

Basic Services - The activities of the site that affect the areas of life and safety for site personnel and their dependents including water, food, shelter, medical, safety and security.

Water – Potable and sanitary water required for sustaining site operations and personnel.

Food – Perishable or non-perishable food needed to sustain site operations and personnel. 

Shelter – Livable space required to conduct site operations and sustain site personnel at a reasonable level.  This may include provisions for bedding, heating/air conditioning and electric power if necessary.

Medical – All emergency first aid required to maintain an acceptable level of medical response capability in case of emergency.  Additionally, this includes all prescription medicine required for essential personnel.

Safety/Security – Existence and maintenance capability for required physical safety and security of site personnel and protection of U.S. citizens.  This includes your site’s ability to communicate emergency needs appropriately.  Insure that the integrity of the premises, documents and information are maintained and protected from technical and physical threats.

3. SECTOR IMPACTS ON BASIC SERVICES 

3.1
Analysis Process

After completing the inventory of basic services, the Y2K Committee will next analyze the impact that disruptions in critical sectors might have on these services.  These critical sectors are listed below.  The analysis will include a review of any existing contingency plans to determine if there are planning gaps that must be addressed.  Instructions for completing the Analysis Worksheets are included in this section.

3.2
Critical Sector Definitions

Energy:  The energy sector consists of electric power, oil and gas.  Many basic services and core mission processes depend on power generation.  Because most power providers rely on computer technology to generate energy, sites may experience long or short-term disruptions in service.  

Water:  The water sector consists of wastewater, drinking water and water for fire suppression. Many water/wastewater and sanitation providers rely on computer systems, which may result in a Y2K-related disruption of service. 

Transportation: The transportation sector consists of Public, Commercial and Defense services. Sites depend on transportation services not only for delivery of supplies, mail and communication, but for movement of personnel to and from military installations and outside of the host country.  A disruption as simple as a traffic light can lead to severe slow down of transportation service.  Interruption of transportation services could result in isolation of some facilities.

Telecommunications: Sites depend on telecommunications services to receive and transmit data, conduct Core and Basic Mission Functions, and request emergency aid. Interruption of telecommunications services could result in isolation of sites.
Health Care: The health care sector includes all resources (personnel, equipment and supplies) needed to address medical emergencies.  Modern medical equipment such as difibulators relies on computer technology such as embedded chips and microprocessors.  Disruption of these systems and devices may cause harm to patients.  Transportation or power disruptions could also limit access to local medical facilities.  
Finance:  The finance sector includes electronic banking and financial markets, both in CONUS or OCONUS. Without hard currency and the electronic transfer of funds, the Military’s ability to pay employees, and buy daily and emergency supplies services may be restricted.

Public Services: The public services sector includes all local or host country resources (people and equipment) necessary to protect public safety (police, emergency medical service, fire department).  In the event of Y2K-related disruptions, some services may be unavailable.

3.3
Analysis Instructions

A series of sector-specific worksheets have been developed to assist in determining planning gaps and potential sector impacts to Basic Services.  This section provides instruction for completing the worksheets located in Appendix B of this Handbook.  The worksheets are designed to identify any planning gaps in existing contingency plans and procedures that could affect basic services if the potential Y2K-related disruptions to the sectors listed in section 3.2 of this handbook occurred.  Each sector has two worksheets, a Basic Services Review Worksheet and a Basic Services Impact Assessment Worksheet.  Both worksheets should be completed.

The Y2K Committee may wish to assign work-groups for completing each sector-specific set of two review worksheets. The Y2K Committee should review the results of the completed worksheets, which will be used in the next planning step (Section 4 of this Handbook).

Instructions for completing the Analysis Worksheets 
IMPORTANT: look at the referenced worksheet in Appendix C as you proceed.  Each sector has two worksheets that must be completed.

(
Complete each question in the Basic Services Review Worksheets, located in APPENDIX C, as follows:

· ‘NO’ response indicates that the existing contingency plan does not adequately meet site requirements.

· ‘YES’ response indicates that the existing contingency plan meets site requirements.

· ‘N/A’ response indicates questions that do not apply.

(
If the response is ‘NO’, determine the impact – the degree  (HI, MED, LOW).to which a gap in a contingency plan or resource would affect the continuation of a site Basic Service 

(
List additional comments, which provide background information related to this sector disruption or to note follow-up activities.

(
Complete the Basic Services Impact Assessment Worksheet included for each sector by answering the questions in the space provided.

 3.3
Example Worksheets

The examples on the following pages are provided to give planning teams an illustration of potential responses to the review worksheets.  The public services sector was chosen to illustrate the process.  

REVIEW WORKSHEET WITH SAMPLE INFORMATION INCLUDED

PUBLIC SERVICES (S1)

This worksheet will assist in identifying public services sector gaps in your existing contingency plans.  Answer each numbered question in the space provided to the left. If the answer to any question is NO, then indicate the Impact of the omission and provide comments.

Y __N ( N/A__
S1-a.  Does the plan address public safety services that your organization relies on?  For example, police, fire and emergency medical services.

HI ( MED__LOW__
Comments: We currently operate our own response unit – local guard force, fire department and medical response – limited to stabilization prior to sending to public hospitals.  The dispatch mechanisms for these services are not known to be Y2K compliant.  The same is true for nearby municipal services.

Y __N ( N/A__
S1-b.  Does the plan include procedures for securing additional resources and personnel in the event of civil unrest?

HI__MED__LOW(
Comments:  Civil unrest not considered likely in this remote location.  Base personnel available to supplement guard force.   


Y (  N__ N/A__ 
S1-c.  Does the plan have resources to safely evacuate personnel in the event of civil unrest?  Have you recently reviewed your plan to evacuate personnel?

HI__MED__LOW__
Comments:  We are reviewing plan in May.  Any evacuation would be done using available base vehicles.  Evacuation site is US Naval Station located 50 miles away by road.

Y__ N( N/A__ 
S1-d.  Does the plan account for equipment and personnel training to fight fires?  Consider hoses, fire extinguishers, etc. 

HI__MED( LOW__


Comments:  We currently do not train personnel other than designated fire crews in fire fighting techniques.  Base pumper trucks have access to swimming pool and pond for firefighting water if base loses fire main pressure.

REVIEW WORKSHEET WITH SAMPLE INFORMATION INCLUDED

IMPACT ASSESMENT WORKSHEET WITH SAMPLE INFORMATION INCLUDED

Public Service Sector

The following questions address the impacts of public service disruptions on Basic Services.  Provide comments in the space provided.

Water:  Do your plans address the potential for water contamination?  Do your plans expose personnel to safety or security risk in order to acquire or maintain contingency water supplies?  Evaluate the plan that addresses testing the quality of potable water.

No – Water comes from artesian wells and is tested daily by manual methods.  No automated systems are involved.  Additional bottled water supplies will be on hand to assure public confidence.

Food:  Do your plans address the potential for food spoilage or safe food storage?

No.  This Gap needs to be addressed.  Mess Hall and Commissary refrigeration systems do not have generator backup and food storage would be necessary for outages exceeding 24 hours.

Medical:  Do Military facilities depend on publicly provided emergency medical care/fire protection and other emergency services?  If so, what are the facilities backup options?

Yes – base healthcare is limited.  Civilian hospitals (10 miles) and Naval Hospital (50 miles) provide backup health care.

Shelter:  Are site contingency plans assuming use of facilities that may be used already to provide shelter in the event of Y2K disruptions?

No

Safety/Security:  Are site contingency safety/security needs considered dependent on health care failures?  Will certain individuals be more at risk than others in the event of failures in this sector?

Yes – Chronic medical conditions of certain Children dependents  will require us to move them out if Y2K disruptions impact our base healthcare facilities.

WORKSHEET WITH SAMPLE INFORMATION INCLUDED

4. BASIC SERVICES RISK ANALYSIS 

4.1
Risk Analysis Process

After identification of all planning gaps is complete, the Y2K Committee needs to make one final set of determinations prior to beginning gap resolution.  This next step requires prioritizing the gaps identified in Sections 1 and 2 through risk analysis, a process that matches the impacts with the probability of disruption and analyzes the results.

The purpose of this analysis is to simplify the planning effort and assist in the prioritization of resources.  Contingency Planning should focus its planning efforts based on this prioritization. 

4.2
Definitions

Risk Analysis: An assessment of Site Basic Services contingency planning gaps with respect to the probability of critical sector failures.

Planning: Prioritization of problem-solving efforts.

Impact: The degree to which a gap in contingency planning or resources affects the continued operation of Site Basic Services.

Probability: The likelihood of a particular sector failure, which would cause the activation of an established contingency plan or alternate resource, supporting the site Basic Function.

4.3
Conducting the Analysis

Instructions for conducting the risk analysis and using the Handbook’s risk analysis worksheets are contained in the table on the next page.  This information is extremely valuable to the Contingency Planning Process and should be compiled and incorporated into the plan itself.

4.4
Developing the Contingency Plan

Following the completion of the processes outlined in each of the four planning sections of this Handbook, the Y2K Committee will be able to develop the Contingency Plan using an appropriate contingency planning template.  A sample template is included as Appendix E to this Handbook.  The DoD Websites listed in Appendix D to this handbook contain links to many other contingency planning templates in use in the Department of Defense.  Templates may always be modified to meet the unique, site-specific planning requirements of the unit using them.

Instructions for Completing Risk Assessment Forms

IMPORTANT: LOOK AT THE REFERENCED WORKSHEET AS YOU GO.

(
Determine the probability of failure for each critical sector and record the results using the Infrastructure Risk Assignment Worksheet on page B-6.  The probability of failure is clearly a subjective judgment of the workgroup, based on available information.  Possible sources of sector Y2K status information include:

· Response to State, Community or Host Country Y2K Survey

· Resident Site Elements

· Internet Sources (See Appendix C for a useful list of sites.)

Should all research leave you with little or no reliable information from which to assess the probability of failure, a “medium” probability rating may be appropriate. Be consistent by assigning the same probability to all sectors that lack credible information.

(
In the Infrastructure Risk Assignment Worksheet on page B-6, place the Contingent Action Triggers you identified for each sector (Section 2, worksheet) in the column labeled Triggers.

(
Conduct a review of the inventory in Section 2 and the responses to the worksheet questions in Appendix C.  Develop a summary list of gaps in contingency planning and/or resources.  List these gaps in the Summary Of Identified Gaps Worksheet on Page B-5.  (See the following pages of this section for sample worksheets)

For each gap identified, include the following:

· Impact of the gap, i.e., HI, MED, LOW

· Related sector, e.g., power, transportation, etc.

· Probability of failure, HI, MED, LOW

· Action Office for planning, e.g., ADMIN, Chief Engineer officer, Information Management, Medical Department, etc.

(
Prioritize the gaps identified by considering both the impact of the gap and the probability of sector failure, using the following prioritization scheme:


Priority of Gap
Impact of Gap
 Probability of Sector Failure


1
HI
HI


1
MED
HI


1
HI
MED


2
LOW
HI


2
MED
MED


2
HI
LOW


3
LOW
MED


3
MED 
LOW


3
LOW
LOW

(
When complete, plot these gaps using the Risk Analysis Plotting Worksheet on page B-7.  Write each gap in the rectangle that corresponds to the gap’s impact and probability of sector failure assessments to see how your gaps are distributed.  (See following pages for sample worksheets.) 

WORKSHEET WITH SAMPLE INFORMATION INCLUDED

Summary Of Identified Gaps Worksheet
Instructions for using this worksheet are included on Page 4-2 of this Handbook.

Gaps Identified
Impact
Related Sector
Probability of Sector Failure
Action Office
Priority

Lack of food contingency plans
HI
Transportation
LOW
ADMIN
2

Local hospital readiness for electrical power failure
LOW
Health Care
MED
MEDICAL
1

Security plans for residences in the event of electrical failure
HI
Energy - Electric
MED
Chief Security
1

Gasoline access and shortage
MED
Energy - Fuel
MED
Supply, S-4
2

Radio net – battery backup
HI
Telecomm
HI
IMO
1

Planning for cash requirements
LOW
Finance
LOW
Signal
3

Personnel medical clearance
HI
Health Care
HI
MEDICAL
1

Wastewater sewage system
LOW
Water
MED
Engineer
3

Potable Water
LOW
Water
MED
Engineer
3

(See Appendix B for Blank Worksheets.)
WORKSHEET WITH SAMPLE INFORMATION INCLUDED

WORKSHEET WITH SAMPLE INFORMATION INCLUDED

Risk Analysis Plotting Worksheet
Instructions for using this worksheet are included on Page 4-2 of this Handbook.

IMPACT
HI
Hi/Low
Food Storage

Hi/Med
Hi/Hi


MED
Gasoline Distribution

Med/Low
Med/Med
Med/Hi


LOW
Potable Water

Wastewater

Low/Low
Low/Med
Payroll – Cash Plan

Hospital Access

Low/Hi



LOW
MED
HI

PROBABILITY

(See Appendix B for Blank Worksheets.)

WORKSHEET WITH SAMPLE INFORMATION INCLUDED

A. PROCESS FACILITATION GUIDE TC “Appendix A:  PROCESS FACILITATION GUIDE” \L1 
This Appendix is written to assist the individual who will be guiding the site’s Y2K Committee in the assessment of the site’s Y2K readiness.  This individual may be the Y2K Committee Chairman or a designated Committee member known as the Y2K Process Facilitator.  This Facilitator’s Guide will help you understand the Handbook’s intentions and provide you with information to guide your site’s Y2K Committee through the Contingency Planning process.  The guide aims to answer the following questions:

· How should this Handbook be used?

· What is Contingency Planning and why do sites need to develop a Y2K Contingency Plan?

· What should you expect from the Handbook process?

· What is necessary for the Commander (CDR) to certify the plan you develop?

· Who needs to be involved in evaluating site Y2K readiness?

· What do you need to do from “Getting Started” to “Approval and Certification”?

How should this Handbook be used?

First, the Handbook helps the Y2K Committee develop and document planning assumptions.

Second, the Handbook takes the Y2K Committee through the evaluation of Y2K readiness by:

· Reviewing existing plans and evaluating their effectiveness against Y2K failure scenarios.

· Going through a step-by-step inventory of site resources (water, food, fuel, facilities, and services) and what your existing plans cover if some of these resources are not available.

· Building contingency plans where gaps in existing plans have been identified  

What is a Contingency Plan and why do sites need to develop Y2K Contingency Plans?

· To sustain a function or service site management has determined necessary when infrastructure fails and not letting the situation turn into a crisis. 

· To determine unique challenges created by Y2K-related problems. 

· To evaluate your site’s existing plans that address similar scenarios (e.g. loss of telecommunications), identify where gaps exist and close those gaps.

The Handbook will guide you in taking the existing contingency planning guidance and building Y2K contingency plans for your Basic Services and the essential mission-related activities.  If plans are not in place, it is helpful to have at least an outline or a draft.  To further assist you, we have provided a sample contingency plan is Appendix D for your use as a template.

What should you expect from the process?

Some of the important lessons will include the value of working through the Handbook as an inter-unit and cross-functional group.  Hearing about the contingency planning efforts of others at sites facilitates the identification of interdependencies.  In this way, planners are able to take account of the interconnections among the different functional areas at sites when putting together the plan.  In addition, users have found that the group is able to build on the ideas of each functional area and generate a better overall plan.

The most difficult aspect of the process appears to be actually getting started.  Avoid being struck by “Analysis Paralysis.”

What is necessary for the CDR to certify Site Y2K Readiness?
The Commander responsible for the Site should:

· Evaluate existing plans (e.g. Emergency Operations Plan (EOP) and other Site continuity plans) against potential scenarios that may arise as a result of Y2K related failures in support infrastructures (e.g. electric power, water supply, medical services, telecommunications etc.) 

· Ensure that existing contingency plans are updated or new plan(s) are developed where gaps in existing plans are identified.

Who needs to be involved in evaluating Site Y2K Preparedness?
Title
Primary Role

Base CDR
Final Review of Contingency Plan and Certification

Deputy CDR
Overall Coordination

Y2K Committee Chairman
Process Facilitator

Y2K Committee
Group with overall responsibility for developing Contingency Planning Strategy

Emergency Operations Team
Provides expertise on current and existing EOPs and certifies newly developed Contingency Plans

Workgroups
Groups consisting of individuals having expertise pertaining to a particular section of the Handbook (i.e. by unit or department, as necessary).

What do you need to do to go from “Getting Started” to “Approval and Certification”?

Phase I: 
GETTING STARTED – Handbook Familiarization

Step #
Description of Actions
Suggested Participants

1 
Handbook Process Overview.

· Review Executive Summary.  

· Discuss initial scope of project timeline and available resources for exercising Handbook.  

· Set time, participants and date of kick-off meeting. 
· CDR

· Deputy CDR

· Y2K Committee Chairman

· Personnel Officer

2 
Handbook Review.  

· Review entire document to become familiar with the tasks at hand.  
Full Y2K Committee

3 
Handbook Introduction Meeting.  

· Deputy CDR to present contingency planning timeline.

· Y2K Chair to explain steps to move through Handbook and complete contingency plans. 
· Full Y2K Committee

· Section and Unit Chiefs as appropriate

· Personnel Officer

4 
Determine Planning Assumptions

· Review the standard assumptions presented in the Handbook.  

· Develop Site-specific Assumptions.  

· Develop an initial set of assumptions you will make in your contingency planning.  

Depending on timing, this activity may be completed at the Introduction Meeting.
· Full Y2K Committee

· Section and Unit Chiefs as appropriate

· Personnel Officer

5 
Identify/Prioritize Core Mission Functions. 

· Y2K Committee identifies and prioritizes Core Mission Functions.  

Depending on timing, this activity may be completed at the Introduction Meeting. 
DCM, Y2K Chair, Y2K Committee, Section and Agency Heads as appropriate, Admin Office

Phase II: 
HANDBOOK EXERCISE/CONTINGENCY PLAN - Basic Services 

Step #
Description of Actions (Sections 1, 2 and 3)
Suggested Participants

· 
Complete Basic Function Inventory.  

Y2K Committee and EAC review Site’s Emergency Action Plans (EAP) and complete Basic Services Inventory.
Y2K Committee, EAC

· 
Complete Basic Function Worksheet.  

Y2K Committee identifies Workgroups for completing each portion of the worksheet in Section 2.  

Workgroups present results of the worksheets to the Y2K Committee for discussion.
Y2K Committee, Workgroups

· 
Complete Basic Function Risk Analysis.  

Y2K Committee reviews results of Sections 1 and 2 prior to completing Section 3, Basic Function Risk Analysis.
Y2K Committee

· 
Gap Resolution.  

Y2K Committee assists Workgroups to develop a strategy for closing the identified gaps.
Y2K Committee, Workgroups

· 
EAC Review of Basic Function Result.  

Y2K Committee presents results of Basic Function Section to EAC for review.
Y2K Committee, EAC

Results from Sections 1, 2 and 3:

· An inventory of contingency plans and resources

· A consolidated list of gaps in contingency planning and/or resources

· A list of associated sector failure impacts for each of the gaps 

· A prioritized list of identified gaps in contingency resources and/or planning 

· A matrix of contingency gaps based on priority (OPTIONAL) 



Phase III: 
Approval and Certification
Step #
Description of Actions 
Suggested Participants

· 
Certify Contingency Plans.  Y2K Committee works with EAC to certify new and revised Contingency Plans.
Y2K Committee, EAC

· 
Brief Handbook Results.  Y2K Chair briefs Handbook results to CDR Deputy Commander, Personnel Officer, and EAC.  Brief should include:

1) Prioritized Gap List

2) New and Revised Contingency Plans

3) Timeline for closing gaps
Y2K Chair

· 
CDR Approval and Certification.  The Deputy CDR presents results of Handbook to CDR.  Briefing should address critical shortcomings.  

The CDR approves contingency plans and certifies the Site’s Y2K Preparedness.
CDR and Deputy CDR

· 
Distribute Handbook Results.  Upon receiving approval of Contingency Plans, Y2K Committee communicates results and assigns tasks, if necessary, to appropriate Site staff.
Y2K Committee

Overall Results:

· Certified contingency plans for Y2K

· Developed a timeline for action items to close gaps

· Assigned action items to appropriate office/organization


B. GENERAL WORKSHEETS TC “Appendix B:  GENERAL WORKSHEETS” \L 1
Site-Specific Planning Assumptions Worksheet

Instructions for this Worksheet are included on Page 1-1 of this Handbook.



1
Personnel:

2
Sites/locations to be covered by this plan:

3
Time frames:

4
Resources Available:

5
Resources Not Available:

6


7


8


9


10


Core Missions / Functions Inventory Worksheet

Instructions for completing this worksheet are included on Page 1-2 of this Handbook.

Core Mission or Function
References
Contingency Personnel
Contingency Resources
Gaps
Identified











































Instructions for completing this worksheet are located on Page 1-2 of this Handbook.

Prioritized Core Missions / Functions Worksheet

1


Minimum Acceptable Level of Capability

2


Minimum Acceptable Level of Capability

3


Minimum Acceptable Level of Capability

4


Minimum Acceptable Level of Capability

5


Minimum Acceptable Level of Capability

BASIC SERVICES INVENTORY ASSESSMENT WORKSHEET

Instructions for completing this Worksheet are located on Page 2-1 of the Handbook.

Basic Service
Resources
Consumption Requirement
Contingency Resources
Contingency Personnel
References
Gaps Identified

Water







Food







Shelter







Medical







Safety/

Security







Summary Of Identified Gaps Worksheet

Instructions for completing this Worksheet are located on Page 4-2 of this Handbook.

Gaps Identified
Impact
Related Sector
Probability of Sector Failure
Action Office
Priority




























































































Infrastructure Risk Assignment Worksheet

Instructions for completing this worksheet are located on Page 4-2 of this Handbook. 


Probability of Failure
Triggers & Indicators

Energy (electric)
HI
MED
LOW








Energy (fuel)
HI
MED
LOW








Telecommunications
HI
MED
LOW








Finance
HI
MED
LOW








Health Care
HI
MED
LOW








Public Services
HI
MED
LOW








Water & Wastewater
HI
MED
LOW








Transportation
HI
MED
LOW








Risk Analysis Plotting Worksheet

Instructions for using this worksheet are located on Page 4-2 of this Handbook.

IMPACT
HI
Hi/Low
Hi/Med
Hi/Hi


MED
Med/Low
Med/Med
Med/Hi


LOW
Low/Low
Low/Med
Low/Hi



LOW
MED
HI


PROBABILITY

Plot the site’s overall risk situation by writing in the appropriate box where the impact and probability fall for each of the basic services or core functions being reviewed.

C. Basic Services Review and Impact Analysis Worksheets TC “APPENDIX C: REVIEW AND IMPACT ANALYSIS WORKSHEETS” \L 1

BASIC SERVICES REVIEW WORKSHEET

Instructions for completing this worksheet are located at Page 3-2 of this Handbook.

ENERGY (E1) – Electricity

This worksheet will assist identifying public services sector gaps in your existing contingency plans.  Answer each numbered question in the space provided to the left.  If the answer to any question is NO, then indicate the Impact of the omission and provide comments.

Y __ N __ N/A __
E1-a.  Does the plan address the electric demands of the facility minimum-staffing requirement including heat, security, medical considerations related to electric power?

HI__MED__LOW_


Comments:

Y __ N __ N/A __
E1-b.  Does the plan account for periodic outages and extended outages?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
E1-c.  Does the plan consider the need for on-site expertise to run and maintain your Facility’s electric power generation contingency?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
E1-d.  Does the plan adequately describe maintenance procedures for running back-up electrical power for extended periods?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
E1-e.  Can you perform all annual, preventive maintenance checks before January 1, 2000?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
E1-f.  Have you considered the impacts of other sector failures on implementing your electrical power contingency plan?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
E1-g.  Does the plan address trigger procedures for the point at which the contingency plan or resources will fail or become inadequate? Document trigger in comment section below.

HI__MED__LOW_
Comments:

Y __ N __ N/A __
E1-h.  Based on your Facility’s electrical contingency resource, are there existing plans which address security and safety hazards of such resources?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
E1-i.  Does the plan include procedures for performing all operational readiness tests on all major building systems relating to energy including: switch-gear, automatic transfer switches, generators, UPS (to include batteries), voltage regulators, motor generator sets and fuel transfer systems) 

HI__MED__LOW_
Comments:

Y __ N __ N/A __
E1-j.  Does the plan include procedures to develop and test electrical load shedding to reduce the potential load on emergency generators and conserve fuel?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
E1-k.  Does the plan include procedures to develop and test manual override for any automatic control or regulator that may fail due to a potential embedded chip problem?

HI__MED__LOW
Comments:

Instructions for completing this worksheet are located at Page 3-2 of this Handbook.

Energy Sector –Electricity impacts on Basic Services

The following questions address the impacts of public service disruptions on Basic Services.  Provide comments in the space provided.

Water:  Are the contingency water supplies supported by backup power?  If so, for what duration and for how many personnel can water be supplied?  



Food:  Are contingency food supplies dependent on electrical power?  (Consider refrigeration and food preparation electrical needs.)  For what duration and for how many people can backup electrical sources support facility contingency food needs?



Shelter:  Are facility contingency shelter needs dependent on electrical power?  
If so, for what duration and for how many personnel?  
Evaluate heating, cooling and lighting needs if necessary.  



Medical:  Are facility contingency medical services and resources dependent on electrical power?  If so, what capacity and duration is needed?  Consider medical equipment electrical needs, refrigeration, lighting, and sensitivity of medical equipment to voltage spikes and drops.



Safety/Security:  Are facility contingency safety/security needs provided with backup electrical sources?  If so, how much power is available and for what duration?  What happens if backup power is lost?  Consider surveillance systems, security systems and lighting.  



BASIC SERVICES REVIEW WORKSHEET

ENERGY (E2) – Fuels

(Oil, Gasoline, Natural Gas and Propane)

Instructions for completing this worksheet are located at Page 3-2 of this Handbook.

This worksheet will assist in identifying Energy Sector gaps in your existing contingency plans.  Answer each numbered question in the space provided to the left.  If the answer to any question is NO, then indicate the Impact of the omission and provide comments.

Y __ N __ N/A __
E2-a.  Does the plan address basic contingency fuel needs of your facility and the number of days capable of being sustained? Consider generators and pumps.

HI__MED__LOW_


Comments:

Y __ N __ N/A __
E2-b.  Does the plan account for temporary and extended shortages as well as the number of days capable of being sustained?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
E2-c. Have you considered the impacts of other sector failures on your Facility’s contingency fuel plans and resources? 

HI__MED__LOW_
Comments:

Y __ N __ N/A __
E2-d.  Are plans in place to address security and safety hazards as a result of backup fuel storage?  

HI__MED__LOW_
Comments:

Y __ N __ N/A __
E2-e.  Can you perform all annual, preventive maintenance checks before January 1, 2000?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
E2-f.  Does your plan consider the possibility of prepositioning additional fuel supplies e.g. portable fuel bladders and tanker trucks?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
E2-g.  Does the plan address trigger procedures for determining when the contingency plan or resources fail or becomes inadequate? Document trigger in comment section below.  

HI__MED__LOW_
Comments:

3-2Instructions for completing this worksheet are located at Page  of this Handbook.

Energy Sector – Fuel (oil, natural gas, propane) impacts on Basic Services

The following questions address the failure or shortage of energy sources (including fuel oil, natural gas and propane) impact on military facility Basic Services.

Water:  Is your Facility’s contingency water supply dependent on fuel-energy?  Consider both wastewater and potable water needs as well as fuel to run pumps and tanker trucks etc.  For what duration can fuel reserves meet water needs.  



Food:  Are your Facility’s contingency food needs dependent on contingency fuel energy?  Consider refrigeration, food preparation needs and transport needs if food is maintained off site.  For what duration and for how many personnel can reserve fuel support contingency food needs?



Shelter:  Are your sites contingency shelter needs dependent on backup fuel reserves?  How much and for what duration could fuel energy be supplied?  Consider lighting, heating and cooling of facilities. Also, will Site personnel be transported off site to shelters?  For what duration and for how many personnel can support site shelter needs? 



Medical:  Are your site’s backup medical services and resources dependent on fuel?  Consider heating/cooling and lighting of medical facilities.  How long could medical services be maintained?  Also consider emergency transport, running equipment and refrigeration etc.



Safety/Security:  Are your site’s safety and security contingency needs dependent on fuel ?  If so, how much fuel is required and for what duration?  What happens if contingency fuel is depleted? Consider transportation of security personnel, and fueling security vehicles and surface evacuation equipment (include military equipment if applicable).  Based on reserves, for what duration can security be provided?



BASIC SERVICES REVIEW WORKSHEET

Telecommunications

3-2Instructions for completing this worksheet are located at Page  of this Handbook.


This worksheet will assist in identifying Telecommunications Sector gaps in your existing contingency plans.  Answer each numbered question in the space provided to the left.  If the answer to any question is NO, then indicate the Impact of the omission and provide comments.

Y __ N __ N/A __
T1-a.  If your local community or host country’s telecommunications networks are lost, does the plan include alternate means of voice and data communication? Consider satellite communication, INMARSAT, Iridium, TacSat, HF, HAM radio, local radio, etc.

HI__MED__LOW_
Comments: 

Y __ N __ N/A __
T1-b.  In the event that local lines are unavailable, does the plan include alternate means for in-country communication?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T1-c.  If the site has independent back-up, does the plan consider what circuits will be backed up and at what level of degradation?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T1-d.  Does the plan include regular testing of your backup scenario?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T1-e.  Does the plan include regular testing of spare equipment?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T1-f.  Does the plan address allocation of bandwidth across agencies/Functions at Site?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T1-g.  Does the plan address trigger procedures for determining when the contingency plan or resources fail or become inadequate? Document trigger in comment section below.  

HI__MED__LOW_
Comments:

3-2Instructions for completing this worksheet are located at Page  of this Handbook.

Telecommunications Sector Impacts on Basic Services

The following questions address the impact of Y2K-related disruptions to telecommunications on site Basic Services.  

Water:  Are the Site contingency water supplies dependent on backup telecommunications? 
If so, what is the impact?  



Food:  Are Site contingency food supplies dependent on backup telecommunications?  
If so, what is the impact?  





Shelter:  Are Site contingency shelter needs dependent on backup telecommunications?  
If so, what is the impact?  



Medical:  Are Site medical services and resources dependent on telecommunications?  
If so, what is the impact?  Evaluate your ability to provide for emergency medical evacuation in such cases.



Safety/Security:  Are Site contingency safety/security needs dependent on backup telecommunications sources?  If so, what is the impact?  Do your plans allocate available bandwidth based on a prioritization of Mission and Function?



BASIC SERVICES REVIEW WORKSHEET

Finance:

Electronic Banking & Financial Market Disruptions

3-2Instructions for completing this worksheet are located at Page  of this Handbook.


This worksheet will assist in identifying Telecommunications Sector gaps in your existing contingency plans.  Answer each numbered question in the space provided to the left.  If the answer to any question is NO, then indicate the Impact of the omission and provide comments.

Y __ N __ N/A __
F1-a. Can your site secure and store hard currency for emergency situations?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
F1-b.  Does the plan cover procedures, which addresses paying local or host nation employees?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
F2-a.  Does the plan account for the maintenance of all site elements processes that are reliant on the local or host country’s financial system?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
F2-b.  Does the plan account for military/diplomat personnel’s reliance on local banks and provide alternatives?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
F2-c.  Does the plan address trigger procedures for determining when the contingency plan or resources fail or become inadequate during market disruption or electronic banking disruption? Document trigger in comment section below.  

HI__MED__LOW_
Comments:

3-2Instructions for completing this worksheet are located at Page  of this Handbook.



Financial Sector Impacts on Basic Services

The following questions address financial sector impacts on Site Basic Services.  

Water:  Are the Site contingency water supplies dependent on the financial sector?  If so, what is the impact and how do the contingency plans address this?  



Food:  Are Site contingency food supplies dependent on the financial sector?  If so, what is the impact and how do the contingency plans address this?  



Shelter:  Are Site contingency shelter needs dependent on the financial sector?  If so, what is the impact and how do the contingency plans address this?  



Medical:  Are Site medical services and resources dependent on the financial sector?  If so, what is the impact and how do the contingency plans address this?  



Safety/Security:  Are Site contingency safety/security needs dependent on the financial sector?  If so, what is the impact and how do the contingency plans address this?  Consider possible civil unrest in the event of financial crisis.



BASIC SERVICES REVIEW WORKSHEET

Health Care

3-2Instructions for completing this worksheet are located at Page  of this Handbook.



This section addresses your site’s contingency plans in the health care sector.

Y __ N __ N/A __
H1-a.  Do your plans address the chronic medical situations of staff?

HI__MED__LOW_


Comments:

Y __ N __ N/A __
H1-b.  Do your plans address requirements for medical resources available at your site?  Consider physicians, staff medical training, CPR and first aid qualifications and medical supplies, and degradation of local hospital emergency response. 

HI__MED__LOW_


Comments:

Y __ N __ N/A __
H1-c.  Do your plans include procedures for securing and storing additional medical supplies?  Consider Y2K policy on recommended stockpiles of medical supplies.

HI__MED__LOW_


Comments:

Y __ N __ N/A __


H1-d.  Do your plans include alternate medevac plans?  Do you have a designated emergency medical center and an alternate detailed in your plans?  Remember – US Government resources and local resources may not be available or considered the best alternative, based on the assumptions your site developed prior to beginning the Handbook.

HI__MED__LOW_
Comments:

Y __ N __ N/A __
H1-e.  Does the plan address Y2K concerns for medical equipment, records, etc.? Do you have contingency plans for your systems which contain and report medical information? Have all your systems been tested for Y2K compliance?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
H1-f.  Does the plan address legal and policy restrictions on medical supplies and services?  Are there any outstanding legal considerations?

HI__MED__LOW_
Comments:

3-2Instructions for completing this worksheet are located at Page  of this Handbook.



Health Care Sector Impacts on Basic Services

The following questions address the impact of health care failure impact on Military Site Basic Services.

Water:  Have any water requirements necessary to maintain normal or contingency health care services been considered in your plans?



Food:  Are there any health care considerations associated with specific individuals and specific foods included in the contingency plans?



Shelter:  Are site contingency plans assuming use of facilities for medical reasons that may be used already to provide shelter in the event of Y2K failures?



Safety/Security:  Are site contingency safety/security needs considered dependent on health care failures? Will certain individuals at the site be more at risk in the event of failures in this sector than others?



BASIC SERVICES REVIEW WORKSHEET

Public Services

3-2Instructions for completing this worksheet are located at Page  of this Handbook.



This worksheet will assist in identifying public services sector gaps in your existing contingency plans.  Answer each numbered question in the space provided to the left.  If the answer to any question is NO, then indicate the Impact of the omission and provide comments.

Y __ N __ N/A __
S1-a.  Does the plan address public safety services that your organization relies on?  For example, police, fire and emergency medical services.

HI__MED__LOW__
Comments:  

Y __ N __ N/A __
S1-b.  Does the plan include procedures for securing additional resources and personnel in the event of civil unrest?

HI__MED__LOW _
Comments:  Civil unrest not considered likely in this remote location. 


Y __ N __ N/A __
S1-c.  Does the plan have resources to safely evacuate personnel in the event of civil unrest?  Have you recently reviewed your plan to evacuate personnel?

HI__MED__LOW__
Comments: 

Y __ N __ N/A __
S1-d.  Does the plan account for equipment and personnel training to fight fires?  Consider hoses, fire extinguishers, etc. 

HI__MED__LOW__


Comments: 

3-2Instructions for completing this worksheet are located at Page  of this Handbook.



Public Service Sector

The following questions address the impacts of public service disruptions on Basic Services.  Provide comments in the space provided.

Water:  Do your plans address the potential for water contamination?  Do your plans expose personnel to safety or security risk in order to acquire or maintain contingency water supplies?  Evaluate the plan that addresses testing the quality of potable water.



Food:  Do your plans address the potential for food spoilage or safe food storage?



Medical:  Do Military facilities depend on publicly provided emergency medical care/fire protection and other emergency services?  If so, what are the facilities backup options?



Shelter:  Are site contingency plans assuming use of facilities that may be used already to provide shelter in the event of Y2K disruptions?



Safety/Security:  Are site contingency safety/security needs considered dependent on health care failures?  Will certain individuals be more at risk than others in the event of failures in this sector?



BASIC SERVICES REVIEW WORKSHEET

Water 

3-2Instructions for completing this worksheet are located at Page  of this Handbook.



Basic Services Review Worksheet:  Water (Waste (W1), Potable (W2) & Firefighting (W3))

This section addresses your site’s contingency plans specifically in the wastewater sector.

Y __ N __ N/A __
W1-a.  Is your wastewater contingency plan in compliance with local environmental regulations for wastewater disposal? 

HI__MED__LOW_
Comments:

Y __ N __ N/A __
W1-b.  Is there sufficient access to back-up wastewater disposal equipment such as portable toilets?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
W1-c.  Do your site’s contingency plans cover triggers for the point at which the contingency plan for wastewater will fail or become inadequate? Document trigger in comment section below.

HI__MED__LOW_
Comments:

Y __ N __ N/A __
W1-d. Can you perform all annual preventive maintenance checks for your site’s wastewater facilities before January 1, 2000?

HI__MED__LOW_
Comments:

Drinking Water (W2)

This section addresses your site’s contingency plans for potable water.  

Y __ N __ N/A __
W2-a.  Do your contingency plans include adequate potable water storage to supply water necessary for the minimum essential staff?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
W2-b.  Do your site’s contingency plans include site purification and testing processes for drinking water? Consider filters, iodine, boiling, etc.

HI__MED__LOW_
Comments:

Y __ N __ N/A __
W2-c.  Do your site’s contingency plans consider measures to increase water storage before January 1, 2000?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
W2-d.  Do your site’s contingency plans consider measures to reduce usage and conserve water?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
W2-e.  Do your site’s contingency plans include adequate on-site staff to deal with water services for extended periods?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
W2-f. Can your site perform all annual preventive maintenance checks prior to January 1, 2000?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
W2-g.  Do your site’s contingency plans cover trigger procedures for the point at which the contingency plan for drinking water will fail or become inadequate?  Document trigger in comment section below. 

HI__MED__LOW_


Comments:

Firefighting Water (W3)

This section addresses your site’s contingency plans in the area of water for safety.  

Y __ N __ N/A __
W3-a.  Do your contingency plans address water storage capacities for fire suppression in the event of a water shortage?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
W3-b.  Do your site’s contingency plans address alternative means of fire suppression in the event of a water shortage?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
W3-c.  Do your site’s contingency plans include early warning systems, alarms and smoke detectors?  Consider the collateral impacts of sector failures such as electrical power.

HI__MED__LOW_
Comments:

Y __ N __ N/A __
W3-d.  Do your site’s contingency plans cover trigger procedures for the point at which the contingency plan for fire suppression will fail or become inadequate?  Document trigger in comment section below.

HI__MED__LOW_
Comments:

Y __ N __ N/A __
W3-e. Can your site perform all annual preventive maintenance checks before January 1, 20000?

HI__MED__LOW_
Comments:

3-2Instructions for completing this worksheet are located at Page  of this Handbook.



Water & Waste Water Sector Impacts on Basic Services

The following questions address water and wastewater impacts on military facility Basic Services.  

Water:  Are the site’s contingency water supplies dependent on host country resources?  If so, for what duration and for how many personnel can water be supplied?  



Food:  Do your contingency plans cover water needs that are specific to your site’s food providing function?  Consider particular ‘instant meals’ which may require water as a preparation requirement.



Shelter:  Does your contingency plan cover water and wastewater needs for your contingency shelter operations?  Consider having available human waste sites/procedures pre-designated should the need be identified.



Medical:  Does your contingency plan cover your site’s medical services and facility requirements for water and wastewater?  If so, can you quantify the operating capacity of your medical functions based on the available resources?  Additionally, are you able to develop Contingent Action Triggers to signal a danger point in consumed medical resources?



Safety/Security:  Does your contingency plan cover all water and wastewater requirements for your site’s safety/security Functions?  Consider water and wastewater needs of your security personnel and their stations from which they conduct their services.  



BASIC SERVICES REVIEW WORKSHEET

Transportation

3-2Instructions for completing this worksheet are located at Page  of this Handbook.



Transportation: Logistics & Material (T1), Public (T2), Commercial (T3) & Defense (T4)

Logistics & Material (T1)
This section will address your site’s contingency plans in the areas of logistics and material within the transportation sector.  This section is particular important for OCONUS sites.

Y __ N __ N/A __
T1-a.  Do your site’s Y2K contingency plans ensure that inbound shipments of critical items reach their respective dispatch agent by a date that ensures delivery despite potential Y2K disruptions (e.g., OCONUS sites may consider 10/1/1999 to be a prudent date)?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T1-b.  Does your site’s contingency plan anticipate receipt of shipments by December 7, 1999, if transportation mode is via air? (Note: Delivery date for air shipments are critical because of increased volume of high priority mail and similar material generated by the holiday season.)

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T1-c.  Does your site’s contingency plan consider difficulties with transshipment points?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T1-d.  Do your site’s contingency plans allow site to deliver European or Asian based procurements.

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T1-e.  Do your site’s contingency plans consider increasing supply stocks?  If yes, has the site budgeted for this and anticipated shipping times?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T1-g.  Do your site’s contingency plans consider whether local customs will be able to clear incoming and outgoing shipments?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T1-h.  Does your sites contingency plan address receiving and dispatching pouches and material should failure or degradation to the transportation infrastructure occur?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T1-i.  Do your site’s contingency plans consider and assess vulnerabilities of alternate airports, seaports, or railheads within practical ranges of the site? 

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T1-j.  If alternate transportation centers exist in neighboring countries, Do your site’s contingency plans assess their vulnerabilities in concert with the appropriate U.S. Military facility or diplomatic Mission?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T1-k.  Do your site’s contingency plans have a memorandum of understanding with diplomatic Missions?

HI__MED__LOW_
Comments:

Public (T2)
This section addresses your Site’s contingency plans in the specific area of public transportation.

Y __ N __ N/A __
T2-a.  Do your site’s contingency plans include procedures for necessary public or local transportation to and from the site?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T2-b.  Do your site’s contingency plans consider alternate transportation resources that your site can utilize if there is an interruption in public transportation services?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T2-c.  Do your site’s contingency plans address impacts stemming from other transportation industries such as airlines, shipping, trains, etc.?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T2-d.  Do your site’s contingency plans cover trigger procedures for the point at which the contingency plan for public transportation will fail or become inadequate?  Document trigger in comment section below.  

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T2-e. Can you perform all annual preventive maintenance checks on Site vehicles prior to January 1, 2000?

HI__MED__LOW_
Comments:

Commercial (T3)
This section addresses your site’s contingency plans in the specific area of commercial transportation.

Y __ N __ N/A __
T3-a.  Do your site’s contingency plans consider the effect of a commercial transportation failure on critical site supplies?  Consider the following: Medical, Food, Defense and Fuel.

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T3-b.  Do your site’s contingency plans include procedures for securing and storing additional food and supplies to lessen the site’s dependency on transportation of those goods?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T3-c.  Do your site’s contingency plans include emergency food rations?  Does the plan consider whether the rations will be enough to last through the contingency period?

HI__MED__LOW_
Comments:

Y __ N __ N/A __
T3-d.  Does the plan address trigger procedures for determining when the contingency plan or resources fail or become inadequate.  Document trigger in comment section below.  

HI__MED__LOW_
Comments:

Defense (T4)
This section addresses your site’s contingency plans in the area of Defense related procedures.

Y __ N __ N/A __
T4.  Do your Site’s contingency plans address alternate emergency transportation (evacuation) plans if U.S. Military aircraft and transportation resources are unavailable?

HI__MED__LOW_
Comments:

3-2Instructions for completing this worksheet are located at Page  of this Handbook.



Transportation Sector Impacts on Basic Services

The following questions address transportation impacts on site Basic Services.  

Water:  Do your site’s contingency plans address transportation needs for your site’s water requirements?  



Food:  Do your contingency plans cover transportation needs that are specific to your site’s food providing function?  Evaluate your site’s food supply chain.



Shelter:  Do your contingency plans cover transportation needs for your contingency shelter operations?  Consider transportation requirements for reaching a remote shelter site.



Medical:  Does your contingency plan cover your site’s transportation needs for fulfilling its medical services to the site?  Consider the transportation of patients as well as of needed medical supplies.



Safety/Security:  Does your contingency plan cover all transportation requirements for your site’s safety/security functions?  Consider transportation to remote security stations and/or to safe haven sites.



Generic Core Mission Functions Worksheet

3-2Instructions for completing this worksheet are located at Page  of this Handbook.



Core Mission or Function: 


This worksheet will assist in identifying gaps in your existing contingency plans.  Use this form to evaluate your Continuity Of Operation Plans for maintaining this Core Mission process under a loss of resources or operational degradation situation.  Answer each numbered question in the space provided to the left.  If the answer to any question is NO, then indicate the Impact of the omission and provide comments.

Y __ N __ N/A __
E1-a.  Does the plan address periodic outages and extended failures of electric power? Evaluate your backup generator capacity.  Is electrical power adequate to supply this Core Mission process as well as basic needs such as emergency lighting, HVAC, and security systems?

HI__MED__LOW_
Comments:

Y __ N__ N/A__
E1-b.  Does the plan address failures in your information technology systems, including both applications and data, either due to Y2K or to infrastructure causes?  Does the plan identify manual backup processes or work-arounds?

HI__MED__LOW_
Comments:

Y__  N__  N/A__ 
E1-c.  Does the plan address failures in your telecommunications systems?  Evaluate your contingency telecommunications plan. What level of usage, bandwidth and power supply will be necessary during contingency conditions?  

HI__MED__LOW_
Comments:

Y__  N__  N/A__ 
E1-d.  Does the plan address failures or disruptions in the financial services sector?  Consider increased security requirements of alternatives or contingency plans.  

HI__MED__LOW_
Comments:

Y__ N__ N/A__ 
E1-e.  Does the plan address shortages of key personnel or skill sets?

Consider planned or seasonal reductions in staff and FSN complement.  

HI__MED__LOW_
Comments:

Y__ N__ N/A__ 
E1-f.  Does the plan address turmoil within the local or host country government or civil unrest?  Consider increased security requirements and 

HI__MED__LOW_
Comments:

Y__ N__ N/A__ 
E1-g.  Does the plan address failures or disruptions in both local and international transportation services?  Consider vehicles, air, rail, shipping and public transportation.

HI__MED__LOW_
Comments:

Y__  N__  N/A__ 
E1-h. Can the Site operate under these contingencies for 15 days?   If not, would a reduction in the level of Core Mission function services permit a 15-day duration?  If not how long could it provide this function?

HI__MED__LOW_
Comments
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This section contains numerous web sites of value to Y2K planners.  Web sites do change frequently but this list was checked prior to publication.  If any particular site does not work, you may be able to find a better address at a link on a related site.  Web sites that are bolded are of particular interest or usefulness.

The following types of Web Sites are included:

· Department Of Defense Y2K Web Sites
· Federal And State Y2K Web Sites
· Association Y2K Web Sites
· Private Organization Y2K Web Sites
· International Organization Y2K Web Sites
· Foreign Government Y2K Web Sites
Department Of Defense Y2K Web Sites

Air Force
http://year2000.af.mil/

Army 
www.army.mil/army-y2k/

CNO Y2K Project Office  (Joint Staff, Navy & Marine Corps Y2K Home Pages & Links)
http://www.cnoy2k.navy.mil/ny2k/ny2k.htm

Defense Finance and Accounting Service
http://www.dfas.mil/y2k/index.htm

Defense Information Systems Agency
http://www.disa.mil/cio/y2k/cioosd.html

Department of the Navy – Chief Information Officer
http://www.doncio.navy.mil/y2k/year2000.htm

DoD Y2K Oversight and Contingency Planning Office
http://www.c3i.osd.mil/org/cio/y2k/index.html

Marine Corps
http://www.cio.usmc.mil/year2000/frames/usmcy2k.html




Note:  Links to most other DoD Y2K Web sites are available on the above sites.

Federal And State Y2K Web Sites

Links to all 50 State Y2K sites
www.itpolicy.gsa.gov/mks/yr2000/state.htm#states

Agency for International Development
http://www.info.usaid.gov/info_technology/y2k

Bureau of Reclamation
www.usbr.gov/y2k/index.htm

Center for Disease Control
www.cdc.gov/y2k/y2khome.htm

Chief Information Officers Council Committee on Y2K Information Directory
http://www.itpolicy.gsa.gov/mks/yr2000/cioy2k

Coast Guard
www.uscg.mil/hq/g-m/y2k.htm

Commerce Dept, Consumer Affairs (Insurance)
www.doc.gov/oca/y2kins.htm

Department of Agriculture 
http://www.ocio.usda.gov/y2k/index.htm

Department of Education
http://www.ed.gov/offices/OCIO/year/

Department of Energy

www.198.124.130.244/y2k/y2k.htm

Department of Health and Human Services – Administration For Children and Families
http://www.acf.dhhs.gov/programs/oss/y2k/!y2k.htm

Department of Housing and Urban Development
http://www.hud.gov/cio/year2000/index.html

Department of Labor
http://www.doleta.gov/y2000.htm

Department of State
http://www.statey2k.com/

Department of the Interior
http://www.doi.gov/oirm/y2k/index.html

Customs Service
http://www.customs.treas.gov/news/news.htm

Department of Transportation 
http://www.tasc.dot.gov/y2k/

Department of Veterans Affairs
www.vba.va.gov/projects/y2k/y2k.htm

Environmental Protection Agency
http://www.epa.gov/year2000/

FAA, Office of Airports
http://www.faa.gov/arp/arphome.htm

Federal Aviation Administration (FAA)
http://www.faay2k.com/

Federal Communications Commission (FCC) 
www.fcc.gov/year2000/

Federal Deposit Insurance Commission (FDIC)
www.fdic.gov/about/y2k/

Federal Emergency Management Agency (FEMA)
www.fema.gov/y2k/

Federal Energy Regulatory Commission
http://www.ferc.fed.us/y2k/index.html

Federal Financial Institutions Examination Council
http://www.ffiec.gov/y2k/default.htm

Federal Gateway for Year 2000 Information Directories
http://www.itpolicy.gsa.gov/mks/yr2000/y2khome.htm

Federal Highway Administration
http://www.fhwa.dot.gov/y2k/

Federal Inspector General
www.ignet.gov/ignet/internal/pcie/y2k.html

Federal Reserve Board
www.bog.frb.fed.us/y2k/

Federal Y2K COTS Products Database
www.y2k.policyworks.gov

Fish and Wildlife Service
http://www.fws.gov/pullenl/y2k/yr2000.html

General Accounting Office Year 2000 Business Continuity and Contingency Planning Guide 
http://www.gao.gov/special.pubs/bcpguide.pdf

General Services Administration 
www.itpolicy.gsa.gov/mks/yr2000/y2khome.htm

GSA – International 
http://www.itpolicy.gsa.gov/mks/yr2000/g7yr2000.htm

Health Care Financing Administration
http://www.hcfa.gov/y2k/

Internal Revenue Service (IRS) 
http://www.irs.ustreas.gov/prod/news/y2k/index.html

Maritime Administration
www.marad.dot.gov/whats_new/y2k.html

National Aeronautics and Space Administration – Ames Research Center
http://www.ccf.arc.nasa.gov/year2000

National Credit Union Association
www.ncua.gov/news/year2000/year2000.html

National Institute of Standards and Technology
www.nist.gov/y2k/

National Oceanic and Atmospheric Administration 
http://www.rdc.noaa.gov/~irm/y2kindex.htm

National Science Foundation
www.nsf.gov/oirm/y2k/start.htm

National Weather Service
http://www.oso1.x3.nws.noaa.gov/y2k/

Nuclear Regulatory Commission
www.nrc.gov/NRC/NEWS/year2000.html

Office of Personnel Management
www.opm.gov/html/yr2000.htm

Office of Thrift Supervision
(Savings Banks, S&L’s)
www.ots.treas.gov/y2k.html

Postal Service 
www.usps.gov/year2000/

President's Council on Year 2000 Conversion
http://www.y2k.gov/

Securities and Exchange Commission (SEC)
http://www.sec.gov/news/home2000.htm

Small Business Administration (SBA)
www.sba.gov/y2k/ 

Social Security Administration (SSA)
http://www.ssa.gov/SSA_Home.html

SSA Business Continuity and Contingency Plan
http://www.gsa.gov/gsacio/ssay2kbl.htm

The President’s Council on Year 2000 Conversion
www.y2k.gov 

U.S. Information Agency 
http://www.usia.gov/

U.S. Mission to the European Union
www.useu.be/issues/y2k805.html 

Association Y2K Web Sites

American Petroleum Institute
www.api.org/ecit/y2k/y2kdb.html 

Information Systems Audit and Control Association
http://www.isaca.org/yr2000.htm

Information Technology Association of America
http://www.itaa.org/year2000/

Institute of Electrical and Electronic Engineers
www.ieeeusa.org/usab/Y2K/

Institute of Electrical Engineers [UK]
www.iee.org.uk/2000risk/

International Air Transport Association
http://www.iata.org/y2k/

International Civil Aviation Organization
http://www.icao.int/y2k/

International Maritime Organization
http://www.imo.org/imo/links/

International Telecommunications Union
http://www.itu.int/y2k/

National Association of Counties
http://www.naco.org/programs/infotech/index.cfm

National Association of State Information Resource Executives
http://www.nasire.org/year2000/index.html

Society for Information Management
http://www.year2000.unt.edu/

The National Bulletin Board For Year 2000
www.it2000.com/

Private Organization Y2K Web Sites

American Red Cross
http://www.redcross.org/Y2K.html

Australian CERT
http://www.auscert.org.au/

Biomedical Products Information
www.fda.gov/cdrh/yr2000/year2000.html

CIO Magazine

www.cio.com/CIO/y2kissue.html

CIO Y2K Research Center
www.cio.com/forums/y2k/

Communication Links

www.comlinks.com/

Credit Unions
www.cuy2k.com/

Electric Utilities and Year 2000
www.euy2k.com/

J.P Morgan
www.jpmorgan/CorpInfo/Perspectives/Y2K/index.html

Ship2000
www.ship2000.com/

Telecommunications Year 2000
y2k.fts.gsa.gov

The Computer Information Centre [UK]
www.compinfo.co.uk/y2k.htm

The Gartner Group
http://gartner5.gartnerweb.com/public/static/solutionseries/year2000/

The Y2K Web Site
www.y2k.com/

The Year 2000 Web Site
www.year2000.com/

Year 2000 International Directory
www.itpolicy.gsa.gov/mks/year2000/g7yr2000.htm

International Organization Y2K Web Sites

List of International Organization Y2K Web Sites
www.itpolicy.gsa.gov/mks/yr2000/g7yr2000.htm

Economic and Social Commission for Asia and the Pacific
www.unescap.org/stat/gc/y2kws.htm

European Commission
www.ispo.cec.be/y2keuro/src/yearbody.htm

International Labour Office
www.ilo.org/public/english/20gb271/pfa-7-7.htm

International Telecommunication Union: 
www.itu.int/y2k/

OECD
www.oecd.org/dsti/sti/it/infosoc/news/y2knatgo.htm

TAIWAN (English and Chinese)
www.cpttm.org.mo/y2k/

The World Bank
http://www.worldbank.org/infodev/y2k/

U.S. Mission to EU
http://www.useu.be/issues/y2k805.html

U.S. Representative to the OAS
www/useu.be/issues/marrero819.html

UNEXCAP 
www.unescap.org/stat/gc/escapy2k.htm

United Nations
www.un.org/members/yr2000/

Foreign Government Y2K Web Sites

List of International Y2K Web Sites
http://www.itpolicy.gsa.gov/mks/yr2000/g7yr2000.htm

Argentina (Spanish)  
http://www.sfp.gov.ar/2000/2000.html

Australia
www.ogit.gov.au/year2000/yr2000.htm

Austria (German)
http://www.bmf.gv.at/ressort/aufgaben/projekte/j2000/j2000.htm

 HYPERLINK "www.bmf.gv.at/ressort/aufgaben/projekte/j2000.htm" 


Belgium (French and Flemish); 

(German, French, Italian, English) 
www.y200.fgov.be/
www.millennium.ch/

Brazil 
www.mare.gov.br/a2000/index.htm

Brunei
www.brunet.bn/gov/y2k/akhbar.htm

Canada 
www.info2000.gc.ca/Welcome/Welcome.asp and www.info2000.gc.ca/Home.asp

Chile
www.minrel.cl/tem_int/y2k_in0.htm

Colombia:  (Spanish) 
www.presidencia.gov.co/politica/ciytec/as2000.htm

Croatia:  (Croatian) 
www.mzt.hr/mzt/hrv/informatika/2000/

Denmark 
http://www.fsk.dk/fsk/div/aar-2000/year2000.html

Dominican Republic:  (Spanish) 
www.bancentral.gov.do/p2000.html

Ecuador:  (Spanish) 
www.superban.gov.ec/doc/impacto.htm

Egypt
www.y2k.egypt.com/

El Salvador (Spanish)
www.superval.gob.sv/y2k_menu.htm

Finland (Finnish)
http://www.hut.fi/~jpatokal/y2k/

France  (French)
www.an2000.gouv.fr

Germany (German)
www.iid.de/jahr2000/ and
http://www.iid.de/jahr2000/bericht2000/index_engl.html

Hong Kong SAR
www.year2000.gov.hk/

Hungary (Hungarian) 
www.itb.hu/fejlesztesek/2000/

India 
www.doe.gov.in/~doe/y2k.htm

Indonesia 
www.y2k.or.id/

Ireland
www.irlgov.ie/entemp/year200.htm and www.irlgov.ie/finance/y2k.htm

Israel (English and Hebrew)
www.mof.gov.il/2000/cmain.htm

Italy (Italian) 
http://www.aipa.it/attivita[2/anno2000[12/

Japan
www.kantei.go.jp/foreign/index-e.html www.mitigo.jp/intro-e/a228201e.html www.kantei.go.jp/foreign/980921action.html 

Korea
y2000.nca.or.kr/ENG_DIR/e-intro.htm 

Macau 
www.cpttm.org.mo/y2k/english/index.htm

Malaysia 
www.y2k.gov.my/

Mauritius 
http://ncb.intnet.mu/y2k/main00.htm

Mexico (Spanish) 
www.secodom.gob.mx/proy2000/

Netherlands (Dutch) 
www.FHI.nl/2000/ and www.mp2000.nl/

New Zealand
www.y2k.govt.nz/

Norway (Norwegian)
www.odin.dep.no/aad/publ/aar2000/eng/index.html

Peru:  (Spanish) 
www.inei.gob.pe/pia2000/

Philippines
www.y2k.gov.ph

Poland (Polish) 
www.wszechinica.safnet.pl/warsztat/y2k00000.htm

Portugal (Portuguese) 
www.Eunet.pt/ano2000/   and 
www.missao-simct.pt/p2000/first.html

Senegal
www.primature.sn/an2000/

Singapore
www.ncb.govsg/ncb/yr2000/

South Africa
www.y2k.org/za/

Spain (Spanish)
www.map.es/csi/2000.htm

Sweden 
www.2000-delegationen.gov.se/English/

Switzerland (French and German)
www.millennium.ch/

Thailand (Thai and English)
www.y2k.nectec.or.th/

Tunisia
www.an2000.tn/

United Arab Emirates 
www.gulfnetec.com/Y2K/Y2Khome.htm

United Kingdom 
www.open.gov.uk/bug2000/index2.html and www.ccta.gov.uk/mill/mbhome.htm

Venezuela (Spanish) 
www.platino.gov.ve/ano2000.htm
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A Y2K Contingency Plan allows a Commander to respond to events using pre-planned contingent actions, decision matrixes (Contingent Actions, Triggers and other factors), and infrastructure impact awareness to continue operations.  Additionally, the plan documents the organization’s response to the loss or degradation of required infrastructure and/or support systems due to a Y2K problem.  It describes the planned degradation or termination of services for the organization’s Basic Services/Core Mission Functions as well as the steps for restoring these processes.  Contingent actions are subsections of a Contingency Plan and typically include triggers to identify when each action should be implemented.  As new plans or contingent actions are developed, they should be validated, using the Handbook. 

Contingent actions may be implemented as an initial response to a Year 2000 incident.  As a first step in all Contingency Plans, the command, acting through its command post / Emergency Operations Center (EOC) should assess the seriousness of the incident and begin appropriate damage control and response efforts.  The EOC will also assess the need to implement further contingency plan procedures.  If required, the EOC will then notify the responsible parties named in the Contingency Plan and inform them of the situation and its requirements.

Contingency Plan Sample Template

The template on the following page may be used and modified as necessary to meet the needs of the particular site and serves as guidance for developing Y2K Contingency Plans for your Basic Services and Core Mission Functions.  In addition, there are many other templates available from the Services and other DoD Components (see the web sites in Appendix D).  This processes advocated in this Handbook are useful to the completion of plans regardless of the template that will be used to document the planning.

Contingency Plan Template

PLAN ELEMENTS
DESCRIPTION

Statement of Purpose
Describe what the plan is intended for, its scope, the individuals or organizations impacted by the plan and the time frames this plan may be put into effect.

Definitions
To assist plan users, include definitions for any non-standard terms.

Responsibilities
List all individuals/positions and offices with responsibilities under this plan.  Include Coordination Information, such as the role of the duty officer or emergency operations center.

Basic or Core Missions or Functions Addressed:
Describe the basic or Core Mission Functions performed by the site.  Include basic services and support provided to the tenants of that site.

Minimum Acceptable Level of functionality
For each core mission, describe the minimum level of service to be provided compared to normal operations.

Situation
Discuss Y2K scenarios that would necessitate implementing one or more contingent actions outlined in the Plan.  For each scenario, discuss the impact on users and downstream customers.

Contingent Actions
For each Contingent Action contained in the Plan:

· Describe any triggers that implement immediate actions and required notifications.

· Describe the actions to be taken, including alternative procedures and work-arounds, in the event any of the described Y2K scenarios occur.

· Describe resources required and procedures for obtaining those resources.  Include alternative means of communications.

Parameters for return to Normal Operations
Describe the procedures to be used to return to the normal mode of operations.  In particular, discuss how any data or information processed by alternative modes is transferred to the normal mode of storing/processing such information.

Other documentation or reference materials required to execute the plan:
Examples include: Staff Rosters; Customer, Vendor and Supplier Address and Contact Information; References to other plans and procedures, etc.

Plan Validation, Training and Update Procedures
Discuss how the plan will be validated/exercise, how personnel with responsibilities under the plan will be trained and how the plan will be regularly updated.

Cancellation
Define when this plan is considered to be no longer operational
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