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Y2K

Personal Preparedness
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In the early months of the year 2000, there exists a possibility that we may experience disruptions in our day-to-day lives, both personally and professionally.  Are you prepared?

NOTES
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. NOTES
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What is the Y2K Problem?  This problem refers to a broad spectrum of date-related computational failures that may afflict computers and digital control systems at the onset of the Year 2000.  It is the result of a common practice in the 1960's of tracking years as two digits instead of four, saving memory and input keystrokes.  As a result, when the year transitions from 99 to 00, many computer applications may think it is 1900 instead of 2000.   These errors may cause the program to stop working or generate faulty information, resulting in systems slowing or stopping all together. 

What are we doing about Y2K? Individual businesses and government agencies are testing and fixing their computer systems.  As a result, the Y2K readiness of major U.S. institutions has dramatically improved over the past year.  DoD, for example, has conducted comprehensive assessments, renovations and testing of its systems to make sure it is able to execute all its missions before, during and after the Y2K transition.  Smaller businesses and local governments, in general, started later on this process and might not be as far along, but are hurrying to catch-up. 

How bad can it be? Although expert opinions vary as to the magnitude and severity of disturbances that may occur January 1, 2000, all seem to agree that some level of Personal Preparedness is prudent.  The degree to which you and your family prepare for a possible Y2K disruption is a personal choice, but one that should be made with careful forethought and research.  We cannot allow potential Y2K disruptions to become self-fulfilling prophecies. As you make your personal choice about the extent to which you prepare for Y2K, please review this information from those who have been working this potential problem for years.  
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[image: image12.wmf]Although the U.S. food delivery systems are highly automated, no major disruption in the nation's food supply is expected.

· No regional disruptions in electric power are anticipated due to Y2K problems.  Both Congress and the Department of Energy have given the electrical power industry high grades for its efforts in renovating its systems.  Coordinated test efforts between power companies will be conducted throughout this year to ensure reliability.  Any power outages that may occur are expected to be localized and of minimum duration measured in hours, not days.
· Progress by oil and gas companies has lagged behind the electric power industry, but is catching up. Little, if any, disruption of oil and natural gas supplies is expected because of Y2K.  Ninety-four percent of oil and natural gas companies expect to have all systems fixed by September 30, 1999, and 97% expect to have contingency plans in place and tested by October 1, 1999
· The telecommunications industry used to mean only telephone service. Today it also includes cable television, financial transactions, wireless service and the Internet. The telecommunications industry has spent billions on Y2K solutions and has been given high marks by the Federal Communications Commission. No major disruptions in telecommunications are anticipated, and any problems that occur are expected to be minor and quickly fixed.
· The Federal Deposit Insurance Corporation (FDIC) has an aggressive program to ensure all U.S. financial institutions operate without interruption of services.  All financial institutions have been required to conduct extensive Y2K testing.  All FDIC- insured banks are required to provide alternative methods of conducting business if systems fail.  No problems are expected with automatic teller machines, although power outages could disrupt their service.
· The FAA has recently announced that it has completed the renovation and testing of all its air traffic control systems.  
· Testing will continue to assure that the FAA systems are ready for the date transition.

NOTES
For more information about how your government is prepared for the new millenium, check these web sites:

· Veterans Administration Patient-Focused Y2K Contingency Planning Guidebook  www.va.gov/year2000/conguide/
· FCC Year 2000 Information  www.fcc.gov/year2000/

· U.S. Consumer Gateway for Year 2000 www.consumer.gov/year2000.htm 
· US Department of Transportation -www.y2ktransport.dot.gov/ 

Year 2000 Web site to air, rail, waterways, and various transportation

· What the U.S. Government is doing about the Millennium.

www.whitehouse.gov/Initiatives/Millennium/index.shtml. 

· Department of Energy www.cio.doe.gov/Y2K/

· Y2K Consumers Guide  www.fema.gov/y2k/bltn00.htm
· [image: image13.wmf]Federal Emergency Management Agency www.fema.gov/Y2K/bltn00.htm, Electronic products and your PC 

· Federal Aviation Administration (FAA)  www.faay2k.com/
· Defense Information Systems Agency (DISA) www.disa.mil/cio/y2k/cioosd.html Year 2000 

· USAF Year 2000 http://year2000.af.mil/ (Must have .mil or Gov. address to access) AFCA at Scott AFB.

· Army Project Change of Century www.army.mil/army-y2k/
· Army Technology Integration Center www.hqisec.army.mil/y2kweb/Year 2000 Resources
· Coast Guard's Navigation Center GPS Page www.navcen.uscg.mil/gps/
· The Year 2000 Challenge (Navy) www.doncio.navy.mil/y2k/year2000.htm
· US Marine Corps Year 2000 www.cio.usmc.mil/year2000/frames/usmcy2k.html

We hope this brochure helps you and your families prepare for the challenge of Y2K.  There is so much we can't know about just how Y2K will play out.  The problems outlined in the brochure may or may not happen.  But since there are many unknown factors surrounding Y2K we consider preparation to be the best strategy.  For more information on personal Y2K preparation, visit the following web sites: www.defenselink.mil
What does Y2K mean for my family, neighbors and me?

Everyone who depends on utilities, financial institutions, transportation systems, communications and government services will be inconvenienced if those services are disrupted by Y2K.
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While agencies and businesses check and repair their computer systems to ensure the lowest possible level of Y2K interruption, we have to individually prepare to temporarily be without some of the services we take for granted in our daily lives.

DoD personnel are expected to perform their jobs regardless of the severity of Y2K.  It is everyone's responsibility to individually prepare.

So what should I do?

Prepare as you would for a major winter storm that may last for 3-5 days.  During the first few days of 2000 the most serious Y2K problems are expected to occur and be resolved.  This does not mean every service will experience disruptions.  Exact effects are virtually impossible to predict.  Getting ready for Y2K covers a lot of things that may not occur but would cause major inconveniences if they did.  Most household appliances and tools are not effected by Y2K.  The greatest inconveniences to your home and family may be from the loss of phones and electricity, which then could affect water service, sewer service, transportation and food supplies.

Emergency management experts are advising that everyone treat the change from December 31, 1999 to January 1, 2000 as you would a major winter storm and take the following steps (from Individual Preparedness section of the DefenseLinks web site):

· Buy only what you need to get you through three to five days, such as bottled water and nonperishable foods. Don't wait until the last few days of December to stock up.

· Only take enough cash out of the bank to get you through the weekend, perhaps an extra $50-100 more than you usually do.

· Keep at least half a tank of gas in your car. The same applies to home heating oil.

· If possible, make sure you refill any regularly used prescription drugs prior to the end of the December.

· If you purchase alternative heating devices, make sure they are approved for use indoors and are listed with the Underwriter's Laboratories (UL).

· Have plenty of flashlights and extra batteries on hand. Avoid any possibility of a fire; don't use candles for emergency lighting.

· Examine your smoke alarms now. If they are wired into your home's electrical system, check to see that they have battery back-ups.  Purchase and install battery-powered smoke detectors where needed.

· Maintain a separate list of emergency numbers for the police, fire department and ambulance services, just in case 911 systems are temporarily out of service.

· Be sure to have one phone available that does not rely on electric power.  While regular phone service can operate without electricity, cordless phones may not. If you have a wireless phone, have extra batteries on hand.

Scam Artists and Thieves

As awareness of Y2K grows the level of concern grows with it.  As in any other emergency, scam artists may try to take advantage of you, your family or your neighbors by portraying themselves as government employees, repair personnel, or information gathers.

If you are contacted by anyone claiming to represent any of these functions, observe the following cautions:

· Never divulge sensitive personal information, credit card numbers, bank accounts, social security numbers, home alarm status, etc., unless you KNOW who you are dealing with.
· Always check out repair people with Better Business Bureau or Chamber of Commerce.
Y2K and your home computers

· Evaluate your own vulnerabilities and reduce them to safeguard your family and possessions.  In addition to concern over the power spikes and blackouts, your computer is at risk due to viruses placed into Windows and other operating systems.  Some of these viruses may be keyed to activate at 12:00 AM on 1 Jan 2000.  One way to avoid their damage is to turn off your computer prior to 12:00 AM and reenergize it later.

· As the approach of Y2K gets closer, be especially vigilant about material you download.  Always download through an up-to-date virus protection program to the maximum extent possible, and get all your downloads from sources you trust.

· If you test your home system for Y2K compliance by setting the date forward, be aware of the fact that rolling forward from 11:59 PM 31 Dec 1999 to 12:01 AM 1 Jan 2000 may activate the viruses discussed above.  You may want to transition to a later date and time to test your system.  There are also commercial and public domain programs that are available on line, but once again, you should ensure they are from a reputable source before you download.

Transportation – Regardless of what else occurs, you will still need to transport yourself and perhaps others from one place to another. Most cars are not affected by Y2K and will be able to operate. Y2K may, however, affect traffic lights and gas station pumps. 

· Make sure you have at least a half tank of gas in your car in case stations experience temporary problems. 

Airplanes are safe. The Y2K bug does not affect the critical components, such as engines, landing gear and flight control systems. Airport security systems, such as metal detectors, do not require Y2K repairs.  All air traffic control systems have back-up generators in case of power outages.  Airline reservation systems have already passed and are successfully processing bookings for January1, 2000 and beyond.

· Significant delays could occur in some airports if systems such as baggage handling suffer Y2K glitches.  Foreign air travel remains a significant concern.  The FAA is working with international aviation organizations and plans to issue a report on Y2K progress in foreign countries by September 30, 1999.
Medical - Personal medical records of active duty military and their family members are not yet kept electronically by DoD. This personal medical information is stored in "paper copy" medical files. However, some medical information is kept electronically.  For example, the Defense Enrollment Eligibility Reporting System (DEERS) maintains information regarding TRICARE enrollments and anthrax immunization records. 

Families with children – Parents should consider the challenges of entertaining their children should the electricity go off and computers, Nintendo, television and VCRs become unavailable.  Consider making with your children a “fun pack” of their favorite toys, coloring books, crayons, markers and craft items to use in the absence of TV.  Try new ideas with your children.  Older children may have a favorite book or hobby that can be worked on during the absence of electricity.

· Make sure you have a battery-operated radio or television to keep current on local efforts to solve any Y2K problems.

· Become involved and become an advocate in your neighborhood and community. Knowing what is being done locally to address and fix potential Y2K problems will help ease concerns and gives you a good idea of what to expect as the date rollover approaches.

To see how you can get involved in your community check out the following sites:

Federal Governments Guide toY2K www.itpolicy.gsa.gov/mks/yr2000/community/community.html 

Y2K Community Conversations www.Y2K.gov/community/
It is true that there may be some localized disturbances caused by Y2K.  There may be isolated outages of electricity.  There may be some communications problems.  There may be some lines at your local gas stations and grocery markets as Y2K approaches.  Take this all in stride and calmly deal with situations.  If, however, we do not respond responsibly we could make the situation much worse.  If everyone picks up the telephone at Midnight on New Years, there very well may be no dial tone because of the amount of usage, not anything related to Y2K.  If everyone attempts to fill their gas tank on December 31, there will be lines at the pump.  If everyone shops for groceries on the same day there will most likely be a shortage of milk and toilet paper.  If we all go to the bank and empty our accounts there will be an economic impact.  We must behave responsibly, so please make informative decisions based on facts, not rumor. 

Safety Tips

Changes in the way you perform routine functions, such as using alternate heating, lighting, and cooking methods, may place you at greater risk for a home fire or other catastrophe. 

Some safety tips include:

· Evaluate the hazards caused by a Y2K event and make quality decisions about how to avoid or reduce risk for the safety of yourself and your family.

· Darkness due to power outages may increase the potential for home injuries. Make sure flashlights are easily accessible and take care when moving around in the dark.

· Local loss of traffic control services may lead to an increase in traffic accidents.  Be careful at intersections where there are traffic lights and at railroad crossings.

· Make sure you use emergency heat sources in accordance with manufacturers’ safety instructions, as many of these can be extremely dangerous if not used properly.

· If you use an open-flame device for heating or cooking, make sure the area is well ventilated and keep children away.  

Use the following checklist to think about your individual Y2K impacts and how YOU plan to deal with them.  Not all checklist items will apply to you and there may be others not on the list that you may add later.  These are just recommendations. You must decide for yourself which of the items apply and whether the recommendations meet your needs.  When using the checklist, ask yourself, "Can I, or my family, survive without this item?"  If the answer is yes, then cross it off the checklist. If the answer is no, then you need it and should look for a source for it or a reasonable substitute.
The checklist includes blank lines on which you can add those items you feel are necessary, but aren't already included. Share this checklist with your family and make it part of your Y2K preparation.

General Information

Food –From farmers and ranchers to food processing companies and retailers, all are dependent on automated systems to grow and market the food we purchase every day.  It is unlikely that all of the food industry will suffer some Y2K glitches. Those that do are expected to be short lived and easily fixed. At worst, there may be a temporary shortage of some perishable items, such as imported fruits and vegetables.

· Do keep a few days of food on hand in case power outages occur and grocery stores are not open.

· Do not hoard food or do frivolous stockpiling of supplies. This type of behavior will only cause shortages the food industry is working to prevent.

Water - A regional electricity outage can mean water pumps may not pump water to your house.  Normal adults drink two quarts of water per day.  Children, nursing mothers, and sick people need more.  With careful planning you can live on 1 gallon per person per day (2 quarts drinking, 1-quart food preparation, 1 quart cleaning).

· Be prepared for shortages beginning December 1st.

· Store 3-5 days' worth of water for the entire family in containers like soda bottles and used water jugs.

Heat - If you heat with electricity, oil, or natural gas, be prepared for possible loss of service for up to 3-5 days.  If you rely on oil for home heating, it's best to make sure your tank is at least half full.

Lighting - Flashlights and battery-powered lanterns are the safest sources of alternative light, especially for children.  If you use flashlights make sure you have plenty of batteries.

Sanitation - Garbage and human wastes are a source of disease and attract rodents looking for food.  Garbage, sewage and other sanitation services may be out for a period of time due to power outages and other reasons.

For more information about Y2K and how others are prepared for the date rollover check these web sites:

Agriculture
Department of Agriculture http://ww.usda.gov

Banking/Finance 

Federal Deposit Insurance Corporation Year 2000 http://www.fdic.gov/about/Y2K/
Site includes a bank customer's Y2K "to-do" List

Internal Revenue Service http://www.irs.ustreas.gov/prod/news/y2k/index.html

Consumer 

Grocery & Convenience Stores and Y2K http://www.usda.gov/aphis/FSWG/grocery.html

Federal Trade Commission Year 2000 Consumer Update
http://www.ftc.gov/bcp/conline/edcams/y2k/index.html

Year 2000 Conversion Consumer Products Page http://www.y2k.gov/java/info1b.html 

Contains links to more than 30 manufacturers of consumer electronics.

Small Business Administration Y2K Site http://www.sba.gov/y2k/
Education

Y2K Lesson Plans for Teachers http://www.nytimes.com/learning/teachers/NIE/Y2K/

Year 2000 Issues http://www.educause.edu/issues/Y2K.html

Emergency Services 

American Red Cross http://www.redcross.org/disaster/safety/Y2K.html

Includes a checklist of how to be prepared for Y2K glitches.

Federal Emergency Management Agency http://www.fema.gov/Y2K/Y2K-em.htm

Federal Government 

President's Council on Year 2000 Conversion http://www.Y2K.gov/

In The News 

Year 2000 Press Clippings http://www.year2000.com/y2karticles.html 

Just for Kids

Girl Scouts Y2K http://www.girlscouts.org/girls/Why/Y2K/Y2K.htm

Y2K for Kids http://www.itpolicy.gsa.gov/mks/yr2000/kidsy2k.htm
State & Local Governments

State and Local Services http://www.Y2K.gov/java/info6a.html 

Site contains United States map with capability to reach all 50 states official Web sites.

Military & Military Related

Department of Defense OSAD/C3I http:///www.c3i.osd.mil/org/cio/y2k/index.html
U.S. Army http://cr-iiacfs1.army.mil/army-Y2K/home.htm 

U.S. Navy http://www.doncio.navy.mil/y2k/year2000.htm 

U.S. Air Force  http://year2000.af.mil/


 HYPERLINK "http://www.cio.usmc.mil/year2000/frames/usmcy2k.html" 

U.S. Marines
 http://www.cio.usmc.mil/year2000/frames/usmcY2K.html 

National Guard http://www.ngb.dtic.mil/y2k/hottopic.htm 

Department of Veteran's Affairs http://www.vba.va.gov/projects/Y2K/Y2K.htm 

Global Positioning http://www.NAVCEN.uscg.mil/gps/geninfo/y2k/home.html 
Personal

Preparedness

Checklist
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(Removable for your convenience)

Cooking Preparation

· Store 3-5 days worth of non-perishable food and paper goods.

· Review Baby needs (diapers, bottle, linens, lotions, etc)

· Paper plates, Aluminum foil for several days use

· Manual Can Openers

· Propane stove or Barbecue grill – use outdoors only

Water 


· Store one gallon per person per day in clean containers.  Add 2 drops of bleach per gallon of water if not using sealed water containers from stores.
Heat

· Wood-burning stove or Fireplace

· Clean your chimney in October or November

· Portable kerosene heaters

· Adequate Fuel on hand (wood, coal, kerosene, etc)

· Waterproof matches 

Power

· Use surge protectors for electronic equipment.

· If power goes out, turn off appliances and electrical equipment to reduce damage from voltage spikes.

· If you have a generator, do not connect it to home wiring unless an electrician installed a special connection.  Make sure you have enough fuel for extended use and a plan to minimize use.

· Store fuel safely outdoors if possible and only in approved containers.  If stored indoors, watch for gasoline vapor accumulation and avoid open flames near storage.

· Batteries for clocks, flashlights, radios

· Hearing Aid or special use batteries

Light

· Flashlights

· Propane lanterns—Well ventilated space only

· Kerosene and oil lanterns

· Candles (with extreme caution)

Sanitation

· Extra trash bags

· Sanitizing hand cleanser/soap

· Toilet paper, Paper towels

· Personal hygiene items

· Fill bathtubs to use for toilet flush water

Clothing/Bedding
· Have enough clothing to keep warm indoors, in the event that power failures disable home heating systems.

· Have extra blankets and/or sleeping bags available.

Communications

· Know in advance if you need to go to work in the event of regional power outages
· Have a battery operated radio and know which are the local Emergency Broadcast System stations

Pet Supplies
· Food

· Any Special Medicines

· Litter & Sanitary supplies

Finances
· Cash.  Have access to one week of cash reserve.  Set some cash aside each month rather than waiting until December.

· Records.  Make copies of important financial records and keep paper copies of all transactions in the last quarter of 1999 (credit card receipts, bank statements, loan payments, bills, etc.)

Documents:

 Know where the following are located.  Information that is stored only in electronic format is most vulnerable and paper copies should be made.

· Birth Certificates

· Marriage Certificate

· Social Security Cards

· Wills

· Mortgage papers and payment history

· Last year’s taxes

· School/College transcripts

· Deed of trust/Promissory notes

· Medical records, Vaccination records

Medical
· [image: image16.png]o




Talk to your neighbors before January 1, 2000, if you do not know them already.  They may be able to help if you have a medical emergency and cannot call 911 or your doctor because the phones don’t work

· Prescriptions filled seven days before they run out.

· Special unique medicines (insulin, blood pressure medicine)

Transportation
· Keep at a minimum l/2 a tank of fuel in all vehicles

· Up-to-date public transportation schedules on hand

· Have a vehicle safety kit on hand

Home Safety

· Fully equipped First Aid kits

· Fire extinguishers

· Battery-powered smoke and carbon monoxide detectors

· Know where your gas and water shut-off valves are and have a wrench available to turn them off to prevent damage to you home

Children’s Activities

· Favorite toy

· Coloring books, crayons

· Books, School books

· Fun craft items

Miscellaneous
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Your thoughts on Y2K personal preparedness
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