
Proposed DoD IG Contingency Plan Review Worksheet



Contingency Plan Data Collection Requirement
Data

Organization “owning” Contingency Plan


Name of Auditor(s) reviewing plan


Date of Review


Name of Plan


Type of Plan: (SCP or OCP)
SCP = System Contingency Plan; OCP = Operational Contingency Plan 

System(s) or Mission/Function(s) addressed in Plan
For OCPs, list all Mission-Critical Systems

Point of Contact for Plan 
Name:



Title:



Telephone:



Fax:



E-mail:


List the date(s) that this plan has been validated and the type of validation used. Validation methods include:  Procedural walk-throughs, tabletop exercises, and actual operations exercises.


List any high-level organization exercises/dates in which a contingent action listed in the plan was exercised.  
Attach a summary of the evaluation findings.


Was the plan updated as appropriate following the evaluations?


Do the date transition risk mitigation actions planned for the System/Mission require resources not in place?  
If so, have these resources been requested in the FY-00 Budget?


PLAN EVALUATION QUESTIONS.   

(MP refers to DoD Y2K Management Plan Requirement Cite.  Top 10 refers to relevant cite from Top 10 Concerns document.)

Planning Factor Evaluated
MP
Top 10
Comments

1. Statement of Purpose and Scope of Plan




1.1. SCP:  Does the plan describe and, where appropriate, prioritize the system(s) and system components addressed by the plan? 
For OCPs:  Are the mission(s) addressed by the plan described and prioritized?
§H-3
1,5
SCP system descriptions should include sufficient detail, directly and/or by reference, to enable external technical groups to understand the functions and requirements of the system.

OCPs - When the plan addresses more than one mission/function or when it includes supporting missions, a prioritization should be included.

1.2. Are any other relevant Y2K or other contingency plans described and/or referenced where appropriate?
§H-3
2
The plan should address any other BCCP, Operational or System Y2K Plans, other Contingency Plans that are linked to the execution of the contents of this plan.

2. Description of Systems supporting this Plan




2.1. SCP:  Does the plan describe the system(s) addressed by the plan in sufficient detail to support execution of any contingent actions?
§H-5
2,4
Systems supporting the plan’s missions should be described in sufficient detail to enable the plan user to understand how the mission is normally accomplished and what impacts might occur if systems or components are disrupted for any reason, Y2K-related or otherwise.

2.2. SCP:  Does the plan describe the missions/functions supported by this system?
OCP:  Does the plan describe the systems supporting each mission included in the plan?
§H-7
1
Description should be in sufficient detail to enable the plan user to understand how the mission is normally accomplished and what impacts might occur if systems or components are disrupted.  Detailed system descriptions are generally not necessary in OCPs.

3. Roles and Responsibilities under this Plan




3.1. Does the plan provide discussion and identification of all key positions with responsibilities under this plan, (include decision making; contingent actions management; IT and infrastructure support; and plan update and review?
§H-5,6
3
This section may discuss responsibilities in terms of positions, with the individuals assigned described in the contacts section.   For BCCPs, also identify specific operational responsibility for each function that the organization performs.

3.2. Does the plan provide adequate description of organizational components with responsibilities under the plan and their linkages?
§H-5,6
1,3
This permits the plan user to understand the organizational relationships involved in executing contingent actions.  An organizational chart may suffice for straightforward applications.

4. Vulnerabilities and Risk Analysis




4.1. Are potential Y2K threats and risks, identified by Risk Analysis, identified and detailed in the plan?
§7.1.3
1
Threats are things that might cause problems, like loss of power, fire, etc. Risk is the problem/event that might be caused

4.2. Did the Risk Analysis include external factors, such as business partners/suppliers and vendors or such as support for system/mission customers?
§H-6
1
Upstream analysis should focus on critical supplies not available from other sources.  Downstream analysis should examine, from an end-user perspective, what happens if you experience a Y2K failure that inhibits your ability to provide all or part of normal service / support.  

5. Risk Mitigation Strategies




5.1. Does the plan address, directly or by reference, risk mitigation actions to be performed prior to key date transition events.

2
Risk Mitigation actions may include system, operational and command & control actions and should address, at a minimum, the high-risk period of the 12/31/1999-1/1/2000 rollover.  

6. Descriptions of Contingent Actions




6.1. For each contingent action, have procedures been identified and sufficiently detailed to support timely execution?
§H-5,6
2
Contingent actions should be described in detail relevant to the time period for execution.  Immediate actions require the most detail.

6.2. Are appropriate triggers identified for each contingent action?
§H-5,6
2
Triggers are defined situations or events that indicate a particular action should be performed.  The plan should address who has the authority to implement each contingent action.

6.3. Does the plan address the possibility of degraded system functionality and the impact on mission critical functions?
§H-5,6
2
Whenever Y2K risk analysis indicates that a partial system failure will result in unacceptably degraded capability, the plan should address any workarounds or contingent action which would restore mission capability with less effort than that associated with total system failure.

6.4. Are personnel, required skills, necessary supplies and equipment adequately addressed to facilitate timely execution.
§H-5,6
2
Personnel sources and training requirements for contingent personnel not holding the required skills should be addressed, along with any resources required to implement those actions.

6.5. Does the plan address Issue resolution/escalation procedures for the contingent actions?
§H-5,6
7
Unanticipated conflicts may arise when contingent actions are implemented.  Resolution must be obtained quickly.  Escalation may be needed either due to conflicts or severity.

7. Contingent Action Implementation and Coordination




7.1. Are contact lists and recall plans complete and in the plan or available by reference?  Does the list include appropriate supplier and customer information?  Are the names & numbers current?
§H-5,6
10
Contacts should be listed by position and by name, including alternates where appropriate. Recall plans for staff and anyone with responsibilities for executing/implementing the plan must be included.  This may require that home, vacation or other phone numbers be included or be readily accessible to the positions likely to require these lists.

7.2. Are Triggers and other implementing criteria specified for notifications, recalls and contingent actions?
§H-5,6
2
The plan should provide guidance for determining when notifications need to be made or time-critical actions taken.

7.3. Are actions specified to coordinate contingent actions and to deconflict resources, priorities and actions?
7.1.3
7
The plan should clearly specify how it is and/or has been coordinated. Coordination should address deconfliction of resources and priorities.

7.4. Did the plan address training requirements necessary to implement any contingent actions? 
§H-5,6
9
Training should be identified for those involved in managing and/or conducting contingent actions.  If workforce training is not conducted in advance, then the plan should describe how required training would be implemented on short notice for the contingent workforce.

7.5. Does the plan adequately address infrastructure, administrative and logistical support?
§H-5,6
10
The coordination plan should address all infrastructure, administrative and logistical aspects and not be limited to IT or end-users aspects.

8. Plan Validation and Maintenance




8.1. Are procedures in place to make sure the plan was validated through procedural walk-through, tabletop exercises and, if appropriate, live tests of the contingent actions?
§H-9
10
These procedures may be in the plan or in a governing document.  If validation has not yet occurred, a follow-up should be directed.  Upon completion of validation, the plan should be updated accordingly.

8.2. Is responsibility and process for plan maintenance and update identified?
§H-9
10
The CP should indicate specific responsibility for maintaining and updating the plan, particularly with respect to the contact information.  Plan updates should follow each review, audit and exercise.

8.3. Is there an executive plan review process specified, either in the plan or by organizational directive?
§H-9
10
It should be clear how the plan is reviewed and approved.  This information may be in a governing directive.
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