Top 10 Plan Review Concerns

The below list comprises the Top 10 review findings based on a recent audit of System and Operational Y2K contingency plans by DoD IG auditors and OASD (C3I) Y2K Contingency Planning staff members.

(1)
Plans lack contextual information and objectives of the plans not stated or misstated.

(2)
Contingent actions over-generalized and predicated upon Standard Operating Procedures (SOPs) 

· Plans imply local SOPs, but provide no specific references.

· Manual procedures implied, but unstated.

· Technical manuals implied but not referenced.

· SOPs lack sufficient detail to facilitate orderly restoration of systems.

(3)
No clear articulation of individual’s roles & responsibilities, notification chain, or triggers.

(4)
Plans do not state the minimal acceptable level of performance for each mission essential function.  Without this, it is difficult to determine if contingent actions meet requirements.

(5)
No evidence of prioritization of mission essential tasks.

· No identification of unit functions that must continue while IT repairs are completed.

· No description of the mechanics associated with delivering those unit functions.

(6)
CPs were written so generally that it was often difficult to determine if it was a system or operational CP.

· Confusion apparent between the purpose and definition of Operational and Systems CPs.  

· In many cases where OCPs and SCPs were combined, the CP was not complete for either planning requirement

(7)
No evidence of any contingent action resource deconfliction or management construct to perform this role in near-real-time during the rollover.

(8)
Appearance of over-reliance on CP template/boilerplate.

· Little evidence of tailoring plans to meet unit requirements.  Cut and paste common.

(9)
Potentially inconsistent, granularity, executability, fidelity, coordination.  Perception that locally developed plans are coordinated locally with little higher headquarters validation or oversight.

(10)
No evidence of detailed planning/rehearsal for manual back-up procedures, training on those procedures, or resources required to execute alternate processes.

· No evidence of assessment of Contingent Actions executability and the concurrent effects regarding potential degraded mission capability as a result of manual processes.
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